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The EU Digital Regulation Omnibus is central to the EU’s
competitive framework

By Stewart Dresner, Founder and Chief Executive, Privacy Laws & Business

Ireland is taking over the EU Presidency for 6 months starting on 1 July. The EU Justice
Commissioner is Michael McGrath, an Irish national and a former Finance Minister.
Business organisations are watching closely how he plans to navigate his way through
upholding individual’s data rights while encouraging an expanding data economy.

When Michael McGrath, EU Justice Commissioner gave his keynote address at the
Privacy Laws & Business conference Ireland and EU privacy/digital laws: New
horizons conference on 14 May in Dublin, his presentation was on the EU Digital
Omnibus in a pro-economic growth competitive framework.!

He declared “Europe's competitiveness will depend not just on the rules we set — but on how
clearly they are understood, how consistently they are applied, and how confidently they are
trusted.”

The conjunction of Ireland’s Commissioner speaking in his home country gave him the
opportunity to emphasise the importance of Ireland at the centre of Europe’s digital
economy: “First, as a European base for 16 of the Top 20 global tech companies, including
the world's largest Al developers and providers. Second, at the intersection of enforcement
of EU regulatory frameworks that will shape how Al is adopted across our Union.”

He stressed the importance of national Data Protection Authorities when stating “In a Union
built on mutual trust, common rules, and consistent enforcement, national authorities are not
just national actors — they are guardians of the European project itself.”

He declared that competitiveness is not an abstract concept. “Its overarching objectives and
practical implications are tangible. In essence to help businesses invest, innovate, and scale
by reducing burden and cost. This is why part and parcel of the Commission's
competitiveness drive is simplification” of both existing regulation and introducing new
instruments.

Simplification not dilution nor deregulation

His goal is providing legal certainty fostering both clarity and confidence. He reported that
the European Commission’s wide-ranging consultation showed that stakeholders were clear.
“.. the GDPR (General Data Protection Regulation) serves as an effective and balanced
legal framework which has met its objectives of providing the highest standard of protection
for citizens and their personal data.

However, in a clear change of direction in the current Ursula von der Leyen headed
European Commission from the previous 5-year Commission, there was now room for
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improvement for the GDPR. McGrath was adamant that “legislation cannot remain static; it
must evolve with the times. This is why, by harmonising and simplifying a limited number of
provisions, we aim to provide clarity, and by making the framework easier to navigate and so
easier to apply in practice, we aim to underpin confidence.”

He provided examples of how the proposals would deliver: simplification through burden
reduction — by replacing 27 national lists on when to conduct Data Protection Impact
Assessments with one single list at EU level; and simplification through proportionality — by
requiring breach notifications to supervisory authorities only in high-risk situations.

Examples of how the proposals would deliver clarity through harmonisation included:

1. “Through the definition and conditions for processing personal data for scientific
research purposes;

2. Clarity through guidance — such as an Implementing Act on how to achieve effective
pseudonymisation (developed with the close involvement of the European Data
Protection Board); and

3. Clarity through definition — such as the definition of personal data building upon the
case-law of the European Court of Justice.”

He and his team at DG Justice are now actively supporting these changes by engaging with
the co-legislators, the European Parliament, the Council of Ministers and other EU bodies to
push forward these reforms.

During his one-hour session McGrath and our audience ignored hostile comments against
the EU from the US Administration. Instead, he accentuated the positives for the 450 million
consumers in the EU and by implication in the countries where there is a “Brussels effect”
across much of the world. He took the high ground on rights “... we are working towards a
framework with reduced burden and cost, but one which continues to provide clarity and
confidence through maintaining the high standard of rights protection that we expect within
the EU.”

Digital Fairness Act

It was when McGrath moved on to his plans for the Digital Fairness Act (DFA), that he
demonstrated that the EU’s policies apply to all services provided to EU residents, from
wherever they are based. He clearly stated “the DFA will therefore provide clarity by
reinforcing the "safety net" of consumer law applying to all companies, irrespective of their
business model or technology base.”

He gave as examples simplifying information requirements for repetitive in-app purchases,
and adapting the 14-day Right of Withdrawal for digital content subscriptions.

He cited the memorable statement by EU Commission President Ursula von der Leyen that
“parents should be the ones raising their children — not platforms!”

He placed his work on the DFA as a win for everyone “Looking at the ‘new horizon’
presented by the DFA, we are working towards a digital economy where our businesses are
protected against unfair competition, consumers are protected against unfair practices, and
our children are protected from unacceptable harms.”
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Questions and Answers with

Michael McGrath, EU Justice Commissioner

Following Michael McGrath’s speech Stewart Dresner, Founder and Chief Executive, Privacy
Laws & Business, and Doug McMahon, Partner, McCann FitzGerald led a Question and
Answer session with him.

Q. You referred in your address to addictive design dark patterns and that the Digital
Fairness Act (DFA) will address these issues. What is the timetable for publishing it
and when do you expect it to go through the Trilogue legislative process?

A. We are preparing the impact assessment and we have to appear before the regulatory
scrutiny board within the European Union, which is an important step on the way to the
adoption of a legislative proposal. | anticipate that it will happen in July.

Up to this point we've called for evidence and had an extensive public consultation - there is
huge interest in this file. The intention is to adopt it in Quarter 4 of this year and it will be
published at that point.

Q. What are the legislative options for the Digital Fairness Act?

A. It depends on whether it is a directive which has to be transposed over a period, or if it is
a direct effect regulation. In the case of the DFA it might be a package. We have to think
ahead also to the revision of the Consumer Protection Cooperation Regulation that I'm also
planning in parallel with the Digital Fairness Act.

In basic terms it is giving the European Commission the possibility for certain large scale
breaches of consumer law (that are systemic affecting millions of the consumers rather than
it being dealt with purely at the level of the national consumer protection authorities) then the
European Commission - similar to the Digital Services Act (DSA) process - would have the
ability to investigate. They would be enforced directly by the European Commission for a
limited number of cases.

If we do that, when it comes to the Unfair Commercial Practices Directive, which is a
landmark piece of legislation in the consumer law acquis in the European Union, the
Commission can't directly enforce directives, so it may need to be converted to a regulation.

It shouldn't take years to come to an agreement. If we publish this by the end of this year or
in early 2027, we expect to see agreement within the life of this Commission.

Q. Which would you prefer from your own personal viewpoint, a DFA Directive or a
Regulation?

A. Regulations are more in favour now because of the harmonized implementation that they
are intended to lead to. I'm trying to make sure that other regulations in my own area of
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responsibility, such as the European Media Freedom Act and others, are fully implemented
in a consistent manner by the EU Member States.

But sometimes it is not possible to have a regulation only, so we have to decide on what is
the appropriate legal basis within the EU treaties. That will determine the nature of the legal
instrument, whether it is a regulation or directive or perhaps a package involving both and so
that work is underway.

May | interpret that as in an ideal world, you'd have a regulation, but if necessary it could be
a directive?

| think that's a fair summary. Or it could be a combination.

Q. Looking beyond the current programme, what emerging technologies or trends
require regulatory attention in the near future and what kind of preparatory work has
there been?

A. The big issue of debate at the moment in politics and in society is about protecting
children online. We look at the pace of technological development in recent years. It is truly
extraordinary and it's probably never going to be as slow again in the future as it is today. In
that context, how do we make sure that children are appropriately protected while at the
same time recognizing their digital literacy and embracing technology has to be a
fundamental part of their upbringing too? It is the future and they will shape it in the years to
come.

In certain video games there are a lot of gambling features, in app purchases and virtual
currencies. What | hear from the regulators is that the law's not enough. They are not able to
take action where they think it's really warranted. When we talk about these dark patterns,
children are particularly vulnerable. Users are under constant pressure to conclude a
transaction, where there are fake scarcity claims, or fake deadlines are put on or repeated.

A lot of the kind of practices you're talking about rely on personal data. The GDPR does
have an effect on what you can do in terms of processing personal data. But there has been
interpretation of what that allows or what it means from a consent perspective. My aim is to
have specific legislation that gives clarity across one rule book.

In the absence of an EU wide initiative to deal with these issues, we will see increased
fragmentation. When | talk to ministers across the European Union, they are very exercised
about these issues and they are coming forward with their own measures, which is the worst
of all worlds.

You end up with 27 different approaches to dark patterns, to the exploitation of consumer
vulnerabilities, and to the protection of minors online. The real strength of the European
Union is when we act as a block. There are areas where Member States have agreed to
share sovereignty and where the European Union essentially has a competence, or a
competence that can be exercised in conjunction with the Member States, then that's what
we should be doing. We should be acting in concert on these issues. A national approach to
these issues is not really logical.
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Q. On international transfers, not many more countries have been added to the
adequacy list in recent years. There have been mutual adequacy declarations with
Korea, Japan, and Brazil, but have you considered having different levels of adequacy
instead of requiring a whole country to be adequate?

You could have different regional or sectoral aspects of adequacy to try and help companies
make transfers in these specific regions like California, or sectors like financial services or
insurance and the whole process could be speeded up.

A. We are very focused on extending the overall network of arrangements that we have. |
use the term in the broad sense, because the GDPR is not just about adequacy
arrangements. There are other tools including, Standard Contractual Clauses (SCCs) and
templates that are provided which can also be the basis of international transfers.

Look at the ones we currently have. They are not homogenous and some are both public
sector and private sector, and some are private sector only. So there is scope to broaden
and extend the adequacy concept even where we have arrangements in place. | don't
apologise for being cautious about entering into arrangements unless we are absolutely
satisfied with the standard of personal data protection in a country.

As we are global leaders in this area, we would not allow the personal data of EU citizens to
be transferred into a country, unless we're satisfied that it is genuinely robust and there is an
equivalent standard that we have here in the EU.

The EU has the data privacy framework with the US which underpins transatlantic trade of
around a trillion euros a year at the moment. We are in an ongoing dialogue with the US to
make sure that the safeguards remain in place. | met with the US ambassador to the EU
only this week and underlined again the importance of the safeguards remaining in place
because all of these issues are quite rightly very carefully watched.

There is a question now on how to extend the embrace of the EU around the world. | would
hope that we can make more progress. I've had the portfolio for the last 18 months and
we've done a lot with Brazil and South Korea and we are negotiating with Japan to try and
extend and broaden the nature of that agreement.

We had to deal with the cliff edge issue in the context of the UK around its new data
protection law. We managed to get that through the system through collaboration and by
explaining to the UK our position. | think we did have an impact on the nature of the
legislation that was ultimately adopted there. So we take it step-by-step. We're open to
opportunities.

Digital clearinghouse

Q. There is a challenge with overlapping digital laws and regulators’ remits and therefore
the risk of inconsistent and parallel enforcement for civil issues. The European Data
Protection Supervisor (EDPS) is championing a Digital Clearinghouse to bring together
regulators at the EU level." What is your position in terms of regulator coordination? Do
you support the digital clearing house or do you have other proposals in mind to
achieve that aim?
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A. | think there's certainly scope to improve the level of coordination, whether or not it has to
involve setting up a new body.

It is open to question, but | do think that even on a bilateral basis when it comes to the
interplay or possible overlap between legislation in whether it be DSA and Al, or the GDPR
and the Al, the respective authorities coming together at a national and ideally (where it's
possible and where they exist) at an EU level, coming forward with joint guidance could be
very beneficial. So you can have different arrangements.

Sometimes it sounds like a kind of a silver bullet that we will have one clearinghouse to deal
with all of these issues. It could get very bogged down and getting clear decisions and
agreement from it on very complex issues could be difficult. Very often | think bilateral
arrangements by the respective bodies and regulators and issuing of more guidance by
them on specific issues would untie some of these knots.

Co-ordination between EU DG Justice and DG Trade

Q. Is there good communication at the EU level between the Trade DG and your
Justice DG looking at the adequacy assessments?

For example, one side of the EU is progressing these conversations with Singapore or on
Australia’s digital economy They don't currently have adequacy and that puts a ceiling on
those trade agreements.

When it comes to trade with those countries, you are going to reach a point at which
personal data is involved and then companies will have to look for the usual non-adequacy
other mechanisms like SCCs.

Is there a mechanism at EU level to make sure that when these decisions are
happening on trade negotiations, at least there's some regard paid to whether this
country is ever likely to become adequate? If not, is that putting an artificial ceiling on
the potential of that trade agreement?

A. | would say that within the European Commission, the level of coordination across the
services is genuinely excellent. When it comes to new policy initiatives or legislation, it has
to go through a number of layers before decisions are made. My team, who have oversight
over the adequacy decision network in the application of the GDPR, have an opportunity to
influence and to shape all of those decisions. And | do so directly as a Commissioner as
well.

In general, the knowledge and awareness of the adequacy decision network and the value
of it is poor. Even among key stakeholders, and that has surprised me, | think it is something
we need to focus on to build a greater level of awareness about how valuable this tool is.

There are countries where we have extensive trade where we don't have such
arrangements, but where we have more potential. We have agreed a number of digital
partnerships with 3rd countries as well and with some of those we don't have adequacy
arrangements in place. So | would like to see it as being an important part of the overall
relationship between the EU and our key trading partners. We have work to do to build the
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level of understanding and awareness among the key stakeholders, not just on the EU side,
but on the other side as well about the potential that such arrangements open up.

Data Free flows with Trust (DFFT)

Q. Do you think that the data free fellow trust concept is something that companies
could use to create company level mechanisms to make transfers more trusted?

If adequacy isn't going to expand greatly, then DFFT could be embedded into what
companies are doing because of course we need regulators to recognize what the
companies are doing.

Because bilateral bespoke arrangements between private sector organizations at the level of
principle is fine, is commendable, but it has to be done in a manner consistent with the EU
law. It goes back to that fundamental point. If you're sharing the personal data with the 3rd
party in another country, we all have to collectively be in a position to stand over the integrity
of how that would be dealt with on the other side. And so it's how that arrangement fits into
the regulatory landscape. The policy landscape in the EU is something that we need to be
sure about.

A. We're open to innovative approaches and new ways of opening up further arrangements,
but it has to be based on that safeguard.

Q. DFFT was first mentioned at the G20 Osaka Summit in 2019 and then developed at
the G7 in Hiroshima in 2023 - a Japan-Germany initiative." We've tried to contact the
German authority to ask what's happening? They have not given a clear response. So
is DFFT something which is still live or was it just a flag waved in Japan and now it
has quietly disappeared?

A. It's certainly not a live issue on my desk.

Filling the gaps

Q. Where the Digital Services Act applies and already covers a particular practice, or a
certain part of a certain platform, would there be an extra layer on top of that or
would they sit alongside each other to fill the gaps?

A. It certainly won't be an extra layer, but there may be aspects of the DSA that only apply to
a limited number of in-scope platforms and intermediaries and where the law is not applying
in sufficient depth.

We will need to ensure that when it comes to issues like, let's say dark patterns and
addictive design, that we remove any ambiguity, that the law is absolutely clear.

If there is an uneven playing field, companies that are compliant and making best efforts to
comply with the law as they see it, are being disadvantaged by others who are not taking the
same approach.
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Q. How much are you borrowing concepts from other jurisdictions?

A. We are looking at what other countries are doing, but it's not necessarily with the view to
emulating the model that they have in their jurisdiction. We're following the evidence.

Q. Will the DFA be like the DSA model where you have the European Commission
having competence over the big players and then national competence over
organisations people below that level? This seems to be the Commission’s preferred
approach.

What is the commission's view of how that is going, particularly in the context of the
DSA?

A. The enforcement of consumer protection law is fundamentally a matter for the national
consumer protection authorities. We try to coordinate their work through the Consumer
Protection Cooperation (CPC) network. We try to coordinate their actions against certain
companies where they believe breaches have taken place. It's extremely slow, very time
consuming, and in my view, not effective nor fit for purpose. So such initiatives, for example,
have never led to a fine. There is no sufficient deterrent in place.

What we're not suggesting is that the Commission would be involved in every single case. It
would be involved in addressing a relatively small number of cases involving millions of EU
consumers across a number of Member States. We would have to define exactly what the
threshold is. For those breaches of consumer law, the Commission will have a direct role in
terms of investigating and, if necessary, enforcing EU consumer law.

So that's under the revision of the Consumer Protection Cooperation Regulation. In terms of
the DFA, | think in reality, much of the enforcement will be done by the national Consumer
Protection Authorities. They will continue to have a vital role and be the key drivers of
enforcement within the Member States.

But with certain elements or certain breaches to be adopted under a DFA, they could fall
within the new powers and provisions that the European Commission would have.

Brexit

Q. The UK government claims it wants to have closer alignment with the EU. Is there
any interest in the EU or because of Brexit, is it wait and see?

A. There is interest in deepening the relationship for sure because we think it should be
mutually beneficial. | expect there will be another high-level EU UK summit in the next few
months. There is much on which we need to talk about and work together.

There are commitments on both sides that were agreed at the last summit which need to be
fully put into effect. | think that a good starting point is always to fulfil the obligations that you
have committed to. On the big challenges that we are facing together, we need to cooperate
more in the area of security and defence and cybersecurity and the challenges to our
democracies - deep fakes and attempts of disinformation.
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In the business area when it comes to trade, there is always opportunity to do more. The UK
has made its decision around the Single Market and the Customs Union. So that does place
an automatic limit on what is possible in terms of integration and it would be a matter for the
UK to revisit those issues if it seems fit in due course. But within those parameters of what
we can do, we are certainly up for deeper cooperation on issues with mutual interest.

And so the door is open rather than shut?

Yes
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