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This presentation is prepared as a courtesy to Latham clients and friends of the firm. It is not intended to, and shall not, create an attorney-client relationship between any viewer and Latham & Watkins LLP, nor should it be regarded as a substitute for consulting
qualified counsel. If you require legal advice concerning this or any other subject matter, do not rely on this presentation, but rather please contact your Latham & Watkins LLP relationship attorney, who can assist you in securing legal advice tailored to your specific situation.

Case in Europe: Defending
PA Inquiries and Sanctions

Latham & Watkins operates worldwide as a limited liability partnership organized under the laws of the State of Delaware (USA) with affiliated limited liability partnerships conducting the practice in France, Hong Kong, Italy, Singapore, and the United Kingdom and as an affiliated partnership
conducting the practice in Japan. Latham & Watkins operates in South Korea as a Foreign Legal Consultant Office. Latham & Watkins works in cooperation with the Law Office of Salman M. Al-Sudairi in the Kingdom of Saudi Arabia. © Copyright 2021 Latham & Watkins. All Rights Reserved.
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GDPR Enforcement and Fines
across Europe
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Powers of DPAS

Order to communicate a Impose a temporary or
data breach definitive limitation

: Order a rectification or erasure of
Order to comply with GDPR personal data or restriction of
processing

Order to comply with the Withdraw a certification

data subject’s request

) Impose an administrative fine
Issue reprimands

Up to greater of (i) EUR 20m; or (ii) 4% of global
annual turnover

Issue warnings

Art 83 GDPR — Mandatory considerations for

setting fines
+

National fine models
+

Cross-border coordination mechanism
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Scale of fines across Europe

Maximum GDPR fine imposed

> €10,000,000

- €1,000,000 to €10,000,000

€100,000 to €1,000,000

€0 to €100,000

(Calculated to the best of our
knowledge, using public sources)
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Largest GDPR & ePrivacy fines

€746 m

€225 m

€90m
€60m

€60m

€60m
€40 m

€50m

Jun 2021

Sep 2021

Dec 2021

Dec 2021

Dec 2020

Jan 2019

Controller
Violation

Controller
Violation

Controller
Violation

Controller
Violation

Controller
Violation

Controller
Violation

Amazon Europe

Non-compliance with GDPR data processing principles

WhatsApp Ireland

Breach of transparency obligations
Google
ePrivacy Directive — Inadequate consent for use of cookies (cookie banners did not

allow users to reject cookies as easily as to consent to them)

Facebook Ireland

ePrivacy Directive — Inadequate consent for use of cookies (cookie banners did not
allow users to reject cookies as easily as to consent to them)

Google (upheld by the French State Council in Jan 2022)

ePrivacy Directive — Inadequate sufficient consent and transparency for use of
cookies for marketing/ advertising

Google (upheld by the French State Council in Jun 2020)

Insufficient legal basis for data processing (invalid consent for targeted advertising)
and non-compliance with transparency obligations
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Largest GDPR & ePrivacy fines

€35m

€27 m

€26 m

€22 m

€20 m

€20 m

4

A
A/

ARA
Vav

Oct 2020

Jan 2020

Dec 2021

Oct 2020

Oct 2020

Feb 2022

Controller
Violation

Controller
Violation

Controller
Violation

Controller
Violation

Controller
Violation

Controller
Violation

H&M Online

Insufficient legal basis for data processing

TIM (telecommunications operator)

Insufficient legal basis for data processing

Enel Energia (energy provider)

Various GDPR and ePrivacy breaches including in relation to marketing and data
subject rights

British Airways

Insufficient technical/organizational measures to ensure information security — Final
fine reduced from proposal of € 204 m

Marriott International

Insufficient technical/organizational measures to ensure information security — Final
fine reduced from proposal of € 110 m

Clearview Al

Various breaches of GDPR, including insufficient legal basis for data processing,
transparency failings, breaches of purpose limitation and storage limitation
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Setting the Scene
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Total amount of fines issued by the
CNIL Authority Focus Areas

2020 Cookies, health data security and geolocation

214,106,000 €

+ 55%

e 2021 Cookies, health data and cybersecurity

+170%

51,370,000 €

2019 2020 2021

2022 Commercial prospecting, monitoring of employees
working remotely and cloud computing (data
transfers and contractual relationship between data
controllers and cloud solution providers)

Number of decisions Key Risks in Practice

imposing a sanction )
1 Complaints

2 Data breach

GAFAM / high profile companies and

- 3 companies carrying out very sensitive
2019 2020 2021 processing activities

4 Press
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Germany

€35.2m

€14.5m
(not final)

€104 m
(not final)

€19m

€1.24 m

Scale of Fines

H&M Online - Fashion retailer (Hamburg DPA — October 1, 2020)

» Alleged violations of privacy requirements in connection with
employee monitoring at the workplace, relating to hundreds of
employees in service centres

Housing and real estate company (Berlin DPA - October 30,

2019)

» Alleged violations of data deletion requirements and principles of
privacy by design and by default

» Berlin DC set aside the fine decision. Berlin CoA referred case to
CJEU.

» Amongst other things, CJEU will have to decide whether DPAs
may issue fines against companies directly without addressing
the individual liability of management

Distributor of notebooks (Lower Saxony DPA — January 8, 2021)
» Unlawful video surveillance of employees and customers over a
period of at least two years

Housing company (Bremen DPA — March 3, 2022)
+ Insufficient legal basis for processing data of prospective tenants
(e.g. information personal appearance)

Health insurance company (Baden-Wurttemberg DPA — June 30,
2020)
« Insufficient technical and organizational security measures

Authority Focus Areas

Consent requirements for cookies and tracking (e.g. NOYB
campaign)

Third Country Transfers, particularly U.S. data transfers
Data incidents

Employee monitoring, e.g. in connection with IT tools

Key Risks in Practice

1 Complaints filed by employees and/or
customers with authorities

2 Random audits by authorities, often on a
German-wide basis

3 Data incidents that become public (threat of
mass litigation claims)

4 Initiatives by consumer protection activists (e.g.
NOYB, EuGD)
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Ireland

Scale of Fines Authority Focus Areas

Processing of minors’ data by online platforms

€225 m WhatsApp

Transparency infringements User rights
for users and non-users Security issues
€17m  Meta Data transfers post-Schrems Il

Failure to demonstrate

compliance with security ] ] ]
obligations Key Risks in Practice

€463 k  Twitter Media reports — the DPC is a reactive regulator and active in raising
Security and breach 1 RFis following media reports

notification infringements

Complaints — issues that are repeatedly subject of complaints often

€450 k Bank of Ireland 2 lead to significant inquiries
Breach notification i _ _ _ _ _ _ _ _
infringement 3 Minors — any issue involving minors will be fully investigated given the

strategic focus on this area

€110k  Public authority _ L _ o
User rights 4 Persistent breach notification — often leads to follow on investigations

into general practices
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Scale of Fines Authority Focus Areas

Telecom companies

Vodafone Espaiia _ Financial entities
Insufficient fulfilment of data subjects

rights Big techs

Caixabank . Energy trading companies
Insufficient legal basis for data

processing

Banco Bilbao Vizcaya Argentaria . . .
Insufficient fulfilment of information Key Risks in Practice

obligations
< 1 High number of claims received
Mercadona
Insufficient legal basis for data 7 | [Lemige mmos @ e B Ut
processing 3 Sensitive personal data collected
Amaz.o.n FEEL Tran§port R Services considered to be essential (financial institutions,
Insufficient legal basis for data 4

: telecom companies, energy trading companies...)
processing
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EDPB Fine Calculation Guidelines 04/2022

« The EDPB guidelines emphasize the need for effective and dissuasive GDPR fines rather than proportionate sanctions

« Similar to some previous national GDPR fining concepts, the EDPB model puts considerable emphasis on the revenue
generated by a group or enterprise

« For groups or enterprises with high revenue, the new fining model of the EDPB is likely to result in fines on the higher end
of the penalty range

« The EDPB fining concept is binding for DPAs moving forward, but the guidelines permit for quite some discretion
determining fines

« It will get harder for DPAs to justify low fines against controllers with high revenue. For instance, Luxemburg and Ireland
DPAs are likely to face criticism in cooperation and coherence proceedings if they do not apply the EDPB model

 The degree of predictability of GDPR fines based on the EDPB guidelines is limited, at least for controllers with small to
medium revenue

« The EDPB reiterates that the DPAs believe that they can also impose fines against other legal entities of a group, including
parent companies and that there is a “direct corporate liability” that cannot be limited by national law

« According to the EDPB model, fines are to be determined on the basis of the revenue of the entire group of undertakings

1"




Disclaimer

This presentation is prepared as a courtesy to Latham clients and friends of the firm. It is not intended
to, and shall not, create an attorney-client relationship between any viewer and Latham & Watkins LLP,
nor should it be regarded as a substitute for consulting qualified counsel. If you require legal advice
concerning this or any other subject matter, do not rely on this presentation, but rather please contact
your Latham & Watkins LLP relationship attorney, who can assist you in securing legal advice tailored
to your specific situation.

The presentation is not created or designed to address the unique facts or circumstances that may
arise in any specific instance, and you should not and are not authorized to rely on this content as a
source of legal advice.

© Copyright 2022 Latham & Watkins.
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