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Penalties Under U.S. Privacy Laws are Consistently High

In the U.S., enforcement
is brought by
multiple regulators

Recent U.S. Examples:
> FTC — Facebook ($5 billion)

> CFPB/FTC /48 State AG’s —
Equifax ($700 million)

> OCC - Citibank ($400 million)

> FCC - Telemarketers ($225 million)
> DOJ — DISH ($210 million)

> SEC - Facebook ($100 million)

> 48 State AG’s — Uber ($148 million)

Since 2018 (worldwide) seven of the ten largest
fines for privacy and data protection breaches
came from U.S. regulators.
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Data Breaches in the U.S. are the Costliest in the World

Average total cost of a data breach by country or region

Measured in US$ millions
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Source: IBM Security, “Cost of a Data Breach Report 2020 https://www.ibm.com/security/digital-assets/cost-data-breach-report/
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Private Lawsuits Culminating in Class Actions are Prolific in the U.S.

> The GDPR has not caused a tsunami of private litigation, as

> In contrast, private litigation, in the form of class actions, is p

feared in 2018.
rolific the U.S.

T-Mobile faces growing list of lawsuits in US over recent data

$92M TikTok Privacy Deal Gets lll. Judge's Early OK breach

By Lauraann Wood

26 Aug 2021 | 20:38 GMT | Insight
By Mike Swift and Amy Miller

Since acknowledging a data breach last week that exposed the Social Security numbers, driver license numbers

Law360 (O;tpber ]-r 202 1! 9:13 PM EDT) T A‘I""I Illinois federal jUd‘ge has g‘iven hiS‘EEIF|‘,r" bIESSing and other personal data of current, former and prospective customers, T-Mobile has been hit with at least 16
to a $92 million settlement resolving biometric and other data privacy claims against TikTok and lawsuits in federal and state courts across the US, and the list of litigation filed against the Number 2 wireless

its parent company, finding the deal fair despite several objections over its value to class
members.

carrier continues to grow each day.

From the Atlantic to Pacific coasts in the US, T-Mobile faces an ever-lengthening list of lawsuits that claim the wireless

11th Circ. Leaves Equifax Data Breach Deal Mostly
Intact

By Rosie Manins

Law360 (June 3, 2021, 10:21 PM EDT) -- The Eleventh Circuit upheld all but one element of the
$425 million settlement over the 2017 Equifax data breach Thursday over the objections of
several class members, cutting only the service awards to class representatives.

Suits Gets OK

By Lauren Berg

videoconferencing provider, months after the court questioned the claims over data sha
"Zoombombing" disruptions.

Law360 (October 22, 2021, 5:38 PM EDT) -- A California federal judge Thursday gave the initial
thumbs-up to Zoom users' $85 million deal resolving privacy and data security claims against the

carrier was negligent and violated state privacy and consumer protection laws by failing to prevent a data breach that
exposed the personal information of more than 50 million people.

Altaba To Allot $400M To Verizon For Yahoo
Settlement Appeal

By Leslie Pappas

Zoom Users' $85M Deal Endlng 'Zoombombing' Law360 (October 12, 2021, 6:39 PM EDT) -- A Delaware Chancery judge has ruled that the

liquidating former owner of Yahoo Inc. must set aside $400 million to cover the appeal of a
national $117.5 million class action settlement stemming from the internet provider's data
breaches.

ring and
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U.S. Laws Have New Requirements Above and Beyond those of GDPR
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U.S. State Privacy,
Laws

U.S. privacy law concepts that go
above and beyond the GDPR:

>

Right to opt-out of the “sale” of personal information
[plus a requirement to add a “Do Not Sell My Personal
Information” link to website/apps].

Right to opt-out of targeted advertising [plus a
requirement to add a “Do Not Share My Personal
Information for Cross-Context Behavioral Advertising”
link to website/apps].

Right to limit certain use and sharing of sensitive
personal information [plus a requirement to add a “Limit
the Use of my Sensitive Personal Information” link to
website/apps].

Opt-in consent required prior to offering financial
incentives for data processing [and prior notice detailing
the key terms].

Specific contract language required for service
providers, distinct from the requirements of Art. 28.
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Navigating the Labyrinth of U.S. Privacy Laws

U.S. compliance is made challenging by a dizzying patchwork of sector-specific and state-by-state
laws that overlap — and sometimes conflict — with each other.

Section 5 of FTC Act State UDAP Laws
(all 50 states!)

COPPA
(Children’s Online Biometric Privacy
Privacy) (e.g., BIPA)

ePrivacy Directive et Privacy Laws

(California, Virgini Direct M '
, Virginia, arketing L
Colorado, more to come?) e

(CAN-SPAM, TCPA)

Sector—SpeCiﬁc L
(HIPAA, GLBA, FEaRVl\;,SA) State Data Breach Laws

(all 50 states!)
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lllinois Biometric Privacy Act (BIPA)

Maintain and
provide a written

__ PRIVATE
== | ITIGATION

Fair written notice No collection or No sharing No selling or
(what'’s collected, use without prior without prior profiting from

retention and purpose, duration) f§ written consent written consent biometric data

destruction policy

RISK

Up to $1,000 for each negligent violation, or up to $5,000 for each intentional violation

> Qver 1,000 BIPA suits filed in recent years.
> Six Flags Entertainment — $36 million settlement with private class of plaintiffs.
>  TikTok — $92 million settlement with private class of plaintiffs.

> Facebook — $650 million settlement with private class of plaintiffs.
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Navigating the Labyrinth of U.S. Privacy Laws

U.S. compliance is made challenging by a dizzying patchwork of sector-specific and state-by-state
laws that overlap — and sometimes conflict — with each other.

=

Section 5 of FTC Act State UDAP Laws
(all 50 states!)

COPPA
(Children’s Online Biometric Privacy
Privacy) (e.g., BIPA)

ePrivacy Directive State Priy,
. acy Law
(California, V)i/rginias: Direct Marketing Laws

Colorado, more to come?) (CAN-sPAM TCPA)

Sector—SpeCiﬁc L
(HIPAA, GLBA, FEaRVl\;,SA) State Data Breach Laws

(all 50 states!)
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50 States, 50 Different Data Breach Laws

Much overlap, but important
differences on a range of topics

> What types of personal information are triggering
> Acquisition vs. Access
> Notification deadlines for regulators
> Notification deadlines for individuals
> Sequencing of notifications
> Exceptions for likelihood of harm analysis
> Private right of action
> | Security requirements
Linklaters

Comprehensive written information security program
Designate an employee to maintain and implement WISP.

Data mapping of all instances of personal information.

Identify and evaluate reasonably foreseeable risks.

Evaluate effectiveness of safeguards against those risks.

Regular ongoing employee training.

Disciplinary measures for violators.

Means for detecting and preventing security failures.

Policies for when/how records should be kept and transported.
Protocols for terminating server/system access to employees once they are
terminated or quit.

Vetting of third-party service providers.

Contractual requirements on third-party service providers.

Data minimization (duration and volume).

Data access limited by “need to know”.

Physical security requirements (locked cabinets, key cards, etc.).
Post-incident reviews and root cause analysis.

Secure authentication protocols for IDs/passwords.

Block access after multiple unsuccessful login attempts.

Encrypt all personal information transmitted across public networks, or
transmitted wirelessly.

Encrypt all personal information stored on portable devices.

End-point detection and active monitoring.

Up-to-date antivirus, anti-malware, and firewall protections.

V VVVVYVYVYVYV

V VVVVYVYVYVYV

V V V
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Absent a Comprehensive National Law, States are Filling the Vacuum

US State Privacy Legislation Tracker

California Consumer

WA . Privacy Act (“CCPA”)
Task Force Substituted ]
f(frc?mgrehensi\{e Bill N === === =
ocPosponed . : California Privacy Rights
. None . R ACt (“CPRA”)
Statute/Bill in Legislative Process: \ —_——= = = = — —
Introduced : s Virginia Consumer Data
I Cofnitee : Protection Act (“CDPA”)

Cross Chamber

Cross Committee

Colorado Privacy Act
(“C PA”)

More to come soon?

Last updated: 9/16/2021

Source: International Association of Privacy Professionals, hitps://iapp.oro/resources/article/us-state-privacy-legislation-tracker/
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How can Companies Navigate the Labyrinth of U.S. Privacy Laws?

s | b=

L I
o MYAHINmR [T

Take a single streamlined approach based on the highest common denominator among the laws, and only
make state-specific adjustments if a material difference would significantly lessen your compliance burden.
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Foundations of a Streamlined U.S. Privacy Program

Data Security /

Special rules for sensitive personal
information

Special rules for precise geolocation data
Profiling, automated decision-making
Children’s personal information

De-identification (anonymization),
aggregation, pseudonymization

Financial incentives

Non-discrimination for exercising data rights

Conditions for consent
Cookie consent; cookie banners

Direct marketing practices (privacy first; opt-
in vs. opt-out)

Opt-in for collection of sensitive personal
information

Opt-out for processing sensitive personal
information

Opt-out for sales of personal information
Opt-out for behavioral advertising

Opt-out for automated decision-making

Data Breaches

Requirements for specific physical, technical,
and administrative safeguards

Incident Response Plan (“IRP”) / Business
Continuity Plan (“BCP”)

Tabletop exercises to prepare for a data breach

What constitutes a data breach under
applicable laws (type of info, access vs.
acquisition, etc.)

Notification obligations to individuals (timing,
method, content)

Notification obligations to regulators (timing,
method, content)

Additional remediation required (e.g., credit
monitoring)

Data mapping / Data inventory

Privacy Risk Assessments (“PRA”) / Data
Protection Impact Assessment (“DPIA”)

Privacy by design (data minimization,
retention schedules)

Staying current with new developments

a
a

(W

Due diligence, security questionnaires

Data Processing Agreements (“DPAs”)
. Specific security requirements
. Usage restrictions

+  Assistance in responding to data
subject requests

. Deletion requirements at end of
Term

+  Assistance in responding to
governmental or regulator inquiries

If selling personal information, no onward
sales without explicit notice to consumer

Notice at the point of collection
Categories of data processed

Purpose of processing for each category
of data

Categories of data shared with third
parties

Categories of third parties with whom
data is shared (or sold)

Consumer rights & how consumers may
exercise those rights

Annual reviews and updates

O OO0 DO

a
a
a

Methods for submitting requests
Verification requirements

Deadlines to acknowledge and
respond to requests

Right of access
Right of portability
Right to correct
Right to delete

Right to opt out of sales or personal
information / behavioral advertising

Training requirements

Testing (e.g., phishing tests)

Binding confidentiality / non-disclosure

agreements



U.S. Privacy Compliance Program: Matrix of Applicable Laws

PRIVILEGED & CONFIDENTIAL

Privacy Domain

Requirement

GDPR

California (CCPA) + (CPRA)

Virginia (CDPA)

Colorado (CPA)

Law Applicability

Key Definitions

Law Effective Date

May 25, 2013

CCPA alreadyin effect; CPRA takes effect Jan 1, 2023 (enforcement
beginz July 1, 2023

Jan. 1, 2023

July 1, 2023

Threshold for Applicability

Applies wo batk: [1) companies established in the EU that pracess PO
of EU individuals, and (2] non-EU companies that pracess PO of EL
|nd|-.-|dua|s in relatlon ta offering them goods or services, or monitoring

Either: (2] $#25Min annual gross revenue; [b) processes Plob 50,000
CA residents per wear [beginning Jan. 1, 2023, threshold raises 1o
1000007, or (=) derives more than 502 of revenue from sales of Pl

Either: [a] processes PO of 100,000 WA residents per year; o (B]
derives mare than 25 of revenue from zales of PO [and collects PO
from at least 25 000 Y4 residents)

Either: [a] processes PO of at least 100,000 CO residents per year; o
[b] derives revenue ar receives a discount on the price of goods ar
senvices fromthe zale of PO (and collects PO from at least 25,000 CO

Terminology and
Types of Entities

" the entity that, alone or jointly with others, determines
the purposes and means of the processing of PO, & 47

"Processor” an entity that pracesses PO on behalf of the controller.

Aurr. d(E].

"Business" the covered entity that, alone or jointly with others,
determines the purpose and means of the processing of PL

73S 1400].

" a for-profit legal entity that processes Plan
behalf of a business and ta which the buzsiness discloses a
consumer's Plfor a business purpose pursuant to a written contract
[zontaining cerntain prohibitions). 1735, 100

" any entity that pracesses Pliromthe Business, other
than the consumer, the business, ar a service provider, 173814 00w ).

"Contractor” (beginning Jan. 1, 2023) an entity ta whom the

business makes available a consumers P for a business purpose

" the entity that, alone aor jaintly with athers, determines
the purposes and means of the processing of PO. 59.1-571.

Processor
53.1-5T1.

" any entity that pracesses PO from the Contraller,
other than the consumer, controller, processor, or an affiliate of the
pracessor or the contraller. 59.1-571.

" an entity that processes PO on behalf of the contraller. |~

" the entity that, alone aor jaintly with athers, determines
the purposes and means of the processing of PO. 6-1-130307).

" an entity that processes PO on behalf of the contraller.

Processor
E-1-1303013).

" any entity that pracesses PO from the Contraller,
other than the consumer, controller, processor, or an affiliate of the
pracessor of the cortroller. B-1-1303[2E).

Definition of Personal Information
! Personal Data

Perzonal Data ("PD") = information relating to anidentified ar
identifiable natural person. Anidentified aridentifiable natural person
is one whao can be identified, directly arindirectly, in particular by
reference to an identifier such as a name, anidentification number,
Iocatlon data an onllne |dent|f|er ofta one or mare factors specmc o

Perzonal Informatlon[ PI") = ary |nforrnat|on that |dent|F|es relates
ta, describes, iz reazonably capable of being associated with or
could reasonably be linked, directly or indirectly, with a particular
consumer or household. Pl does notinclude de-identified or
aggregated information ar publicly available information,

Perzonal Data ("PD") = anyinfarmation that iz linked or reasonably
linkable va an identified or identifisble natural person. PO does nat
include de-identified data or publicly available information. 59.1-571.

Perzonal Data ("PD") = information that is linked or reasonably
linkable ta anidentified or idertifisble individual. PO does not includs
de-identified data or publicly available information, 6-1-1303017).

Covers Employee or Job Applicant
Data?

Yes and data prluacy pmgram st |ntegrate data privacy |nt0 hlnng
and HR practices.

Not UI:I;” Jan.*'l, 2023 - thaugh it remains possible that the CCPA

exemption far employeslapplicant Plwill be extended by the

Ma, but data privacy program should stillintegrate data privacy inta
hirimg and HR practices.

Ma, but data privacy program should stillintegrate data privacy inta
hirimg and HR practices.

Covers BZ2B Data?

Yes

Mat until Jan, 1, 2023 - though it remains pazsible that the CCPA
enemption for B2E Pl wil be entended by the California legislature.

Ma

Ma

Data
Subject
Rights

Data
Subject
Requests

Methods for Submitting Requests

There are no limitations on how a data subject may submit a data
request, so any request made via anymeans could start the one—
manth deadline torespond. Madalities should be provided far
facilitating the exercise of the data subject's rights under the GOPF.
The contraller should also provide means for requests to be made
electranically, especially where PO are processed by electranic
means. Fec. 55, Acceptable methods may include web farms, email
address, tall-free phone, postal mail, or through an online account.

A business that operates exclusively online and has a direct
relationship with 2 consumer from whom it collects Pl shall only be
required to provids an email address for submitting requests ta know.
All ather businesses shall provide twa or mare designated methods
far submitting requests ta know, including, at 2 minimum, 2 toll-free
telephaone number. 933.5312(2). A business shall provide wao ar mare
designated methods For submitting requests to delete, 333, 312(E). A
business shall consider the methads by which it primarily interacts
with conzumers when determining which methods ta provide far
submitting requests to know and requests to delste. I the business
interacts with consumers in person, the business shall consider
providing an in-person method. 333.312(c). A business shall pravide
tw o or more designated methods For submitting requests to opt-out,
including an interactive form accessible via a clear and conspicuous

A controller shall offer one or more secure and reliable means for
consumers to submit a request. Contrallers shall not require a
CONSUMET ta Create & new 3ccount in order to exencise consumer
rights, but may require a consumer to use an existing account. 53.1-
SE4(El. Acceptable methods may include web forms, email address,
tall-free phaone, postal mail, ar through an online account.

A controller shall offer one or more methods for consumers to submit
& request, taking inta account the ways in which consumers normally
interact with the caontraller, Cantrallers shall ot reguire a consumer ta
create a new account inorder to exercise cansumer rights, but may
require & ConsUMmEer to use an existing account. B-1-1306.
Acceptable methods may include web forms, email address, wll-fres
phone, postal mail. or through an online account.

Verification Requirements Prior to

Fulfilling DSR=s

A controller should use allreazonable meazures to verity the identity
of a data subject wha requests access ta PO, subject to the principle
aof data minimization, purpose limitation, and fairmess, Fec. G4

Busineszes must verify the identity of the consumer prior to Fulfilling
an acoess request or deletion request. For requests to access
specific pieces of information. the business may use the consumer's
password-protected accaount with the business (if one already exists)
or must require up to 3 pieces of matching information, 9393, 325(c).
Far deletion requests, the business shall require 2 or 3 pieces of
matching information, depending on the nature of the data to be
deleted. 995, 325(d). If a business can't verify the requester’s identity,
the busmess may deny the request and explain the reazoning ta the

A controller must use reazonable means to authenticate the identity
of anindividual prior to fulfilling any rights requests. If a controller is
unable to authenticate the request using commercially reasonable
efforts, the cortraller shall nat be required to comply with 2 consumer
request and may request that the consumer provide additional
infarmation reasonably necessar to authenticate the consumer.
53.1-573IEN4]. If an authorized agent submits a request on
someone's behalf, the businezs should alsa verify the agent's identity
and confirm that such person is actually autharized.

A controller must use reazonable means to authenticate the identity
of anindividual prior to fulfilling any rights requests. & controller is nat
required to complu with 2 request if the contraller is unable to
authenticate the request, in which caze the controller may request
additional information reasonably neceszam to authenticate. 6-1-
130621, If an autharized agent submits a request on someane's
behalf, the business should also verify the agent’s identity and
confirm that such person is actually autharized.

Linklaters
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Streamlining Compliance: Data Subject Rights

| ccra (|n effect) | CPRA (Jan 1, 2023) | CDPA (Jan 1,2023) | CPA (Julyl 2023)

Right of access

Right of portability X
Right of rectification
Right of deletion X

X X X X
X X X X
X X X X

Right to opt-out of sales X

Right to opt-out of
targeted advertising

X
X
X

Right to opt-out of
automated decision-making

Right to limit to processing of

» : : X*
sensitive personal iInformation
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Managing Consumer Rights Requests

> Must provide two ways for consumers to submit requests
(e.g., webforms, email address, toll-free phone, postal
mail, or through an online account.

> Can’t require someone to create a new account just to
submit a request, though.

> California: Requires a toll-free phone number if you have
in-person data collection.

> California: Requires a webform as one method for “Do Not
Sell” requests.

> California: “Do Not Sell My Personal Information”/“Do
Not Share My Personal Information” links required in
website footer and in privacy policy (can be combined).

> California: “Limit the Use of My Sensitive Personal
Information” link required in website footer if you process
sensitive personal information.

Linklaters

> 45 days from date of request. If necessary due to
complexity of the request, you may take up to an
additional 45 days (for total of 90), but must provide notice
and explanation to the consumer.

> California: 15 business days to honor sale opt-outs.

> California: Must acknowledge receipt of all requests within
10 business days.
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Managing Consumer Rights Requests

Authentication Tracking
> Must authenticate the requester’s identity through > Keep records of all requests and how you responded
reasonable means (such as requiring two or three to them:
matching pieces of information, or using an existing _ , o
password-protected account): > TIP: _Compllance Is easier if you have a process for
tracking the date of receipt of a request, so as to
> Authentication standards can scale up/down avoid missing a deadline.

depending on sensitivity of the request. _
> TIP: Many businesses have template

> Do not collect sensitive or unnecessary information communications to streamline the process.
in order to authenticate.

> Do not use this information for other purposes.
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Access and Portablility Rights

You must give consumers the ability to:

1. Confirm whether you are processing their

i J 2. Obtain copies of their personal information in a
personal information

portable and readily usable format

> Access to specific pieces of personal information; > Must ensure secure transmission to avoid

> Access to the categories of personal information wrongful disclosure

collected, the categories of sources the personal
information was collected from, the purpose for
collecting the personal information, and the
categories of third parties the personal
information is shared with;

> For instance, password-protected files

> Never provide copies of sensitive personal
information (e.g., credit card number, passport

_ _ _ number)
> Upcoming: Requirement to disclose how long

personal information and sensitive personal
Information will be kept.

Linklaters
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Right of Rectification

Requirement to give consumers the ability to correct inaccuracies in the
personal information retained about the consumer.

« Tip: Create a self-service portal online to facilitate and streamline these requests.

Many companies already offer this right, even though it is not legally required until 2023.
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Right of Deletion

The deletion right is not absolute.* For example, you can retain personal information to the extent it is necessary to:

Comply with laws or with a government investigation or court order (e.g., subpoena), or cooperate with law enforcement.
Provide the product or service specifically requested by the consumer.

Perform a contract to which the consumer is a party (e.qg., fulfilling the terms of a warranty).

Debug an error, or prevent / detect / protect against / respond to illegal activity or data incidents.

v V V V V

Use for solely internal uses that are reasonably aligned with the expectations of the consumer and compatible with the context in which
the consumer provided the information.

V

(Virginia) to establish, exercise, prepare for, or defend legal claims.
> (Virginia) to take immediate steps to protect an interest that is essential for the life or safety of someone.

California: You must “downstream” the request to all recipients with whom you shared the personal information.

(*) Colorado: At present, Colorado does not recognize any exceptions to a deletion request, but this distinction may be changed through
amendment or rule-making before the law takes effect in July 2023.
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Right to Opt-Out of “Sales” of Personal Information

You must give consumers the ability to opt-out of the “sale” of their personal information

“Sale” is construed broadly “Sales” do not include: Consensus under CCPA that

as the: allowing third party ad cookies

1) transfer rvi ite i
(1) transfers to a service on your website is a sale.

exchange of personal provider or contractor who
iInformation processes Pl on your behalf CDPA and CPA have narrower

(and is bound by specific definitions of “sale” so the
contract language), or analysis could be different, but
those laws include opt-outs for
Behavioral Advertising.

In exchange for monetary

(2) transfers to third parties at

consideration. the specific direction of the
consumer.

Linklaters
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Cookie Consent Management

Consider implementing a cookie banner or cookie consent management platform

> Unlike in the EU, cookie > However, more companies > You need a way to
banners and cookie are starting to add them to block third-party ad
consent management help with CCPA “Do Not cookies, to fully comply
platforms are not (yet) Sell” compliance. with Do Not Sell requests.
required on your website _ . - :
e e > Will also be helpful for > It is insufficient to just refer
operationalizing behavioral consumers to the NAI /
advertising opt-outs under DAA behavioral
CPRA, CDPA, and CPA. advertising opt-out tools.

Linklaters Navigating the labyrinth of U.S. privacy laws: Building a compliance program | November 2021 | 21



Right to Opt-Out of Cross-Contextual Behavioral Advertising

Requirement to give consumers the ability to opt out of having their personal information
processed or shared for “cross-contextual behavioral advertising” / “targeted advertising”

Defined as the targeting of
advertising to a consumer based
on the personal information
obtained from that consumer's
activities over time and across
non-affiliated websites /
applications, to predict such
consumer's preferences
or interests.

New right under CPRA, CDPA,
and CPA

But, general consensus is that
targeted advertising is a “sale”
under the CCPA and is
therefore already subject to
opt-out rights.
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Right to Opt-Out of Profiling and Automated Decision-Making

> Profiling is the automated processing of personal information to evaluate, analyze, or predict aspects related to a
consumer’s economic situation, health, personal preferences, interests, reliability, behavior, location, performance at
work, or movements.

> In California, this opt-out rights applies without any sort of materiality threshold. But in Virginia and Colorado, this opt-out
right only applies where the automated decision-making will produce legal or other similar significant effects on the
person.

> |n California (CPRA), you must also be prepared to provide information about your profiling activities, if requested by
a consumer.
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Sensitive Personal Information: New Definitions & Categories of Data

Social security number

Driver’s license/passport/state ID
Financial account/credit card #
Precise geolocation

Information about a child under 13
Genetic data

Biometric data

Mental or physical health diagnosis
Sexual orientation

Racial/ethnic origin

Religion

Union membership

Contents of mail/lemail/SMS

Citizenship or immigration status

Linklaters

X X X X

X X

X X X X

X X X X X X X X
X X X X X X X
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Sensitive Personal Information: Opt-in vs. Opt-out

You may need opt-in consent before collecting sensitive personal information.

and (opt-in) California >

;> Affirmative opt-in consent is required before ;> Consumers can limit the use and disclosure of their
' collecting sensitive personal information. sensitive personal information to only those uses

: . that are “necessary” for you to provide the services
:> Freely given, specific, informed, and unambiguous. :  0rgoods to the consumer (i.e., opt-out right).

> “‘Limit the Use of my Sensitive Personal
:  Information” link on websites and mobile apps.
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Vendor Management

You should develop a template Data Processing Agreement (“DPA”) to use with any vendor that will process personal
information on your behalf.

The template agreement should address the following points:

Vendor must implement _ _
technical, physical, and Vendor must assist you in
administrative controls to demonstrating your own
safeguard data, and to compliance with
To avoid a “sale”: ensure confidentiality of applicable laws.
Vendor cannot retain, the data.
use, or disclose the Vendor must assist you
personal information for in responding to
any purpose other than consumer requests.

providing the specific Describe the details of

services to the Business. the data processing Required: Vendor must certify
(subject matter, duration, that it understands and will

Vendor cannot sell the nature, purpose, types comply with all the contractual

personal information. of data, categories of restrictions and obligations.

data subjects).

To avoid a sale:

Vendor must
securely delete or return
all data at end of the
agreement Term.

Vendor cannot engage
sub-processors without
your written approval.
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Data Retention Schedule

Requirement to implement and maintain a data retention / deletion schedule

’ DEVE) (el SRS il 212 Not explicitly required under (| CPA!

explicitly required under the CPRA.

But a data retention schedule will be helpful in
complying with obligations to minimize data
storage and ensure secure destruction of

Privacy policy will also need to describe
retention periods for each category of
personal information and for each category of
sensitive personal information

personal information once no longer needed.
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Privacy Risk Assessments / Data Protection Impact Assessments

Requirement to conduct (and document) a PRA or DPIA before undertaking high-risk data

processing activities

High-risk processing includes: (i) using personal information for targeted advertising, (ii) selling personal information, (iii) using
personal information for automated decision-making, and (iv) processing sensitive personal information.

such risks.

In California (CPRA), you must conduct an annual cybersecurity audit if doing high-risk processing.

In California (CPRA), you must submit copies of PRA's / DPIA's to regulators on a regular basis.

In Colorado and Virginia, you only need to submit copies of assessments when requested by the Attorney General.

@ Your PRA / DPIA should identify the benefits of the processing and weigh them against the risks, and identify measures to mitigate
>
>
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Financial Incentives

Financial incentives must be reasonably related to the value of the consumer’s personal information, and
the consumer must affirmatively opt-in.

You may offer a consumer discounts, benefits, or other perks to let you collect or retain their personal information, as long as...

@ The perks are reasonably related to the value of the personal information

> You provide a notice of the key terms at the point of collection or enroliment
> You obtain the consumer’s prior opt-in consent
> You allow a consumer to opt-out at any time without penalty

(Compliance is driven by California. CDPA and CPA are silent on this issue).
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Workstreams for Building a U.S. Privacy Program

Consumer Rights

Consumer Choice

Data

Security / Data Breaches

DEAS The Bogton Globe

Massachusetts has a chance to clean up our national
privacy disaster

Abill pending on Beacon Hill would be the most revolutionary data-privacy legislation in
the United States.

Privacy Governance

Privacy Notices

Emp

oyee Management

Veno

or Management

Fair

nformation Processing

€E€E€ECEEEK
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By Woodrow Hartzog Updated October 7, 2021, 3:00 a.m. B f y E .7

Wk % |North Carolina Proposes Expansive Consumer
3 Privacy Protections

Ohio Personal Privacy Act Equips
Consumers with Tools to Protect their Data

Neto York Law Journal
New York Privacy Act Makes Progress, but Hurdles
Remain

In the 2021 session, the New York legislature considered no fewer than four major data protection
proposals.

June 28, 2021 at 12:45 PM By F. Paul Greene
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[

Linklaters



Linklaters LLP

leuan Jolly Kris Ekdahl

Partner, New York Senior Associate, Chicago

Tel: +1 212 903 9574 Tel: +1 212 903 9415
ieuan.jolly@linklaters.com % kris.ekdahl@linklaters.com

1290 Avenue of the Americas
New York, NY 10104

Tel: +1 212 903 9000

Fax: +1 212 903 9100

(BV4ENES  Delivering legal certainty in a changing world.

Linklaters LLP is a limited liability partnership registered in England and Wales with registered number OC326345. It is a law firm authorised and regulated by the Solicitors Regulation Authority. The term partner in relation to Linklaters LLP is used to refer to a member of Linklaters LLP or an
employee or consultant of Linklaters LLP or any of its affiliated firms or entities with equivalent standing and qualifications. A list of the names of the members of Linklaters LLP and of the non-members who are designated as partners and their professional qualifications is open to inspection at its
registered office, One Silk Street, London EC2Y 8HQ, England or on www.linklaters.com. This document contains confidential and proprietary information. It is provided on condition that its contents are kept confidential and are not disclosed to any third party without the prior written consent of
Linklaters. Please refer to www.linklaters.com/regulation for important information on our regulatory position. Linklaters offices in the Americas are located at 1290 Avenue of the Americas, New York, New York 10104; 601 Thirteenth Street N.W., Washington, D.C. 20005; and Avenida Horacio Lafer
160, 6° andar, 04538-080 Itaim Bibi, Sdo Paulo. Linklaters operates in S&o Paulo through an affiliate, LCDE (Linklaters Consultaores em Dirieito Estrangeiro / Direito Inglés). Attorney Advertising: Prior results do not guarantee a similar outcome.

Linklaters Navigating the labyrinth of U.S. privacy laws: Building a compliance program | November 2021 | 32



