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Understanding the Complexity and Risk Profile of U.S. Privacy 

Frameworks Compared to the GDPR

GDPR fines (up to 4% of 

global annual turnover) issued 

are typically far less than U.S. 

fines.

The GDPR creates a 

comprehensive set of privacy 

requirements, but the U.S. has 

novel features that go above 

and beyond the GDPR.

Class Action Lawsuits in the 

U.S. create a more litigious 

environment in which to 

operate.

The U.S. has many more 

privacy laws to navigate than 

the EU.



Since 2018 (worldwide) seven of the ten largest 

fines for privacy and data protection breaches 

came from U.S. regulators.

In the U.S., enforcement 
is brought by

multiple regulators

Recent U.S. Examples:

> FTC – Facebook ($5 billion)

> CFPB / FTC / 48 State AG’s –

Equifax ($700 million)

> OCC – Citibank ($400 million)

> FCC – Telemarketers ($225 million)

> DOJ – DISH ($210 million)

> SEC – Facebook ($100 million)

> 48 State AG’s – Uber ($148 million)

OCR CFTC
DOJOCC

SEC

FCC

State 
AG’s

FTC

Penalties Under U.S. Privacy Laws are Consistently High
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Source: IBM Security, “Cost of a Data Breach Report 2020” https://www.ibm.com/security/digital-assets/cost-data-breach-report/

Data Breaches in the U.S. are the Costliest in the World

https://www.ibm.com/security/digital-assets/cost-data-breach-report/
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Private Lawsuits Culminating in Class Actions are Prolific in the U.S.

> The GDPR has not caused a tsunami of private litigation, as feared in 2018.

> In contrast, private litigation, in the form of class actions, is prolific the U.S.
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U.S. Laws Have New Requirements Above and Beyond those of GDPR

U.S. privacy law concepts that go 

above and beyond the GDPR:

> Right to opt-out of the “sale” of personal information 

[plus a requirement to add a “Do Not Sell My Personal 

Information” link to website/apps].

> Right to opt-out of targeted advertising [plus a 

requirement to add a “Do Not Share My Personal 

Information for Cross-Context Behavioral Advertising”

link to website/apps].

> Right to limit certain use and sharing of sensitive 

personal information [plus a requirement to add a “Limit 

the Use of my Sensitive Personal Information” link to 

website/apps].

> Opt-in consent required prior to offering financial 

incentives for data processing [and prior notice detailing 

the key terms].

> Specific contract language required for service 

providers, distinct from the requirements of Art. 28.

U.S. State Privacy 

Laws 
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Navigating the Labyrinth of U.S. Privacy Laws

U.S. compliance is made challenging by a dizzying patchwork of sector-specific and state-by-state 

laws that overlap – and sometimes conflict – with each other.
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Illinois Biometric Privacy Act (BIPA)

Up to $1,000 for each negligent violation, or up to $5,000 for each intentional violation

> Over 1,000 BIPA suits filed in recent years.

> Six Flags Entertainment – $36 million settlement with private class of plaintiffs.

> TikTok – $92 million settlement with private class of plaintiffs.

> Facebook – $650 million settlement with private class of plaintiffs.

Maintain and 
provide a written 

retention and 
destruction policy

Fair written notice 
(what’s collected, 
purpose, duration)

No collection or 
use without prior 
written consent

No sharing 
without prior 

written consent

No selling or 
profiting from 
biometric data

PRIVATE 
LITIGATION 

RISK
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Navigating the Labyrinth of U.S. Privacy Laws

U.S. compliance is made challenging by a dizzying patchwork of sector-specific and state-by-state 

laws that overlap – and sometimes conflict – with each other.
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50 States, 50 Different Data Breach Laws

Much overlap, but important 

differences on a range of topics
> What types of personal information are triggering

> Acquisition vs. Access

> Notification deadlines for regulators

> Notification deadlines for individuals

> Sequencing of notifications

> Exceptions for likelihood of harm analysis

> Private right of action

> Security requirements

Comprehensive written information security program
> Designate an employee to maintain and implement WISP.

> Data mapping of all instances of personal information.

> Identify and evaluate reasonably foreseeable risks.

> Evaluate effectiveness of safeguards against those risks.

> Regular ongoing employee training.

> Disciplinary measures for violators.

> Means for detecting and preventing security failures.

> Policies for when/how records should be kept and transported.

> Protocols for terminating server/system access to employees once they are 

terminated or quit.

> Vetting of third-party service providers.

> Contractual requirements on third-party service providers.

> Data minimization (duration and volume).

> Data access limited by “need to know”.

> Physical security requirements (locked cabinets, key cards, etc.).

> Post-incident reviews and root cause analysis.

> Secure authentication protocols for IDs/passwords.

> Block access after multiple unsuccessful login attempts.

> Encrypt all personal information transmitted across public networks, or 

transmitted wirelessly.

> Encrypt all personal information stored on portable devices.

> End-point detection and active monitoring.

> Up-to-date antivirus, anti-malware, and firewall protections.
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California Consumer 

Privacy Act (“CCPA”)

California Privacy Rights 

Act (“CPRA”)

Virginia Consumer Data 

Protection Act (“CDPA”)

Colorado Privacy Act 

(“CPA”)

More to come soon?

Absent a Comprehensive National Law, States are Filling the Vacuum

Source: International Association of Privacy Professionals, https://iapp.org/resources/article/us-state-privacy-legislation-tracker/

https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
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Take a single streamlined approach based on the highest common denominator among the laws, and only 

make state-specific adjustments if a material difference would significantly lessen your compliance burden.

How can Companies Navigate the Labyrinth of U.S. Privacy Laws?



Foundations of a Streamlined U.S. Privacy Program

❑ Special rules for sensitive personal 

information

❑ Special rules for precise geolocation data

❑ Profiling, automated decision-making

❑ Children’s personal information

❑ De-identification (anonymization), 

aggregation, pseudonymization

❑ Financial incentives

❑ Non-discrimination for exercising data rights

Fair Information Processing
Data Security / 

Data Breaches
Vendor Management

Consumer Choice

❑ Requirements for specific physical, technical, 

and administrative safeguards

❑ Incident Response Plan (“IRP”) / Business 

Continuity Plan (“BCP”)

❑ Tabletop exercises to prepare for a data breach

❑ What constitutes a data breach under 

applicable laws (type of info, access vs. 

acquisition, etc.)

❑ Notification obligations to individuals (timing, 

method, content)

❑ Notification obligations to regulators (timing, 

method, content)

❑ Additional remediation required (e.g., credit 

monitoring)

❑ Due diligence, security questionnaires

❑ Data Processing Agreements (“DPAs”)

• Specific security requirements

• Usage restrictions

• Assistance in responding to data 

subject requests

• Deletion requirements at end of 

Term

• Assistance in responding to 

governmental or regulator inquiries

❑ If selling personal information, no onward 

sales without explicit notice to consumer

❑ Methods for submitting requests

❑ Verification requirements

❑ Deadlines to acknowledge and 

respond to requests

❑ Right of access

❑ Right of portability 

❑ Right to correct

❑ Right to delete

❑ Right to opt out of sales or personal 

information / behavioral advertising

Consumer Rights / 

Managing Requests

Privacy Governance

❑ Data mapping / Data inventory 

❑ Privacy Risk Assessments (“PRA”) / Data 

Protection Impact Assessment (“DPIA”)

❑ Privacy by design (data minimization, 

retention schedules)

❑ Staying current with new developments

Privacy Notices

❑ Notice at the point of collection

❑ Categories of data processed

❑ Purpose of processing for each category 
of data

❑ Categories of data shared with third 
parties

❑ Categories of third parties with whom 
data is shared (or sold)

❑ Consumer rights & how consumers may 
exercise those rights

❑ Annual reviews and updates

Employee Management

❑ Training requirements

❑ Testing (e.g., phishing tests)

❑ Binding confidentiality / non-disclosure 

agreements

❑ Conditions for consent

❑ Cookie consent; cookie banners

❑ Direct marketing practices (privacy first; opt-
in vs. opt-out)

❑ Opt-in for collection of sensitive personal 
information

❑ Opt-out for processing sensitive personal 
information

❑ Opt-out for sales of personal information

❑ Opt-out for behavioral advertising

❑ Opt-out for automated decision-making
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U.S. Privacy Compliance Program: Matrix of Applicable Laws
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CCPA (in effect) CPRA (Jan. 1, 2023) CDPA (Jan. 1, 2023) CPA (July 1, 2023)

Right of access X X X X

Right of portability X X X X

Right of rectification X X X

Right of deletion X X X X

Right to opt-out of sales X X X X

Right to opt-out of 

targeted advertising
X X X

Right to opt-out of 

automated decision-making
X X X

Right to limit to processing of 

sensitive personal information
X*

Streamlining Compliance: Data Subject Rights
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Managing Consumer Rights Requests

> Must provide two ways for consumers to submit requests 

(e.g., webforms, email address, toll-free phone, postal 

mail, or through an online account. 

> Can’t require someone to create a new account just to 

submit a request, though.

> California: Requires a toll-free phone number if you have 

in-person data collection.

> California: Requires a webform as one method for “Do Not 

Sell” requests.

> California: “Do Not Sell My Personal Information”/“Do 

Not Share My Personal Information” links required in 

website footer and in privacy policy (can be combined).

> California: “Limit the Use of My Sensitive Personal 

Information” link required in website footer if you process 

sensitive personal information.

Submission methods

> 45 days from date of request. If necessary due to 

complexity of the request, you may take up to an 

additional 45 days (for total of 90), but must provide notice 

and explanation to the consumer.

> California: 15 business days to honor sale opt-outs.

> California: Must acknowledge receipt of all requests within  

10 business days.

Deadline to respond
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Managing Consumer Rights Requests

> Must authenticate the requester’s identity through 

reasonable means (such as requiring two or three 

matching pieces of information, or using an existing 

password-protected account):

> Authentication standards can scale up/down 

depending on sensitivity of the request.

> Do not collect sensitive or unnecessary information 

in order to authenticate.

> Do not use this information for other purposes.

Authentication

> Keep records of all requests and how you responded 

to them:

> TIP: Compliance is easier if you have a process for 

tracking the date of receipt of a request, so as to 

avoid missing a deadline.

> TIP: Many businesses have template 

communications to streamline the process.

Tracking
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Access and Portability Rights

You must give consumers the ability to:

1. Confirm whether you are processing their 
personal information

> Access to specific pieces of personal information; 

> Access to the categories of personal information 
collected, the categories of sources the personal 
information was collected from, the purpose for 
collecting the personal information, and the 
categories of third parties the personal 
information is shared with;

> Upcoming: Requirement to disclose how long 
personal information and sensitive personal 
information will be kept.

2. Obtain copies of their personal information in a 
portable and readily usable format

> Must ensure secure transmission to avoid 
wrongful disclosure

> For instance, password-protected files

> Never provide copies of sensitive personal 
information (e.g., credit card number, passport 
number)

> Rather, just acknowledge which categories 
of sensitive personal information you have
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Right of Rectification

Requirement to give consumers the ability to correct inaccuracies in the 

personal information retained about the consumer.

Many companies already offer this right, even though it is not legally required until 2023. Tip:

Create a self-service portal online to facilitate and streamline these requests.Tip:
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Right of Deletion

The deletion right is not absolute.* For example, you can retain personal information to the extent it is necessary to:

> Comply with laws or with a government investigation or court order (e.g., subpoena), or cooperate with law enforcement.

> Provide the product or service specifically requested by the consumer.

> Perform a contract to which the consumer is a party (e.g., fulfilling the terms of a warranty).

> Debug an error, or prevent / detect / protect against / respond to illegal activity or data incidents.

> Use for solely internal uses that are reasonably aligned with the expectations of the consumer and compatible with the context in which 

the consumer provided the information.

> (Virginia) to establish, exercise, prepare for, or defend legal claims.

> (Virginia) to take immediate steps to protect an interest that is essential for the life or safety of someone.

California: You must “downstream” the request to all recipients with whom you shared the personal information.

(*) Colorado: At present, Colorado does not recognize any exceptions to a deletion request, but this distinction may be changed through 

amendment or rule-making before the law takes effect in July 2023.

You must give consumers the ability to request deletion of personal information that you (or your service 

providers or contractors) maintain about the consumer.
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Right to Opt-Out of “Sales” of Personal Information

You must give consumers the ability to opt-out of the “sale” of their personal information

“Sale” is construed broadly 

as the:

exchange of personal 

information [or making personal 

information available – Cal.]

in exchange for monetary [or 

other valuable – Cal., Col.]

consideration.

“Sales” do not include: 

(1) transfers to a service 

provider or contractor who 

processes PI on your behalf 

(and is bound by specific 

contract language), or 

(2) transfers to third parties at 

the specific direction of the 

consumer.

Consensus under CCPA that 

allowing third party ad cookies 

on your website is a sale. 

CDPA and CPA have narrower 

definitions of “sale” so the 

analysis could be different, but 

those laws include opt-outs for 

Behavioral Advertising.
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Cookie Consent Management

Consider implementing a cookie banner or cookie consent management platform

> Unlike in the EU, cookie 

banners and cookie 

consent management 

platforms are not (yet) 

required on your website 

under U.S. law.

> However, more companies 

are starting to add them to 

help with CCPA “Do Not 

Sell” compliance. 

> Will also be helpful for 

operationalizing behavioral 

advertising opt-outs under 

CPRA, CDPA, and CPA.

> You need a way to 

block third-party ad 

cookies, to fully comply 

with Do Not Sell requests.

> It is insufficient to just refer 

consumers to the NAI / 

DAA behavioral 

advertising opt-out tools.
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Right to Opt-Out of Cross-Contextual Behavioral Advertising

Requirement to give consumers the ability to opt out of having their personal information 

processed or shared for “cross-contextual behavioral advertising” / “targeted advertising”

Defined as the targeting of 

advertising to a consumer based 

on the personal information 

obtained from that consumer's 

activities over time and across 

non-affiliated websites / 

applications, to predict such 

consumer's preferences 

or interests.

New right under CPRA, CDPA, 

and CPA 

But, general consensus is that 

targeted advertising is a “sale” 

under the CCPA and is 

therefore already subject to 

opt-out rights.
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Right to Opt-Out of Profiling and Automated Decision-Making

> Profiling is the automated processing of personal information to evaluate, analyze, or predict aspects related to a 

consumer’s economic situation, health, personal preferences, interests, reliability, behavior, location, performance at 

work, or movements.

> In California, this opt-out rights applies without any sort of materiality threshold.  But in Virginia and Colorado, this opt-out 

right only applies where the automated decision-making will produce legal or other similar significant effects on the 

person.

> In California (CPRA), you must also be prepared to provide information about your profiling activities, if requested by 

a consumer.

Requirement to give consumers the ability to opt-out of profiling and automated decision-

making
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Sensitive Personal Information: New Definitions & Categories of Data

California Virginia Colorado

Social security number X

Driver’s license/passport/state ID X

Financial account/credit card # X

Precise geolocation X X

Information about a child under 13 X X

Genetic data X X X

Biometric data X X X

Mental or physical health diagnosis X X

Sexual orientation X X

Racial/ethnic origin X X X

Religion X X X

Union membership X

Contents of mail/email/SMS X

Citizenship or immigration status X X



Navigating the labyrinth of U.S. privacy laws: Building a compliance program │ November 2021 │ 25

Sensitive Personal Information: Opt-in vs. Opt-out

You may need opt-in consent before collecting sensitive personal information.

> Affirmative opt-in consent is required before 

collecting sensitive personal information. 

> Freely given, specific, informed, and unambiguous.

Virginia and Colorado (opt-in)

> Consumers can limit the use and disclosure of their 

sensitive personal information to only those uses 

that are “necessary” for you to provide the services 

or goods to the consumer (i.e., opt-out right).

> “Limit the Use of my Sensitive Personal 

Information” link on websites and mobile apps. 

California (limited opt-out)
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Vendor Management

You should develop a template Data Processing Agreement (“DPA”) to use with any vendor that will process personal 

information on your behalf.

To avoid a “sale”:
Vendor cannot retain, 
use, or disclose the 

personal information for 
any purpose other than 
providing the specific 

services to the Business.
To avoid a sale:

Vendor cannot sell the 
personal information.

Vendor cannot engage 
sub-processors without 
your written approval.

Describe the details of 
the data processing 

(subject matter, duration, 
nature, purpose, types 
of data, categories of 

data subjects).

Vendor must implement 
technical, physical, and 

administrative controls to 
safeguard data, and to 
ensure confidentiality of 

the data.
Vendor must assist you 

in responding to 
consumer requests.

Vendor must assist you in 
demonstrating your own 

compliance with 
applicable laws.

Required: Vendor must certify 
that it understands and will 

comply with all the contractual 
restrictions and obligations.

Vendor must 
securely delete or return 

all data at end of the 
agreement Term.

The template agreement should address the following points:
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Data Retention Schedule

Requirement to implement and maintain a data retention / deletion schedule

(California) Data retention schedule will be 

explicitly required under the CPRA.

Privacy policy will also need to describe 

retention periods for each category of 

personal information and for each category of 

sensitive personal information

> Not explicitly required under CDPA or CPA.

But a data retention schedule will be helpful in 

complying with obligations to minimize data 

storage and ensure secure destruction of 

personal information once no longer needed.

>
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Privacy Risk Assessments / Data Protection Impact Assessments

Requirement to conduct (and document) a PRA or DPIA before undertaking high-risk data 

processing activities

High-risk processing includes: (i) using personal information for targeted advertising, (ii) selling personal information, (iii) using 

personal information for automated decision-making, and (iv) processing sensitive personal information.
>

Your PRA / DPIA should identify the benefits of the processing and weigh them against the risks, and identify measures to mitigate 

such risks.
>

In California (CPRA), you must conduct an annual cybersecurity audit if doing high-risk processing.>

In California (CPRA), you must submit copies of PRA’s / DPIA’s to regulators on a regular basis.>

In Colorado and Virginia, you only need to submit copies of assessments when requested by the Attorney General.>
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Financial Incentives

Financial incentives must be reasonably related to the value of the consumer’s personal information, and 

the consumer must affirmatively opt-in.

You may offer a consumer discounts, benefits, or other perks to let you collect or retain their personal information, as long as…

(Compliance is driven by California. CDPA and CPA are silent on this issue).

The perks are reasonably related to the value of the personal information>

You provide a notice of the key terms at the point of collection or enrollment>

You obtain the consumer’s prior opt-in consent>

You allow a consumer to opt-out at any time without penalty>
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Workstreams for Building a U.S. Privacy Program

Consumer Rights

Consumer Choice

Data Security / Data Breaches

Privacy Governance

Privacy Notices

Employee Management

Vendor Management

Fair Information Processing



Questions?
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