
Recent Enforcement Actions & 
Litigation: The Risk Landscape



 Federal Trade Commission 

 Focus on children’s privacy

 Monetary outcomes (fines sky rocketing)

 Holding executives and control people personally liable 

 Increased obligations under consent orders

 Increased State AG Scrutiny and Parallel Activity
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Key Enforcement Actions & Trends



 2014 and 2016 major data breaches 
revealed failure to protect rider and 
driver data (names, licenses, bank 
accounts and social security 
numbers)

 Failed to disclose second breach 

 Consent agreement covering both 
breaches requiring:

 a comprehensive privacy program 
 audits over 20 year period provided 

to FTC 
 disclosure of breaches to local, 

state and federal authorities
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FTC Enforcement Actions

 Smart TVs include Automated Content 
Recognition (ACR) software which logs 
which programs and ads are watched, 
paired to IP Address only

 FTC staff read a blog post about the 
feature and opened an investigation

 FTC defined a new category of “sensitive 
data” (what you watch), and required the 
company to disgorge $2.2m revenues 
from licensing the data

 Failure to seek parental consent 
before collecting data from users 
under 13 

 Failure to delete personal data at 
parents request 

 Breach of COPPA
 $5.7m settlement (Feb 2019)

 Violation of COPPA – collecting personal information (cookies) from viewers of child-
directed channels without parental consent

 $170 million settlement – 30 x larger than previous record (Music.ly)
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State AG Actions and Trends



• Barriers to private party access to Federal Court are eroding:

• Article III of US Constitution requires plaintiffs to plead/prove “injury” 
• Data events often do not cause injury or harm in a legally cognizable way
• Some laws—ECPA, TCPA, CCPA and Illinois biometric—provide for statutory 

damages which generally satisfies the standing requirement

• In the post-data crisis onslaught, a strategic plan with litigation in mind is required:

• “Single source of truth” fact investigation and project management discipline
• Working with technical experts on underlying data “story”
• Managing documents and communications within attorney client privilege and 

attorney work product doctrine

• Discovery

• Resolution—mediation, summary judgment, trial, settlement etc.
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Private Litigation – effectively a private “enforcement” device

Presenter
Presentation Notes
Best outcomes come when you can contextualise the bad event as an aberration in the context of a good program
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Although this presentation may provide information concerning potential legal issues, it is not a 
substitute for legal advice from qualified counsel. Any opinions or conclusions provided in this 
presentation shall not be ascribed to Latham & Watkins or any 
clients of the firm. 

The presentation is not created or designed to address the unique facts or circumstances that may 
arise in any specific instance, and you should not and are not authorized to rely on this content as a 
source of legal advice and this seminar material does not create any attorney-client relationship 
between you and Latham & Watkins.

© Copyright 2019 Latham & Watkins.
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