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Key Enforcement Actions & Trends

» Federal Trade Commission
= Focus on children’s privacy
= Monetary outcomes (fines sky rocketing)
= Holding executives and control people personally liable

= Increased obligations under consent orders

» Increased State AG Scrutiny and Parallel Activity
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FTC Enforcement Actions

UBER

VIZIO o

= Smart TVs include Automated Content musical.ly
Recognition (ACR) software which logs _

- 2014 and 2016 major data breaches which programs and ads are watched, - Failure to seek parental consent
revealed failure to protect rider and paired to IP Address only before collecting data from users
driver data (names, licenses, bank under 13
accounts and social security - FTC staff read a blog post about the = Failure to delete personal data at
numbers) feature and opened an investigation parents request

- Failed to disclose second breach - FTC defined a new category of “sensitive - Breach of COPPA

_ data” (what you watch), and required the - $5.7m settlement (Feb 2019)

= Consent agreement covering both company to disgorge $2.2m revenues
breaches requiring: from licensing the data
= a comprehensive privacy program
= audits over 20 year period provided w

to FTC
. disclosure of breaches to local = Violation of COPPA - collecting personal information (cookies) from viewers of child-
state and federal authorities directed channels without parental consent
= $170 million settlement — 30 x larger than previous record (Music.ly)
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State AG Actions and Trends
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‘h Meet the Attorney General v Aboutthe Office v In the News v ContactUs w Seaféh: All AG databases and websit

Oath Agrees to $5 Million Settlement ,
" ’ . . \\‘torney General Pam Bondi News Release QUICK LINKS
Over Children’s Privacy Online ,

Consumer Pro

i ontac
By CARU Staff - Aug L hone: ;rﬂ

3 Print Version

8. it access o
fon rm about 28 v, fing divers fcanse fermation. Uber
d own the Nackers and obtained assUrances that the Nackers deieted and naver distributed
I reporiedly no sensitive information was disseminated, the breach triggered Flornda's law
fy affected Florida residents. Uber waited a year, unil November 2017, before reporting the

ata breacn

Company pays $200K after
Virtua med records end up on
Google

XAVIER BECERRA

Attorney General

sup, a fask

—
down as part of a settlement v HOME ABOUT MEDIA #5  REGULATIONS 5 3 M5 CONTACT Carly Q. Romalino ‘ Cherry Hill Courier-Post
Published 5:41 PM EDT Nov 2, 2018
Attorney General Becerra Announces Settlement Against 35, However, as shown below, Google retained cached indexes of the crawled files:

Equifax Providing $600 Million in Consumer Restitution 0ct 9. 2015 - | arm wiiing this felter to introciuce you to SR who is a 74-year-old lady who

H was recently dischagged fram the hospital at Virtua ..
and State Penalties [DOC11216201mLH doc - Tojo-Vikas Intemational
. e o e fip:ojovikas.com/virtua . /12:52013%2‘2&?1- trdoc
. Allorviey Generol Becerris AmIoimess Serement Against Equff o Cached
She rermains under the care of Dr. Barrucco of the Virtua Cardioflogy Group. In generat, she has no
symploms related to her eneologic condition. She denies .

[DOC AN -09222015-Lr doc - Tojo-Vikas International
fip:tojoyikas.comivirtua ./Dr_.m‘(mg;doc

o Cached -
PHYSICIAN: Kavita Patel, MSN FAX: Viiia Famnily Medicine, PATIENT N TE

09/22/2015. DATE OF BIRTH: DEAR Ms. Patel,. Ms.

SACRAMENTO - Califern [DOCj07291 dec - Tojo-Vikas International
fip-fitojovikas, Som/virtua/Dr. fuly-2011/../07291 1 N doc

Private medical information for hundreds of Virtua Medical Group patients was
inadvertently made public online. Indexed information was still available through a Google

search for a couple weeks after the problem was first discovered by a contractor.
Provided

srms, Equifax mu
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Private Litigation — effectively a private “enforcement” device

Barriers to private party access to Federal Court are eroding:

Article Il of US Constitution requires plaintiffs to plead/prove “injury”
Data events often do not cause injury or harm in a legally cognizable way

Some laws—ECPA, TCPA, CCPA and lllinois biometric—provide for statutory
damages which generally satisfies the standing requirement

In the post-data crisis onslaught, a strategic plan with litigation in mind is required:

“Single source of truth” fact investigation and project management discipline
Working with technical experts on underlying data “story”

Managing documents and communications within attorney client privilege and
attorney work product doctrine

Discovery

Resolution—mediation, summary judgment, trial, settlement etc.
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Presenter
Presentation Notes
Best outcomes come when you can contextualise the bad event as an aberration in the context of a good program


Contact Information

RS

Gail E. Crawford Michael H. Rubin

Jennifer C. Archie Robert Blamires
Partner, London Partner, San Francisco Partner, Washington, D.C. Counsel, San Francisco
Technology Transactions Group Litigation & Trial White Collar Defense & Investigations Technology Transactions
T +44.20.7710.3001 T +1.415.395.8154 T +1.202.637.2205 T +1.415.395.8142
M +44.7976.355.723 M +1.415.425.7500 M+1.571.217.5875 M+1.650.815.1061
E gail.crawford@Iw.com E michael.rubin@w.com E jennifer.archie@Iw.com E rober.blamires@Iw.com
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Disclaimer

Although this presentation may provide information concerning potential legal issues, it is not a
substitute for legal advice from qualified counsel. Any opinions or conclusions provided in this
presentation shall not be ascribed to Latham & Watkins or any

clients of the firm.

The presentation is not created or designed to address the unique facts or circumstances that may
arise in any specific instance, and you should not and are not authorized to rely on this content as a

source of legal advice and this seminar material does not create any attorney-client relationship
between you and Latham & Watkins.

© Copyright 2019 Latham & Watkins.
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