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Data Subject Rights

Agenda

1. A problem of scale

2. Changes created by the GDPR

3. In practice: four recent questions
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A problem of scale
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The amount of interest

From the Information Commissioner’s 2017/2018 annual report 

Reasons generating most concerns where nature is specified

2016-17 2017-18

Subject access 42% 39%

Disclosure of data 17% 16%

Inaccurate data 11% 11%

Right to prevent processing 7% 9%

Security 7% 8%

Fair processing 5% 6%

Use of data 5% 4%

Retention of data 1% 2%

Excessive/irrelevant data 2% 2%

Obtaining data 2% 2%

That’s over 8,000 

complaints a year
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The amount of data

Fundamental rights to data 

protection

(Article 8 of the Charter)

Everyone has the right of 

access to data which has been 

collected concerning him or her

Unstructured 

electronic 

information

(e.g. email).

Volume

Size of data (>100m 

emails)

Reg. retention obligations 

Indexation

Unstructured data may 

require manual search

Variety

Unstructured data often 

requires manual review
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The number and complexity of requests

High volume requests

Complex requests

SARs for PPI 

information

SARs by ex-

employees

PPI Claims

Some UK financial institutions have received 

in excess of 1,000,000 SARs p.a.

Deer v University of Oxford

Court required University required to manually search 

additional 8,000 emails

External law firm employed at cost of >£100,000

Search uncovered 33 new discloseable documents

“with the benefit of hindsight, it can be seen that the 

fruits of the search are disproportionate to the costs of 

carrying it out”

Nursing and Midwifery Council

External law firm employed to manage 

single SAR at cost of >£240,000
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Scale of the search

When will the courts require more searches? All the right questions, none of the answers…

Is there a more appropriate route to obtain the 

information?

Has the individual already got the information?

Is there a legitimate reason for the request?

Is the search likely to uncover responsive 

information?

Is request made to burden or bully the data 

controller?

Is personal data of any value to the individual?

Is the failure to respond serious?

Deer v University of Oxford
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Changes created by the GDPR
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Changes created by the GDPR

Requests are free (A.12(5))

• Easier to make SAR (& can be made 

electronically)

• No cost barrier

• Increase in volume 

• Use by pressure groups?

Time to respond (A.12(3))

• One month

• Extendable by two months for 

complex/high volume requests

Manifestly unfounded or excessive requests 

(A.12(5))

• Includes repetitive requests

• Where large volumes of data held, data subject must 

specify activities to which request relates

• Can be refused or administrative fee charged

• Burden of proof on controller

Rights and freedoms of others (Art. 15(4))

• Can withhold personal data that would adversely 

affect rights and freedoms of others

• A cross reference to exemptions in Article 23(1)(i) or a 

broader concept?

• National implementation, e.g. UK Data Protection Act 

2019, Schedule 2, Part 3

Impact of Charter rights?
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Charter rights – it’s not all about the individual 

EU Charter of Fundamental Rights

(Different to the European Convention on 

Human Rights)

▪ Applies to EU institutions and Member 

States when implementing EU law

▪ Grants rights to individuals

▪ Grants rights to businesses
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Charter rights – pushing back on unreasonably broad requests

Interpretation of “manifestly unfounded or excessive” requests

Fundamental rights to data protection

(Article 8 of the Charter)

1. Everyone has the right to the protection 

of personal data concerning him or her.

2. Such data must be processed fairly for 

specified purposes and on the basis of the 

consent of the person concerned or some 

other legitimate basis laid down by law. 

Everyone has the right of access to data 

which has been collected concerning him 

or her, and the right to have it rectified.

Fundamental rights to conduct a business 

(Article 16)

The freedom to conduct a business in accordance 

with Community law and national laws and practices

is recognised.

SABAM v Netlog (Case C-360/10)

Installation of content filtering software involved 

balance between rights to intellectual property and 

freedom to conduct a business

“an injunction would result in a serious infringement of the freedom of the 

ISP concerned to conduct its business since it would require that ISP to 

install a complicated, costly, permanent computer system at its own 

expense”
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Charter rights – withholding commercially sensitive information 

When would disclosure affect the “right and freedoms of others”?

Fundamental rights to data protection

(Article 8 of the Charter)

1. Everyone has the right to the protection of 

personal data concerning him or her.

2. Such data must be processed fairly for 

specified purposes and on the basis of the 

consent of the person concerned or some 

other legitimate basis laid down by law. 

Everyone has the right of access to data 

which has been collected concerning him or 

her, and the right to have it rectified.

Right to property

(Article 17)

Everyone has the right to own, use, dispose of and 

bequeath his or her lawfully acquired

possessions… Intellectual property shall be protected

Bayer (Case C-442/14)

Charter rights used to (unsuccessfully) argue to prevent 

the disclosure of confidential information under the 

Environmental Information Directive

“In the context of weighing the rights ensured by Articles 16 and 17 of the 

Charter … against the objectives of environmental protection …the EU 

legislature…considered that it was necessary… to provide that a request for 

access … could not.. be refused on the ground that its disclosure would 

adversely affect the confidentiality of commercial or industrial information”
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In practice: scenarios
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Scenario 1

Company W is based in the EU.  It has a central HR support function in India and an HQ in the 

US.  A disgruntled employee asks for “copies of all my data”.  The employee has worked for the 

company for 20 years.  There is a lot of data in online and archived solutions, including email, 

SMS, IM & WhatsApps.     

What should the company do?
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Scenario 2

Person A has submitted a request to the FOI Team at a UK Council asking for information held 

about her in all Council systems. She would also like to receive any complaints received 

regarding a local business, and the response from the Council to each complainant from 1 April 

2017 to 31 March 2018. Furthermore, Person A would like to receive a copy of the corporate 

Complaints Policy.

What should the council do?
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Scenario 3

Company X is based in the USA. It has no physical presence in the EU.  It receives a ‘data 

subject access request’ from a disgruntled customer who has been using Company X’s product 

for the last 2 years in Europe.  

What should the company do?
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Scenario 4

Company Y is based in the EU.  One of its directors has just been fired; there are allegations of 

inappropriate conduct.  

The director has been using company email for his role as a trustee for a charity and his 

involvement in a government scheme. Both roles were activities the company knew about and 

approved the director to be involved in.  The director wants Company Y to provide copies of all 

the emails and other material the Company holds about him AND to delete all the emails related 

to his role as trustee and his involvement with government. 

What should the company do?
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Scenario 5

Company Z is based in the EU and US. It has received in the last week 500 emails from 

EEZISAR, a start up that runs an app that allows individuals to make subject access requests 

with a single click on the phone. EEZISAR has provided the email addresses of people they are 

making requests for, along with written evidence of their authority.

What should the company do?
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Questions?
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Thank you 

Please take a few minutes to provide feedback


