
mwe.com

SUPPLY CHAIN LIABILITY

AND THE SPECTRE OF

CLASS ACTIONS

Privacy Laws & Business

32nd Annual International Conference

Ashley Winton - Partner, London

3 July 2019



mwe.com2

● New types of failure

– that will give rise to valid claims under the GDPR

● New types of claims

– and how this will work in practice

● Current claims

– and how they have been brought in the English courts

● Q&A

AGENDA
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AWARENESS
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Consumer awareness of their rights as data subjects has significantly increased:

● Introduction of the GDPR, new privacy notices and associated press coverage

● Avalanche of GDPR-related spam 

● High profile scandals related to the collection and processing of personal data 

have dominated the news cycle 

– Facebook – Cambridge Analytica data scandal

– WannaCry ransomware attack - estimated to have affected more than 200,000 

computers across 150 countries (including 70,000 devices of the NHS)

– Visa – failure to process 5 million transactions

● Notifications to data subject of personal data breaches

● Ponemon Institute: Keeping Pace in the GDPR Race: A Global View of GDPR Progress

NEW TYPES OF FAILURE: DATA 

SUBJECT AWARENESS

Awareness
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COMPLEX REGULATION
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● e-Privacy Directive (2002/58/EC) still has a hard requirement to obtain consent for information on devices 
and location

– Under review, was due 25 May 2018.

● The Network and Information Security Directive (2016/1148) introduces an information security obligation 
and data breach notification obligation for (i) Energy, Transport, Banking, Financial market infrastructure, 
Health, Water, Digital Infrastructure (IXP, DNS, TLD) and (ii) Online marketplace, Online search engine and 
Cloud computing service.

● The Payment Services Directive 2 (2013/0264) and related RTS introduces tough security obligations, data 
breach obligations and data access obligations in relation to payment services

● Privacy under Article 8 of the European Convention on Human Rights

● General Data Protection Regulation (2016/679)

– And supplemental laws e.g. Data Protection Act 2018, Applied GDPR and UK GDPR

● Non Personal Data Regulation (2018/1807) on a framework for the free flow of non-personal data in the EU

NEW TYPES OF FAILURE: COMPLEX 

REGULATORY ENVIRONMENT

Complex 
Regulation
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PERSONAL DATA
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▪ 'personal data' means any information relating to an identified or identifiable natural person 'data 

subject'; an identifiable person is one who can be identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location data, online identifier or 

to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or 

social identity of that person;

Personal data may now include:

❑ the identity of web site users before they are logged in;

❑details from users of mobile apps;

❑unknown recipients of behavioural advertising;

❑credit card numbers

❑ the Public key or Hash used to identify information on the Blockchain etc.

NEW TYPES OF FAILURE: BROADER SCOPE 

OF APPLICATION

Personal Data
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NON-AVAILABILITY
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● Taking into account the state of the art, the costs of implementation and the nature, scope, context and 

purposes … the controller and the processor shall implement appropriate technical and organisational 

measures to ensure a level of security appropriate to the risk... (Art. 32.1)

● What are technical and organisational measures?

– the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing

systems and services;

Do you have a SLA? Unscheduled downtime is a breach of the GDPR.

– the ability to restore the availability and access to personal data in a timely manner in the event of a

physical or technical incident;

Do you have business continuity and disaster recovery?

NEW TYPES OF FAILURE: NON-

AVAILABILITY IS ALSO A BREACH

Non-
availability
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● ‘personal data breach’ means a breach of security leading to the accidental or unlawful destruction, 

loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise 

processed;

If there is accidental or unlawful destruction, loss, alteration, unauthorised disclosure of,

or access, to personal data then it is “Personal Data Breach”.

Other breaches of security still give rise to liability under the GDPR but are not notifiable.

C.F. PERSONAL DATA BREACH
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DATA PROCESSOR 

CLAIMS
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● Taking into account the state of the art, the costs of implementation and the nature, scope, context and 

purposes … the controller and the processor shall implement appropriate technical and organisational 

measures to ensure a level of security appropriate to the risk... (Art. 32.1)

● Data Subjects have the right to sue the data controller or the data processor if their rights under the 

GDPR have been infringed (Art. 79, 82(2))

Claims may be made directly against the processor.

CLAIMS AGAINST THE DATA PROCESSOR

Data 
Processor 

Claims
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REVERSAL OF THE 

BURDEN OF PROOF 
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● There is effectively a reversal of the burden of proof – i.e. “a controller or processor shall be exempt 

from liability … if [they] prove that [they] are not in any way responsible for the event giving rise to the 

damage” (Art 82(3))

If you have suffered non-availability or a personal data breach – how easy is it to show 

that neither you nor your processors were responsible?

REVERSAL OF THE BURDEN OF PROOF 

Reversal of 
the burden of 

proof
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JOINT AND SEVERAL 

LIABILITY
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● If more than one person is involved in the processing, both are 100% liable (Art 82(4)) and if one 

settles, they can make a contribution claim against the other one (Art 82(5))

You are jointly and severally liable at law with your supplier/customer – is this anticipated 

in your contract with them?

JOINT AND SEVERAL LIABILITY

Joint and 
Several 
liability
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MERE DISTRESS
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● Vidal-Hall v Google Inc [2015] EWCA Civ 311

– The Claimants’ claims were based on the distress suffered from:

– learning that their personal characteristics formed the basis for Google’s targeted advertisements; or 

– having learnt that such matters might have come to the knowledge of third parties who had used or 

seen their devices. 

– The Claimants’ claims were exclusively for distress and anxiety, not financial damage.

● Art. 82(1) – any person who has suffered “material or non-material damage” as a result of a breach of 

the GDPR has the right to receive compensation from the controller or processor

● Section 168(1) Data Protection Act 2018 – expressly states that “non-material damage” includes distress

BRINGING CLAIMS - DISTRESS AS DAMAGES

Mere 
distress
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VICARIOUS LIABILITY
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Various Claimants v WM Morrisons Supermarket plc [2017] EWHC 3113

▪ Personal data of approximately 100,000 employees subject to a breach in early 2014 by 

rogue employee anonymously posting the information on a file-sharing website and then sent

to three newspapers

▪ Group claim brought by 5,518 claimants

▪ No concrete harm had been caused to the data subjects – claim was brought based on the 

distress suffered 

▪ Morrisons was held not to be directly liable for the data breach. However, Morrisons was held to be 

vicariously liable.  

You are liable even if the relevant staff member is a “bad actor”

BRINGING CLAIMS – VICARIOUS LIABILITY

Vicarious 
liability
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PSEUDO CLASS ACTIONS
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● In the UK, three options are available to bring “class action”-type claims where 

data breaches are concerned:

– Group Litigation Orders

– Representative Claims

– Pseudo class action claim by not-for-profit organisations

● Section 47B Consumer Rights Act 2015 – allows for opt-out collective actions 

in cases where competition law is concerned

TYPES OF EXISTING CLAIM IN THE UK
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● The data subject shall have the right to mandate a not-for-profit body, organisation or association

which has been properly constituted in accordance with the law of a Member State, has statutory 

objectives which are in the public interest, and is active in the field of the protection of data subjects' 

rights and freedoms with regard to the protection of their personal data to lodge the complaint on his or 

her behalf, to exercise the rights referred to in Articles 77, 78 and 79 on his or her behalf, and 

to exercise the right to receive compensation referred to in Article 82 on his or her behalf where 

provided for by Member State law. (Art. 80(1))

A not for profit body, organisation or association can be created by a concerned group or 

a firm of attorneys to represent a class of individuals and to bring claims on their behalf.

BRINGING CLAIMS – NOT FOR PROFIT BODY, 

ORGANISATION OR ASSOCIATION

Pseudo class 
actions
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SUPPLY CHAIN LIABILITY
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BRINGING CLAIMS - SUPPLY CHAIN LIABILITY

27

eShop

Corporate 

Customer

Processor

1. eShop (controller) and/or 

Processor suffer personal data 

breach or non-availability of 

personal data

2. Reversal of the burden of proof 

– eShop or Processor need to 

show they were not responsible

3. User can bring a legal action 

against eShop or Corporate 

Customer – but note - limitation 

of liability could protect eShop/ 

Corporate Customer

4. Processor and eShop are each 

jointly and severally liable. 

6. Pseudo class actions, which may 

receive litigation funding, multiply 

this risk.

5. So User brings claim against the 

Processor.  There is no contract or 

limitation of liability in this relationship

Supply chain 
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▪ Construction Industry Vetting Information Litigation

▪ Vidal-Hall and others v Google [2015] EWCA  Civ 311

▪ Various Claimants v WM Morrisons Supermarket plc

[2017] EWHC 3113

▪ Maximilian Schrems v Facebook Ireland [2018] 

Case C-498/16 (C-362/14)

29

EXAMPLES
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● Google you owe us

– Claim that, between 2011 and 2012, Google bypassed the privacy settings of Apple’s Safari 

browser on iPhones to divide people into categories for advertisers 

– https://www.youoweus.co.uk/

● My privacy is none of your business

– Four complaints over “forced consent” against Google, Instagram, WhatsApp and Facebook

– https://noyb.eu/

● My Data is Mine!

– Test Achats, OCU, AltroConsumo, Deco Protest, Protest!

– Claim in relation to misuse of data from the Cambridge Analytica scandal

– https://www.mydataismine.com/

30

EXAMPLES 2

https://www.youoweus.co.uk/
https://noyb.eu/
https://www.mydataismine.com/
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▪ Internet Society France v. Facebook – Claim: €100,000,000

– Initiated on 8th November 2018: Facebook noticed to provide clear answers to 7 violations 

▪ Google location tracking in breach of the GDPR

– 7 Consumer groups claim that Google is in breach of the GDPR as there is not obtained a valid 

legal ground for, in particular, location revealing special data.

– Forbrukerrådet (Norway), Consumentenbond (The Netherlands), Ekpizo (Greece), dTest

(Czech Republic), Zveza Potrošnikov Slovenije (Slovenia), Federacja Konsumentów (Poland) 

and Sveriges Konsumenter (Sweden) 

– vzbv from Germany is considering an action for an injunction against Google because of these 

practices.

– The Transatlantic Consumer Dialogue will bring it to the attention of the Federal Trade 

Commission.
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EXAMPLES 3
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Formerly a computer designer, Ashley focuses his practice on 

global privacy and cybersecurity, with particular emphasis on data 

protection. Ashley has a wealth of experience in corporate 

investigations, lawful interception of data and international 

litigation arising from data breach. Ashley advises corporations, 

government entities, trade associations and charities across issues 

relating to data privacy and information governance. Ashley has a 

strong background advising on the impact of privacy and 

information security law on telecommunications, cloud services and 

international data transfer.

Ashley is a fellow of the Ponemon Institute and current Chairman 

of the UK Data Protection Forum, the leading data protection 

association in the UK.

Partner

London

+44 20 7577 6939

+44 7788 676663

awinton@mwe.com
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1,100+
Lawyers worldwide

200+
Lawyers in Europe

We represent clients in

70 countries
countries

45+ languages spoken in our 

integrated platform

With offices located in vital commercial centers around the world, McDermott  delivers 

seamless legal coverage to help clients achieve its global business strategies. 
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