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#datasaveslives

Understanding 
disease

Improving 
diagnosis

Treatment and 
prevention

Patient safety

Planning NHS 
services

Evaluating 
policy • Predicting bladder 

cancer in primary care
• Investigating the 

problems with delayed 
diagnosis of Alzheimer’s 
Disease

• Evaluating the 
effectiveness of statins 
for the prevention of 
heart attacks

• Preventing further 
injuries following hip 
fractures in elderly 
patients

• Confirming the safety of the 
whooping cough vaccine for 
pregnant women

• Reducing antibiotic 
prescribing for common 
colds to improve microbial 
resistance

• Evaluating management 
of obesity in primary care

• Quantifying the growth 
in workload in general 
practice

• Establishing the 
benefit of the flu 
vaccine for diabetes 
care

• Visiting the same GP 
improves outcomes 
for chronic 
conditions

The information in patient records is vital to improve health and care for 
everyone. CPRD provides anonymised data from GP practices to healthcare 
researchers to study the diagnosis, treatment and prevention of disease. 
Being a part of a GP practice which contributes to CPRD helps ensure that 
medicines are safe and doctors have the most up to date and relevant 
information for patient care.

• Understanding the link between 
environmental conditions and 
chronic lung disorders

• Investigating the prevalence of 
Huntington’s Disease



UK data driving real-world evidence



CPRD data: Coded data from primary care records 

Over 3 billion consultations including 

Linked to a range of other data sources 

Di

Drug exposure Diagnoses and symptoms 

Referrals Laboratory tests 

Vaccination history Demographic data



Extending scope of research through linkage

SES



CPRD primary care real-world data research services

Facilitating vital public health research 

Providing anonymised patient data for public health benefit

Real-world pragmatic clinical trials

Clinical trials in routine settings in real-world populations

Supporting clinical studies

GP questionnaires and patient reported outcomes

In-house research expertise

Carry out commissioned research

Feasibility and patient recruitment

Feasibility estimates and recruitment brokerage



Real-world data – real-world problems

• Real-world data is messy, incomplete, context-

dependent, e.g. ethnicity may be only recorded if 

thought relevant to condition, say, diabetes

• Real-world problems:

• Public trust: media, politicians, policy-makers, regulators

• GP trust: as data controllers, as gate-keepers, as small 

business owners – what’s in it for them

• Working with researchers: their understanding of the data, or 

our processes and requirements

• Coping with ‘big data’ optimists who don’t know the limitations

• Working with other data providers: their broader scope (beyond 

research); their processes and requirements

• … and then we have pseudonymisation/anonymisation …



Healthcare: risks and benefits

• Singling out: personalised medicine; identifying 

patients ‘at risk’; pro-active interventions; cancer 

screening, etc.

• Linkage: understanding the patient journey across 

healthcare settings; gathering actual outcomes (death, 

re-admission, side-effects; co-existent conditions …)

• Inference: gaining generalisable knowledge – benefits 

all including patients, but may enable better medicine & 

care, but expose patients’ ‘privacy’, e.g. ‘blue bloaters’ 

and ‘pink puffers’ – what we learn about heart disease 

allows use to ‘diagnose’ just by looking at the patient

(but is this really a ‘privacy attack’?)



Healthcare versus Internet companies

Healthcare:

• Singling out
• Personalised medicine & 

care

• Linkage
• Patient journey

• Outcomes

• Inference
• Knowledge

• Best practice

→ better health & 

better care for all 

Internet companies:

• Singling out
• Personalised offers & 

services

• Linkage
• Customer journey

• Likely interests/purchases

• Inference
• Market segmentation

• What sells or gets clicks

→ advertising, spam, & 

surveillance



Pseudonymisation

GDPR defines ‘personal data’ and ‘pseudonymisation’ in Article 4:

• ‘personal data’ means any information relating to an identified or identifiable natural 

person (‘data subject’); an identifiable natural person is one who can be identified, 

directly or indirectly, in particular by reference to an identifier such as a name, an 

identification number, location data, an online identifier or to one or more factors 

specific to the physical, physiological, genetic, mental, economic, cultural or social 

identity of that natural person; 

• ‘pseudonymisation’ means the processing of personal data in such a manner that 

the personal data can no longer be attributed to a specific data subject without 

the use of additional information, provided that such additional information is kept 

separately and is subject to technical and organisational measures to ensure that 

the personal data are not attributed to an identified or identifiable natural person; 

Recital 26: ‘Personal data which have undergone pseudonymisation, which could be 

attributed to a natural person by the use of additional information should be considered 

to be information on an identifiable natural person.’ 

… so pseudonymised data may or may not be ‘personal data’.



Anonymisation

GDPR effectively defines ‘anonymous information’ in Recital 26 where :

• ‘The principles of data protection should therefore not apply to anonymous 

information, namely information which does not relate to an identified or 

identifiable natural person or to personal data rendered anonymous in such a 

manner that the data subject is not or no longer identifiable. This Regulation does 

not therefore concern the processing of such anonymous information, including for 

statistical or research purposes.’ 

• ‘To determine whether a natural person is identifiable, account should be taken of 

all the means reasonably likely to be used, such as singling out, either by the 

controller or by another person to identify the natural person directly or indirectly.’

• ‘To ascertain whether means are reasonably likely to be used to identify the natural 

person, account should be taken of all objective factors, such as the costs of and 

the amount of time required for identification, taking into consideration the available 

technology at the time of the processing and technological developments.’

Is ‘anonymised’ solely an attribute of the data or the data and its context?



Anonymity/de-identification

Re-identification risk

Identified:

Name, Address, 

Date of Birth 

(DoB)

IP Address,

Social Ins No, 

Work contact

Pseudonymous,

de-identified:

None of: 

Name, Address, 

DoB,

etc. – possibly 

pseudonym/token 

for data-set 

linkage

Pseudonymous 

& controlled:

At most 

pseudonym or 

token,

other fields 

restricted, 

contractual 

limitations on 

recipient over 

confidentiality & 

security

Anonymous:

No specific 

identifier,

no obvious 

identifier 

combination

Aggregate 

or Non-

personal

[note: 

aggregate 

may still 

require SD 

controls]

Increasing de-identification

Problem #1
Assured identification 

for linkage

Problem #2
When do Data Subject 
Rights fall away? – for 

practical purposes

Problem #4
When does a whole 
dataset cease to be 
PD? – for practical 

purposes

Problem #3
When does data 

cease to be PD? – for 
practical purposes

Problem #6
How do you describe 
low-risk to the public?

Problem #5
How do you describe 

these terms to the 
public?

Problem #7
How do you cope with the 
unusual or unexpected?



Practical problems

• Re-interpretation of the law: ‘pseudonymous data … is still 

personal data’; trying to clarify the law in easier terms creates yet 

more confusion – too much rather than too little guidance!

• How much de-identification is enough without frustrating the 

research purpose or the validity of the results

• Risk appetite & risk assessment:

• What residual risk is acceptable for data release? It is NOT zero.

• How to gauge risks around data recipient organisations?

• How enforceable are contractual terms?

• Contracts: Ensuring data researchers know the contractual terms 

and their practical interpretation – what it means for them in 

practice

• Medical confidentiality in addition to data protection – framed 

only in case law and ‘public expectations’ (according to whom?)

• Nightmare scenario – triplets killed in a car accident – newsworthy 

and highly anomalous [OK – not ‘personal data’ as deceased]



Results in practice

• Publication: We will always need controls for rich 

useful health-related data as always some re-

identification risk

• Sharing data: We may assert that it is ‘anonymous’, 

but have to treat it as though it were still ‘personal data’

• Describing data: Understanding Patient Data initiative 

in UK showed that patients preferred ‘de-identified’ or 

‘anonymous’ to ‘pseudonymised’ or still referring to 

‘personal’ data †

• Risk management: Will need risk assessment or DPIA 

justifying level of controls to be applied on release of 

data – unlikely into public domain unless aggregated

† http://understandingpatientdata.org.uk/what-are-best-words-use-when-talking-about-data


