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Negotiating a DPA – the Facts!

• An EU Customer is updating its HR and accounting 
systems and wants to procure services from an EU-based 
supplier called Cloudy HR.

• Cloudy HR will implement and host the system, as well as 
providing support and maintenance services.

• The contract value is ~ £1m per year.

• Cloudy HR has sent has sent its standard data processing 
agreement. 
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Information Security

Cloudy HR has implemented the technical and 
organisational security measures specified in 
Schedule 1. Customer confirms that the security 
measures are appropriate to the data 
processing.
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Information Security – Customer’s Reaction

Accept clause, subject to having it reviewed by 
its InfoSec team
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Insist on Service Provider giving meaningful 
assurances that security measures are 
‘appropriate’

Looks fine. It’s 9 pm – let’s move on. (I don’t 
want to miss another episode of Love Island –
I’m secretly a huge fan…)

B

A

C



Information Security – Cloudy HR’s Response 

Explain challenges faced by supplier regarding 
IT security & explore compromises. 
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Who does this young whippersnapper think he 
is? And we’re a big supplier. Tell them: it’s our 
way or the highway.

I don’t want to miss Love Island either, so agree 
as fast as possible.

A

B

C



Information Security – Cloudy HR’s Arguments

IT Security is just like any other IT service – you 
have to pay for it.
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We don’t control the data or the context behind 
what data is processed by the system – you 
determine the risk.

We can provide whatever security you want but 
you have to decide what you want and tell us.

A

B

C



Information Security – Customer’s Arguments

It’s an HR system & you’re the expert so you 
know exactly what the data is and what the risk 
is.
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As a data processor, you have a statutory 
obligation under Article 32 of GDPR anyway.

We both need a contract that complies with 
Article 28 of GDPR (including breach 
notification)

B

A

C



Information Security

Cloudy HR has implemented the technical and 
organisational security measures specified in 
Schedule 1. Customer confirms that the security 
measures are appropriate to the data 
processing.
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Information Security

Cloudy HR has shall implemented the technical and 
organisational security measures required by 
GDPR, and those specified in Schedule 1, when 
processing the Customer’s personal data in its 
environment. Customer confirms shall inform 
Cloudy HR of any circumstances that may require it 
to implement additional the security measures are 
appropriate to the data processing.
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Subcontracting

Customer agrees that Cloudy HR may, at 
its absolute discretion, engage Cloudy 
HR affiliates and third parties to process 
Customer personal data in order to 
provide the Services.
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Subcontracting – Customer’s Reaction

Whatever. I’m so over this. I’ll agree to anything.
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Strike the clause entirely – no subcontracting 
allowed EVER!

Impose a consent requirement for all sub-
processors, possibly distinguishing between 
affiliates and third parties.

A

B

C



Subcontracting – Cloudy HR’s Response

Gawd, I’m over this too. Right now, I’ll agree to 
anything.
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I told you: we’re a big supplier – it’s our way or 
the highway.

Explain how subcontractors are used and how 
Cloudy HR’s service depends on it having 
flexibility.

A

B

C



Subcontracting – Cloudy HR’s Arguments

We use sub-processors to support service 
generally, so can’t allow a single customer to 
dictate who is used.
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Cloudy HR remains responsible for its sub-
processors so what’s the problem?

You can always terminate the services if you 
don’t like a proposed sub-processor.

A

B

C



Subcontracting – Customer’s Arguments

Being forced to terminate on short notice to 
protect our data isn’t sufficient – this is our main 
HR system!
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We chose Cloudy HR after diligence on your 
privacy practice – can’t let you give data to 
someone else.

Under Article 28(2) of GDPR you have an 
obligation to only subcontract with our consent 

B

A

C



Subcontracting

Customer agrees that Cloudy HR may, at its 
absolute discretion, engage Cloudy HR 
affiliates and third parties to process Customer 
personal data in order to provide the Services.
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Subcontracting (Agreed)

Customer agrees that Cloudy HR may use the sub-
processors currently listed on Cloudy HR’s website 
[link]. Before Cloudy HR appoints a new sub-
processor it shall give Customer no less than 30 
days’ notice in writing. Customer may raise 
objections on reasonable privacy-related grounds, 
and, where Cloudy HR elects to appoint the sub-
processor notwithstanding such objections, 
Customer may terminate the agreement. 
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Data Transfers

Cloudy HR may transfer Customer 
personal data anywhere in the world as 
necessary to perform the Services.
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Data Transfers – Customer’s Arguments

We each have a data transfer obligation under 
GDPR, so either data stays in the EU or we 
need a data transfer solution.
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If you can’t even say where data is, we can’t 
meet our transparency obligation, nor determine 
the applicable law.

Having discretion over where the data may be 
processed would likely turn Cloudy HR into a 
data controller!

A

B

C



Data Transfers – Cloudy HR’s Response

We use data centres and support centres 
around the world to provide the services in a 
cost effective way.
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We need to retain flexibility to change our 
delivery model as and when we need to.

We keep the data secure in whichever data 
centre it’s processed in so transfers don’t matter.

A

B

C



Data Transfers

Cloudy HR may transfer Customer personal 
data anywhere in the world as necessary to 
perform the Services.
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Data Transfers (Agreed)

Cloudy HR may transfer Customer personal data 
anywhere in the world as it considers necessary to 
perform the Services. to countries outside the EEA 
provided that such a transfer is made pursuant to a 
valid transfer mechanism, such as a certification 
under the EU-US Privacy Shield Framework, the 
EU’s standard contractual clauses (if agreed 
between the parties), or where Customer otherwise 
agrees in writing Cloudy HR may do so.
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Liability

Cloudy HR’s total liability to Customer for 
any breach of this DPA shall not exceed 
the total amount paid by Customer to 
Cloudy HR in the previous year.
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Liability – Customer’s Reaction

Data protection is a serious matter – we need 
effective remedies to get you to protect our data.
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We could be hit with a big fine and data subject 
claims as a result of your breach!

We would have zero remedies if the breach 
happens in the first year. And what about our 
liability?

A

B

C



Liability – Cloudy HR’s Response

IT security is like any other service & a cap for 
data protection is no different to other breaches. 
We are also liable for a security breach!
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Cloudy HR is an IT company not an insurance 
company – you don’t get unlimited protection 
‘bundled’ in for free.

We offer a low-cost, standard service with a 
particular level of risk priced in; if we change it, 
the price will go up.

A

B

C



Liability

Cloudy HR’s total liability to Customer for 
any breach of this DPA shall not exceed 
the total amount paid by Customer to 
Cloudy HR in the previous year.
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Liability (Agreed)

Cloudy HR’s Each party’s total liability to 
Customer to the other in any twelve (12) 
month period arising out of or in 
connection with for any breach of this 
DPA shall not exceed the total amount 
paid by Customer to Cloudy HR in the 
previous year the sum of [£5] million.
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Conclusions I

• Market position on certain issues is still evolving.

• Direct GDPR obligations on processors is modifying 
established positions.

• Potential liability for each party is modifying 
established positions.

• There are a narrower range of acceptable positions.
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Conclusions II

• Other contentious issues include:

• Audit

• Controller’s instructions

• Breach response

• Compliance with law

• Assistance

• Controller warranties
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