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ANALYSIS

The EU General Data Protection
Regulation (GDPR) was intro-
duced at a time when three areas

of EU law – data protection, consumer
protection and competition – are con-
verging with each other.1 Each area of
law has also introduced new schemes
that facilitate data flows. This begs the
question as to whether the GDPR
recognises and pursues consumer wel-
fare, an overarching value that are also
the objectives of both competition and
consumer protection law. It is also
worth exploring whether the GDPR’s
right to data portability (RtDP) should
be either integrated with or differenti-
ated from other rights.2 This essay pro-
vides an account of EU law’s conver-
gence, and looks at how interpretation
and implementation of the RtDP may
be affected as a result.
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The EU rules on data protection,
consumer protection and competition
are highly interrelated. As the
European Data Protection Supervisor
(EDPS) puts it, they share the common
goals of promoting growth, innovation
and the welfare of individual
consumers.3

At granular levels, however, these
rules markedly differ from each other.
The most explicit difference lies in the
disparate legal bases in the Treaty of the
Functioning of the European Union
(TFEU). Competition law lies in the
centre of EU law and there are numer-
ous Articles facilitating competition.4

Further, Art 12 and Art 169 jointly
require “a high level of consumer pro-
tection”.5 After the Lisbon Treaty,6 the
EU no longer has to rely upon the
market integration rationale to protect
personal data. Art 16 TFEU now serves
as the basis for legislating on data pro-
tection.7 The EU Charter of Funda-
mental Rights offers additional norma-
tive support. Whereas Art 8 introduces

a new fundamental right to data protec-
tion,8 Art 38 requires that Member
States shall “ensure a high level of con-
sumer protection”.9

Apart from the legal bases, the three
areas of law also diverge on their regu-
latory targets. As Averitt and Lande
argue, whereas antitrust law “[ensures]
the marketplace remains competitive so
that a meaningful range of options is
made available”, consumer protection
law makes it easier for consumers to
“choose effectively”.10 Similarly,
Albors-Llorens contends that competi-
tion law addresses “external market
failures which may reduce the number
or quality of the options” whereas con-
sumer law deals with market failures
“internal to consumers, preventing
them from making rational choices”.11

Data protection law does not
squarely fit into this schema. This law
may constitute a response to market
failure12, but never recognises con-
sumer welfare as a goal to be pursued.
Conventionally, data protection law is
concerned with the aspect of individual
welfare relating to dignity.13 In the
GDPR-era, however, this dignity-
based perception may be subject to
revision. The RtDP now allows data
subjects to reuse their personal data for
benefits, and part of the GDPR should
be hence associated with the economic
wellbeing of individuals.

In sum, three areas of law appear to
contribute to their shared goal(s) in dis-
tinct ways. These differences noted
between them also affect the extent to
which they can bleed into each other.
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In March 2014, the EDPS took the lead
to explore the synergies between these
rules. In several opinions, he expresses
that a holistic approach to
implementing EU rules is feasible.14

The interplay between EU rules has
also been noted in the academic
literature. Albors-Llorens notes that
consumer protection and competition

law are “theoretically and formally
independent but linked by connections
and mutual influences”.15 Costa-
Cabral and Lynskey argue that data
protection and competition law are
members of the EU law family and
have “significant family ties”.16 The
complementary relationship between
consumer protection and data
protection law is expressed by
Helberger and others, who propose an
integrated vision on “data consumer
law”.17 The interfaces between each of
the two areas will be examined in turn.

First, competition and consumer
protection law are mutually comple-
mentary in the EU. As Albors-Llorens
argues, they are “bonded together by
an overarching theme of consumer wel-
fare” but “essentially maintain their
own objectives and sphere of applica-
tion”.18 It is contested, however, to
what extent consumer welfare can be
seen as a goal of EU competition law.
Whereas the Court of Justice of the
European Union (CJEU) has been
reluctant to recognise it in its judg-
ments19, the Commission explicitly
acknowledges that competition law
addresses the adverse impact on
 consumer welfare.20

Second, the EDPS has proposed a
form of convergence between competi-
tion and data protection law. In his
2014 Opinion, the EDPS argues that
privacy and data protection should be
considered in the appraisal of compa-
nies’ activities and their impact on
competitiveness.21 These considera-
tions are “not as peripheral concerns
but rather as central factors”.22 In so
doing, competition law may “promote
privacy-enhancing services” on the one
hand, and “greater consumer control
over their own data” on the other.23

_ìåÇÉëâ~êíÉää~ãí, the German Federal
Cartel Office, is the first authority in
the EU legal order to set a precedent in
this respect. An investigation into Face-
book’s “limitlessly amassing of data”
was initiated in 2016, the results of
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which were released in January 2019. 24

Interestingly, the _ìåÇÉëâ~êíÉää~ãí
found Facebook abusing its dominant
position with reference to data protec-
tion rules. It concluded that “an obliga-
tory tick in the box is not an adequate
basis for intensive data processing”.25

In addressing data protection issues,
the _ìåÇÉëâ~êíÉää~ãí states that it is in
close cooperation with the leading data
protection authorities.26

Third, consumer protection law is
also expanding in the digital age. Tradi-
tionally, consumer protection confines
itself to transactions characteristically
in exchange for money. In the digital
economy, the fact that many services
are marketed as “free” has raised seri-
ous concerns. In those cases, a price is
paid not in the form of money, but by
the disclosure of personal information.
Against this backdrop, a modernisation
of EU consumer protection law was
initiated in 2015, and the proposed
Digital Content Directive (DCD)
aimed to extend consumer protection
to new forms of transactions.27 The
Explanatory Memorandum states that
it covers all types of “digital content”,
including those “in exchange for data
provided by consumers”.28 The DCD
has been recently finalised, and a
number of its components are highly
interconnected with the GDPR.29 For
instance, recital 39 of the Directive
states that the GDPR right to erasure
and the consumer’s right to withdraw
consent should apply fully in connec-
tion with the contracts covered by this
Directive.30 Further, the right to termi-
nate a contract concerning the supply
of digital content or digital services
entails a right to data portability upon
the termination of the contract.31 As
will be detailed in the next section, this
new right is devised to complement Art
20 GDPR, and should hence be used
together in practice.
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The nature of the RtDP has been
highly contested. Many member states
were concerned that the RtDP
“touched upon issues more properly
regulated in competition and consumer
protection law” and that “coherence
had to be maintained with those
fields”.32 Several competition law
scholars were keen on examining the

RtDP from a competition law
perspective. For instance, Engels
argues that the RtDP should be
restrictively interpreted and
implemented “in a nuanced fashion in
order to avoid [an] adverse effect on
competition and innovation”.33

Similarly, Greaf and others suggest that
the RtDP’s scope of application be
confined to the market of social
networks.34 Vanberg and Ünver
contend that the RtDP’s “adverse
consequences particularly for SMEs’
can be alleviated by drawing lessons
from EU competition law”.35

Data portability has also been
framed as a consumer remedy to lock-
in, the practice that businesses adopt
strategies or technical measures to
make consumers or users more
dependent on the service concerned.
For instance, the Article 29 Working
Party (A29WP) implies in its Guide-
lines that the right, which supports
choice, control, and empowerment,
“provides consumer empowerment by
preventing lock-in”.36 In response to
the A29WP’s public consultation,
numerous participants agree that the
RtDP is confined to a consumer-busi-
ness relationship in the private sector
because, as per Art 20(1) GDPR, it
applies only to data processing legit-
imised on the grounds of consent or
contract.37

In the A29WP’s public consulta-
tion, numerous responses pointed to
the fact that the interpretation of the
GDPR right to data portability had
been affected by “political discussions
on data portability expressed in the
ongoing debate”.38 At that time, the
portability of digital content was being
reviewed by EU legislative bodies, and
the Commission was proposing the
porting of non-personal data as a
building block of the European data
economy.39 As data portability is
believed to have a role in facilitating
switching and alleviating lock-in,
attempts have been made, in both
authorities’ opinions and scholarly
 literature, to align the GDPR right to
data portability with the logic of
 competition or consumer  protection.

The last part of this essay compares
the RtDP with similar schemes intro-
duced recently. Against the prevailing
view mentioned above, it is argued that
the RtDP itself is unable to facilitate

competition or address lock-in due to
the limited scope of the data concerned.
However, new schemes are devised in a
way that complements the GDPR,
thereby encouraging the implementa-
tion of data portability schemes in a
holistic manner. 

To start with, the RtDP applies only
to “personal data concerning the data
subject, which he or she has provided
to a controller”.40 This scope can be
further restricted by technical measures
such as anonymisation, pseudonymisa-
tion and encryption. Anonymisation
generally refers to the technique that
removes personally identifiable infor-
mation from certain datasets. Another
attenuated technique for identity
removal is pseudonymisation. Accord-
ing to Art 4(5), pseudonymisation is a
technique that “makes data no longer
attributable to a data subject without
the use of additional information”.41

Hence, whereas anonymisation in
theory irreversibly prevents identifica-
tion, pseudonymisation only makes
data temporarily unattributable.
Encryption is a technique not for de-
identification but can be used to restrict
the scope of personal data. As per Art
34(3)(a), it is defined as a protection
measure that “render the personal data
unintelligible to any person who is not
authorised to access it”.42 Encryption
would render it difficult to “tie-back
personal data to data subjects on
demand” thereby affecting the
 implementation of subject rights.43

While anonymous data is com-
pletely outside the scope of the GDPR,
it is contested whether the RtDP
applies to pseudonymous data. The
A29WP implies that it falls within the
scope of Art 20, as pseudonymous data
“can be clearly linked to a data sub-
ject”.44 In practice, encryption tech-
niques are also used to prevent others
from decrypting the data.  For instance,
Apple uses end-to-end encryption to
protect iMessage and FaceTime Con-
versations, and it claims that “there is
no way for us to decrypt your data
when it is in transit between devices”. 45

In its ‘Commitment to Consumer Pri-
vacy,’ Apple argues that it does not
provide certain categories of data to
either law enforcement or any other
group because “no one but the sender
and receiver can see or read them”.46

By conforming to identifiability,
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the RtDP is not helpful to support data
reuse and is thereby unable to promote
competition or consumer welfare. In
this context, data reusability appears to
be a more pertinent quality than identi-
fiability. To achieve the goals such as
switching or supplying a functionally
equivalent service, the data to be ported
should be not just concerning data sub-
jects, but useful for competitors. The
latter case requires, for instance, suffi-
cient amount of metadata to be pro-
vided to support data reuse in a new IT
environment. The GDPR’s focus on
the identifiability of a natural person
arguably discourages the inclusion of
useful data and other information (e.g.
metadata) in the scope of Art 20
GDPR. The RtDP itself is therefore
incapable of facilitating switching or
freeing consumers from lock-in. By
allowing for the porting of just one
copy of personal data, the right appears
not to be a tool for switching but multi-
homing (that is, using numerous serv-
ices of complementary or equivalent
functionality at the same time).

To remedy this, the A29WP has
ostensibly attempted to overstretch Art
20(1) beyond its literal meaning.47 Its
Guidelines suggest that the data pro-
vided by the data subject includes:
•    Data actively and knowingly

 provided by the data subject; and
•    Data provided by the data subject

by virtue of the use of the service or
the device (known as observed
data).
By introducing a complementary

scheme, the DCD has now provided a
solution to the dilemma once encoun-
tered by the A29WP (now the Euro-
pean Data Protection Board). The
portability of digital content is pre-
scribed in the DCD that complements
well the GDPR, thereby suggesting the
combined use of EU rules for con-
sumer welfare. When enforced holisti-
cally, the consumer may potentially
port all data necessary for switching.
With the new Directive in place, it is
now unnecessary to overstretch the
GDPR provisions to tackle lock-in. It
is suggested that the new European
Data Protection Board should refine
the A29WP Guidelines in accordance
with recent developments in the EU
when possible.
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In a time when EU rules incrementally
converge, it is necessary to navigate the
RtDP by its unique associations with
data protection. This essay examines
this right at the intersection of EU law
and reflects upon its essence and

externalities. To maintain the
coherence of EU law, the RtDP should
be clearly differentiated from the
consumer right to digital content
portability, as well as the porting of
data facilitated in the Free Flow of
Non-Personal Data (FFNPD)
framework. While there are many
similarities between these schemes, the
RtDP has a much narrower scope of
data concerned, which has a
considerable impact on the right’s
capacity to facilitate competition or
safeguard consumer welfare. It is argued
that this right, with its unique objectives
and pursuits, should neither be
restricted by the logic of competition
law nor be overstretched to protect
consumers from lock-in. That said, the
RtDP should not be viewed in isolation;
both the DCD and FFNPD are
supplementary to the GDPR, thereby
enabling use cases of data portability
beyond data protection.
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