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Data protection issues feature increasingly in mergers and acquisitions.  
This is driven in particular by the growing appreciation of the value of 
personal data, as well as more widespread appreciation of the risks involved 
in processing personal data. The EU’s General Data Protection Regulation, 
which greatly increased the potential penalties for breach of data protection 
rules, has acted as a catalyst for changes to market practice.

The EU General Data Protection Regulation (GDPR)  
took effect across all Member States from 25 May 2018, 
replacing the 1995 EU Data Protection Directive. One of 
the key aims was to create a harmonised approach to 
data protection across the EU, with bolstered rights for 
individuals in an age of rapid technological advances.

The GDPR sets a high standard for personal data 
protection, imposing a raft of new (and sometimes onerous) 
obligations on those handling the data, and providing for 
a much more punitive enforcement regime.

Personal data is any information relating to an identified 
or identifiable individual. Personal data disclosed as part 
of an M&A process could include personal contact 
information, professional details, family and lifestyle 
information, education and training history, employment 
details, financial details, or a wide range of other information.

Controller is a natural or legal person, public authority, 
agency or other body which, alone or jointly with others, 
determines the purposes and means of the processing  
of personal data.

Processor is a natural legal person, public authority, 
agency or other body which processes personal data  
on behalf of the controller.

Data protection considerations in M&A2

© Allen & Overy LLP 2018



The following areas should be considered in the context of an M&A transaction:

Preparation  
for sale

Disclosure for due 
diligence purposes

Deal structuring

Purchaser Q&A

Non-disclosure 
agreements

Deal terms

Agreements with 
advisors and other  

third parties

Completion and 
post-completion

ensuring that the target 
company or business 
is “fit for sale” in terms 
of its level of data 
protection compliance.

consideration of what 
personal data should be 
disclosed as part of a  
due diligence process,  
and what steps should  
be taken to ensure any 
disclosures are compliant.

ensuring that the deal is 
structured in a way which 
facilitates the desired 
processing of personal 
data post-transaction and 
that data protection risks 
are minimised.

identifying areas of data 
protection compliance 
which should be 
examined by a potential 
purchaser as part of the 
due diligence process, 
quantifying and assessing 
any identified risks.

identifying appropriate 
data protection terms to 
include in non disclosure 
agreements or related 
agreements entered  
into at the outset of a 
proposed transaction.

establishing appropriate 
contractual terms to 
ensure full disclosure  
of risks, to ensure 
necessary compliance 
steps are taken and to 
ensure an appropriate 
allocation of risk between 
the parties.

implementing appropriate 
data protection terms with 
other third parties involved 
in the deal process.

identifying any steps which 
may need to be taken,  
or activities of the parties 
which should be restricted, 
on or after completion of the 
transaction. Implementing, 
where appropriate, contract 
terms in relation to any 
on-going data processing 
activities of the parties.

Each of these areas is considered further below.

allenovery.com

3



Preparation for sale
For a seller with an eye to a potential disposal in the 
future, serious consideration should, more than ever, 
be given to whether the business is “fit for sale” 
from a data protection perspective. This is 
particularly important for data rich businesses,  
for businesses undertaking high-risk processing 
activities (eg processing significant sensitive data)  
or for businesses with a high public profile.

In some cases, this may lead to a seller identifying 
measures that can be taken in advance of a deal to 
ensure the target is attractive to a purchaser from a 
data protection perspective. These changes could 
include targeted steps, such as amendments to 
privacy notices to expand the description of the 
purposes for which personal data may be processed 
(eg to encompass growth areas for the business or 
areas of potential interest to a purchaser) or changes 
to the legal entities identified as controllers of 
personal data in a privacy notice. More ambitious, 
long-term measures could also be considered,  
such as the implementation of “binding corporate 

rules” to facilitate international data transfers within 
the target business.

It is also important for a seller to anticipate that any 
potential purchaser is likely to wish to assess the 
maturity of the target’s data protection compliance 
programme and to identify any prior events which 
could lead to future liabilities, in the form of 
regulatory fines, data subject claims or other costs. 
The GDPR has led to greater expectations as to 
what a good data protection compliance programme 
should look like. Any gaps in compliance, or even 
failure to adopt best practices, could lead to a 
negative assessment by a potential purchaser and  
its advisors. This could in some cases lead to a 
longer and more drawn-out due diligence process, 
to demands for issues to be remedied pre 
completion, or for contractual protections to be 
offered for any perceived risks associated with 
identified compliance gaps. It could even affect  
the financial terms offered on a deal.

Deal structuring
The ability to exploit personal data for a range of 
possible purposes, from marketing to analytics,  
may be a key enabler of a target business, or may 
offer significant potential value to a purchaser. 
Parties are increasingly considering to what extent 
data considerations may impact the viability of a 
proposed transaction, or whether a transaction 
should adopt a particular structure to enable the 
lawful exploitation of personal data.

This is particularly important for data rich businesses, 
where the ability to use personal data is a key driver 
of revenue. Purchasers will often be keen to exploit 
personal data from the target business in the 
purchaser’s existing business (or vice versa) and data 
protection laws can present a number of barriers to 
enabling that. While it remains rare for a transaction 
to fail to proceed based on data protection concerns 
identified by either party, the examples that exist 
tend not to be widely publicised.

If a transaction is structured as a share sale, from a 
purchaser’s perspective it is likely to be important 
that the target company is both (i) the controller  
of personal data processed in connection with its 
business and (ii) the party to whom marketing 
permissions are given. This is likely to be critical in 
order for it to continue to be able to exploit data 
after the sale.

In the case of a business sale, there is no formal 
mechanism under applicable e-Privacy laws 
(implementing the e-Privacy Directive) to allow  
for the transfer of marketing permissions by one 
company to another. More careful consideration  
is therefore required of the steps that can be taken 
to enable a purchaser to exploit any marketing 
databases held by the seller. This may lead to a  
share sale representing a more attractive option to a 
purchaser looking to exploit marketing permissions 
held in relation to a target business.
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Non-disclosure agreements
Non-disclosure agreements, entered into by 
potential parties to a transaction (and their advisors), 
increasingly include data protection clauses. Sellers 
may also request bidders and their advisors to enter 
into data transfer agreements, to facilitate international 
transfers of personal data. Before the implementation 
of GDPR, these clauses and data transfer agreements 
were often absent altogether or limited in scope. 

A potential purchaser (and its advisors) will,  
in almost all cases, each act as controllers of any 
personal data disclosed for due diligence purposes. 
This means there is no formal requirement under 
the GDPR to implement specific contractual terms 
between a seller on the one hand and the potential 
purchaser and its advisors on the other, simply as  
a result of the disclosure of the personal data. 
However, implementing such terms is highly 
recommended to enable the seller to ensure 
compliance with the data protection principles 
under GDPR. For example, in addition to the terms 
typically found in an NDA, the seller may impose 
specific requirements regarding security measures to 
be implemented by the purchaser and the prompt 
disclosure of any personal data breaches or other 
instances of non-compliance. Other standard NDA 
terms should already help ensure compliance with 
other data protection principles  
(eg by requiring that data is only used for specified 
purposes, that it is not shared with third parties and 
only shared internally on a need to-know basis,  
that it is only kept for as long as necessary and 
returned on the cessation of the processing or the 
completion of the deal).

The imposition of specific controls in an online 
virtual data room (VDR), such as restrictions  
on printing and downloading, watermarking of 
documents, and access controls (ie requiring a 
password to access a data room), will also assist to 
ensure compliance with data protection principles.

In addition, particularly where the due diligence  
will be conducted using a VDR and where potential 
purchasers and their advisors are located in different 
jurisdictions to the target business, it may be 
necessary to implement specific measures to ensure 

compliance with the GDPR’s restrictions on 
international transfers of personal data outside the 
EEA. This is likely to take the form of a data transfer 
agreement based on, or incorporating, the EU 
Standard Contractual Clauses. As the recipients will 
act as controllers, the controller-controller version 
of these terms should be used.

The perceived “market practice” in this area has not 
yet caught up with the trend to include more detailed 
and prescriptive data protection clauses, or to enter 
into a data transfer agreement, particularly where 
the parties in a transaction include non-EU actors 
who may be less familiar with the more stringent 
data protection laws of the EU. The once fairly 
smooth process of having a potential purchaser sign 
up to an NDA as part of a deal process has in 
certain cases now been interrupted with questions 
that need to be asked of data protection specialists. 
As a result, the process of on-boarding potential 
purchasers into the process can be slowed down.

One response of potential purchasers has been to 
request that no personal data is disclosed as part of 
the due diligence process. In some cases, depending 
on the nature of the business and the size of the due 
diligence exercise, this may be relatively easily 
achieved. In others, it may place a huge burden and 
cost on the seller to first identify documents which 
are requested to be included in the data room, but 
which contain personal data, and then either to 
summarise or redact those documents to avoid 
disclosing personal data. It also exposes the seller  
to the risk of non-compliance, in the event of 
inadvertent disclosures of personal data following 
such an exercise.

In other cases, potential purchasers have simply 
refused to accept the proposed data protection 
terms, notwithstanding that they wish to review 
documents containing personal data as part of the 
due diligence process. This inevitably puts the seller 
in an awkward position, since it will usually be keen 
to ensure that all potential purchasers can be 
granted access to information promptly so as to 
maintain a competitive process. 
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Agreements with advisors and other third parties 
A seller proposing to share personal data as part  
of the due diligence will often do so via a third  
party data room provider. The seller should ensure 
that the agreement with that provider contains 
appropriate processor terms, which meet the 
prescriptive requirements of GDPR.  
It will be necessary to have an understanding of 
what categories of personal data will be hosted  
by the data room provider, in order to complete  
the description of processing that is required  
to form part of those terms.

A seller and each potential purchaser will also 
inevitably appoint lawyers and other advisors  
to advise on the deal. Professional advisers do not 
act as processors of personal data, so it is not 
necessary or appropriate for a seller or potential 
purchaser to put in place processor terms with its 
advisors. However it is advisable to put in place 
alternative terms in relation to the handling of 
personal data, which recognise the role of the 
advisor as a controller.

Disclosure of personal data for due diligence purposes
Sellers, and to a lesser extent purchasers, are giving 
greater thought to what personal data should be 
shared with potential purchasers, as well as applying 
additional controls to protect any personal data that 
is shared. 

It is generally possible to establish a lawful basis for 
disclosure of personal data in data rooms. This is 
examined further below. However, at the same time, 
all disclosures of personal data must be carried out 
in accordance with the principle that they must be 
limited to what is necessary for the lawful purposes 
of the seller and the potential purchaser. The seller 
will also wish to limit any risk to its employees,  
and to respect their rights to privacy, by limiting 
disclosures as a matter of best practice.

For these reasons, data is sometimes anonymised  
by a seller, either by way or redaction or aggregation, 
to avoid or reduce the sharing of personal data.  
The benefit of anonymisation is that, provided it is 
effective (and there is some legal debate as to what 
extent it can be), it takes the disclosure of that data 
outside the scope of GDPR. Even where it is not 
fully effective, it may serve to reduce the risks 
involved in disclosing personal data. 

The personal data disclosed as part of a due 
diligence exercise will fall into different categories 
and the approach taken to the question of whether 
and to what extent to anonymise data and what 
controls to apply will often vary depending on the 

category of data concerned, as well as other factors 
including the size and profile of the deal. 

Details of the employees, particularly the senior 
management team, are almost always requested. 
This is often important to a potential purchaser’s 
assessment of the commercial terms of a deal  
(eg to its ability to calculate potential cost savings 
that it may be able to realise after the transaction) 
and to allocate the cost to the business of its senior 
employees going forward and often it is also 
important to allow it to start its integration planning.  

On a business or asset sale, the provision of 
information about employees is necessary in order 
to comply with law. Under TUPE in the UK,  
there is a requirement to provide information about 
employee liabilities at least 28 days before the date 
of employee transfer. These disclosures are specifically 
permitted under data protection laws on the basis 
that they are necessary to comply with employment 
law requirements. However, the requirements and 
rules on providing employee data and consultation 
vary between Member States, so on a cross-border 
deal there is often no “one-size-fits-all” solution.

Due to restrictions on the processing of sensitive 
data (eg health data), or personal data relating to 
criminal convictions or offences, redaction or 
aggregation of this data will almost always be 
required, if indeed it is provided at all. 
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Other data disclosed as part of a due diligence 
process will principally comprise “ancillary” personal 
data, rather than specific data. This ancillary data 
appears in documents which are disclosed for reasons 
not relating to the personal data. Examples include 
agreements (which may identify individuals as 
signatories or in notice clauses) or board minutes.  
It is rare to disclose significant customer data,  
but this could be required in exceptional cases,  
such as where the company is engaged, or has  
been engaged, in disputes with customers. 

It is still relatively uncommon for a seller to seek to 
undertake an extensive and comprehensive exercise 
to redact personal data as part of the process of 
populating a VDR. The risks associated with 
disclosure of personal data, much of it “ancillary”  
in nature, are often determined not to be sufficiently 
high to justify the costs that would be associated 
with redaction. It is often a very manual process, 
even with some automated solutions starting to 
appear. It may deliver little in terms  
of risk reduction, as individuals are typically not 
exposed to particular risks as a result of the 
disclosure and would be unlikely to object.

Where personal data is disclosed, the GDPR 
requires that processing of personal data (i) is 
transparent and (ii) has a legal basis. These two key 
requirements often present an issue when it comes 
to sharing personal data with unrelated third parties 
in a data room.

In terms of transparency, employees and customers 
may, in some cases, have already been informed  
by privacy notices that data may be disclosed to 
potential purchasers (and their advisors). In other 
cases, this may not be the case, or may not universally 
be the case. It may be possible to cure this issue by 
issuing a revised privacy notice to data subjects in 
advance of the sale, by way of a general update to a 
notice, but it will rarely be an option to identify the 
specific details of disclosures, due to the need to 
maintain the confidentiality of a transaction process. 

Once a deal is signed, and in the public domain,  
it may be appropriate at that stage to provide 
employees with enhanced information about  
what information has been and will be shared with 
the purchaser and its advisors as part of the deal 
process. This might form part of a broader 
employee communication plan.

A potential purchaser will not typically provide  
its own privacy notice to data subjects before 
completion. Instead, it usually relies on exemptions 
(under article 14 of GDPR), which permit a party 
that obtained personal data indirectly (ie not from 
the data subject) not to provide a privacy notice 
where it would be impossible (eg because it does  
not hold contact details) or would involve a 
disproportionate effort.
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Typically, disclosure of personal data will be justified 
based on the “legitimate interests” of the seller and 
the potential purchaser, but this legal basis requires 
that the legitimate interests of the parties are 
weighed against the rights of the data subjects 
(particular, their right to privacy). The disclosure of 
certain personal data may not be strictly required, 
such that it may be difficult to establish a legitimate 
interest, or other legal basis, for disclosure of such 
data. Nevertheless, sellers have typically been 
comfortable to make a fairly broad assessment  
of whether a legitimate interest legal basis can be 
established. With the introduction of GDPR, it is 
likely that this will continue, but we are likely to see 
sellers making a more careful assessment (and also 

documenting that assessment in the form of a 
formal “legitimate interests assessment”).

It is rare to rely on consents to disclose personal 
data as part of a due diligence process, given that  
it is often impracticable (eg due to the numbers of 
individual involved) and difficult to obtain valid 
consent. In any event, because it is very difficult to 
secure a valid consent under GDPR, and because  
of the possibility that consent may be refused 
(which may have unworkable implications), it is 
generally not advisable to seek consent to disclose 
personal data to bidders. The difficulty of obtaining 
valid consent also means it is rare to transfer any 
sensitive data until after the signing of a deal.

Anonymisation and pseudonymisation of employee data

The transfer of employee data is required at a 
certain stage of the due diligence process.  
The data disclosed can be particularly private  
(eg salary details, bonus details, performance 
reviews). The transaction, which may involve some 
uncertainty for the workforce (eg if a post-completion 
re-organisation exercise is planned) may heighten 
concerns around the transfer of data. 

Anonymisation of employee data by way of 
redaction, by removing identifiers from the data 
disclosed, is one way of reducing the risk. 
However, redacting employee data can be tricky.  
It can be difficult to identify all the identifiers.  
Some are obvious (eg employee IDs, government/
national IDs, initials), whereas others are not. In an 
office with a small number of employees, a generic 
job title (eg General Manager) may be sufficient to 
allow the identification of a specific individual.  
Even in a larger population, provision of specific 
information such as a salary may render the data 
personal data, if it is specific to the particular 
individual. Depending on the numbers and 
categories of individuals involved, it may also be 
time-consuming and costly to anonymise personal 
data in this way. 

Another option is aggregation and this is a 
commonly adopted option for provision of 
employee data. Aggregated data will often provide 
the potential purchaser with much of the data it 
needs (if not all the data it wants) for due diligence 
purposes. For example, a potential purchaser could 
be given information which is aggregated across a 
particular office, country, grade, function, or other 
groups. This could allow a potential purchaser  
to learn about the average salaries for particular 
grades of employees in particular offices. It could 
allow them to understand the proportion of 
individuals that are employed at particular grades, 
or that are members of a trade union, or the 
numbers of individuals working in particular offices, 
departments or locations. There is a lot of flexibility 
to adjust this process to fit what a potential 
purchaser wants from the exercise.  
However, the aggregation of data as a means to 
achieve anonymisation is also not without risk. 
Ensuring effective anonymisation requires the 
aggregated data to relate to a sufficiently large 
group of individuals such that it is not possible  
to use the data, combined with other data,  
to re-identify an individual. Certain categories of 
information (eg employee ID) cannot be aggregated.

Sensitive data is data that would reveal racial/ethnic origin, religious/political views, trade union 
membership, genetic/biometric/health information or anything relating to an individual’s sex life or  
sexual orientation.
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Purchaser Q&A 
Purchasers are asking increasingly probing and 
persistent questions in relation to data protection 
issues as part of the due diligence process.

Although the GDPR remains a largely principles-
based law (see further details of these principles 
below), such that it is difficult to accurately measure 
the level of compliance of a target business, it has 
introduced a number of requirements to implement 
specific compliance measures, including a written 
record of processing, data protection impact 
assessments, a requirement to report and keep a 

record of data breaches, as well as requiring the 
appointment of a data protection officer for 
businesses carrying out certain types of activity. 
These measures provide a rich source of information 
to a potential purchaser and act as a good barometer 
of the maturity of a target’s data protection 
compliance programme. Equally, the absence of 
these measures may be a warning sign of wider data 
protection compliance failings and of the need to 
potentially make significant investments in raising 
the level of compliance of a target business.

The data protection principles under the GDPR are:

Processing must be fair and transparent.  
This is achieved by providing individuals with a 
privacy notice. It is important to ensure processing 
of personal data is consistent with the privacy notice 
provided. You must also ensure processing is not 
unduly detrimental, unexpected or misleading.

Processing must always be lawful, and have  
a valid/legal basis. This could, for example, be:  
(i) consent of the data subject; (ii) the need to process 
personal data to enter into or perform a contract 
with a data subject; or (iii) a legitimate interest.

Personal data must be collected for specified, 
explicit and legitimate purposes. This means it 
should not be processed for further incompatible 
purposes. The purposes for which data is 
processed must be recorded and explained to the 
relevant individuals.

Processing must be adequate, relevant and 
limited to what is necessary. This means 
processing of personal data must always be 
minimised. There must always be a rationale for 

processing personal data and it should be limited 
to what is needed to achieve the purpose. In the 
context of a due diligence exercise, this means that 
the seller should seek only to disclose personal 
data to the extent necessary to do so (on the basis 
it has legitimately been requested by the potential 
purchasers and their advisors).

Personal data must be accurate and,  
where necessary, up to date. This means  
steps must be taken to ensure that inaccurate  
data is corrected.

Personal data must not be kept for longer 
than necessary. Data retention policies are an 
important means of ensuring data is not kept for 
too long.

Personal data must be kept secure. It must  
be protected from data breaches.

Data controllers must be accountable.  
This means being able to demonstrate compliance 
with data protection requirements.

It is not uncommon, given the relatively recent 
introduction of GDPR, to find that a target business 
is still on a path to enhancing its level of 
compliance. In these cases, it may be useful to ask 
the seller to provide information about the level of 

its investment in its GDPR programme, for access 
to copies of its action and remediation plans, and 
for it to report on how well progressed it is in 
implementing those plans.
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Deal terms
Deal terms have, historically, included some specific 
warranties regarding data protection compliance. 
On some deals, this may have been limited to a 
simple warranty regarding compliance with law 
(including data protection law) and regarding 
litigation and investigations (including those 
pertaining to data protection compliance).

The warranties requested by purchasers have 
become increasingly lengthy and specific since 
GDPR. As with the Q&A process, the introduction 
of specific requirements under GDPR, together 
with the heightened risk profile, is leading 
purchasers to request specific warranties concerning 
key indicators of compliance or non-compliance  
(eg disclosure of personal data breaches or failure  
to respond to data subject requests within the 
prescribed time limit). Whether these will be 

accepted by sellers, and take hold as standard market 
practice, remains to be seen.

GDPR has also led to increased nervousness 
regarding the prospect of acquiring businesses 
which are particularly exposed to data protection 
risks. Any legacy issues, such as historic data 
breaches or on-going regulator investigations into 
alleged breaches of data protection law, could lead  
a purchaser to seek indemnification or similar 
protection against losses which may arise after 
completion of a transaction. These risks can be very 
difficult to quantify, given the lack of published 
enforcement action taken, or data subject claims 
made, under GDPR to date. This leaves both seller 
and purchaser in a difficult position when seeking to 
negotiate any caps or exclusions on liability.
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Completion and post-completion
On a business sale, the transfer of personal data on 
completion will lead to a change in the “controller” 
of that personal data. Since before GDPR, it has 
been a requirement that the new controller identify 
itself to the impacted individuals, although often in 
the past a seller and purchaser will have relied on 
press or other coverage of a deal as its means of 
informing individuals of the transfer of a business. 
Increasingly, the form and timing of a specific 
notice to individuals, including customers and 
employees, is agreed as part of the deal terms.  
A separate notice may also be given by the seller.  
It is increasingly common to see some form of 
short email communication from a seller to its 
customers, following the announcement of a 
transaction. This communication may offer its 
customers the opportunity to get in touch if they 
have any concerns.

On business sales involving the transfer of 
marketing databases, specific rules of engagement 
may be set out in relation to any future marketing 
activities of the purchaser, which relate to customers 
of the transferred business. The seller may specifically 
seek to restrict the purchaser from relying on 
marketing consents collected by the seller, or it  
may seek to restrict its use of such marketing 
permissions. For example, the seller may offer 
individuals the opportunity to opt-out before the 
marketing contact information is shared with  
the purchaser, or restrict the form, content or 
frequency of communications. This might require 
the purchaser to ensure emails continue to be sent 

from a specific domain and adopt a particular style 
and branding, to commit to continue relying on the 
permissions only to market the same products and 
services as prior to the transaction, or to commit  
to not increasing the frequency of marketing 
communications. All of these steps may act to 
reduce the risk of data subjects making complaints 
and so reduce the risk to the parties.

In many transactions, the seller and purchaser  
(or the target company) will enter into a transitional 
services agreement, pursuant to which certain 
services are provided on an interim basis (typically 
between three months to three years). Often, the seller 
will continue under the TSA to provide centralised 
support functions (eg Finance, HR, IT) which are 
not transferred together with the target business. 
The seller and purchaser will need to decide whether 
the service provider under the transitional services 
arrangements acts as a controller or processor. If it 
acts as a processor, it will be necessary to include 
specific processor terms which meet the requirements 
of article 28 of GDPR. The transitional services 
agreement will typically also address how the data 
migration process will be carried out. It is rarely the 
case that the seller can simply deliver up all the data 
relating to the target business on completion.  
More typically, this is an intricate and carefully 
planned and executed process, which requires 
cooperation between the parties (and third party 
providers). For example, employee data will typically 
need to be migrated from the seller’s to the purchaser’s 
HR IT platform.
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