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Agenda

• Goal: Take a practical look at ePR, cookie consent mechanics & marketing impact

• Is the sky falling in? The end of marketing as we know it?

• Déjà vu – dot.com regulation of the web “wild west” – now Big Data fears 

• Implied consent & status quo pop up notices – business as usual?

• Examples & enforcement (Planet49 AG Opinion and ICO fines)

• What does “good” look like? Can you use “cookie walls”? 

• The key concerns from industry – soft opt-in etc.

• Takeaways – what to action in an important fresh eyes review of notices, consent 
mechanics and marketing activity generally



Consent under the GDPR – A reminder

• Cannot infer from silence, pre-ticked 
boxes or inactivity. 

• Must be verifiable.

• Separate consent for different 
processing operations.

• Can be easily withdrawn. 

• Consent is not freely given where 
access to a service (e.g. a website) is 
dependent on that consent despite 
such consent not being necessary for 
such performance. Consent

Signifies 
agreement 

to 
processing

Freely given, 
specific, 

informed and 
unambiguous

Clear 
affirmative 

action



Consent under the ePrivacy Directive 

• The ePrivacy Directive regulates the storage of information on a user’s device and the 
collection of information on a user’s device, in either case by any method.  

• Includes all 'tracking software' such as tracking cookies, tracking pixels or device 
fingerprinting – not just cookies.

• You must have consent before cookies or similar tracking software can be used, unless 
they are:

o necessary for the sole purpose of carrying out an electronic communication; or
o “strictly necessary” to providing a service requested by the user.

• Analytics cookies are not “strictly necessary”.

• Users must be provided with “clear and comprehensive” information about the 
purposes of processing data collected via cookies and similar tracking technologies.

• “Consent” has the same meaning as under the GDPR, i.e. freely given, specific, 
informed, active and unambiguous consent expressed by a statement of clear or 
affirmative action.



Back to basics – characteristics of cookies 

First Party 
Cookies

Cookies served from 
the same domain as the 

website visited by the 
user. 

Third Party 
Cookies

EU law definition: 
Cookies served by a 

third party other than 
the operator of the 

website visited by the 
user.

Technical definition: 
Cookies served from a 
domain that is distinct 

from the domain of the 
website visited by the 

user.

Session 
Cookies

Cookies which exist 
whilst the user is 
visiting a website. 

When the user closes 
their browser, these 

cookies are 
automatically deleted.

Persistent 
Cookies

Cookies which exist on 
a user’s device until a 

defined expiration date, 
which could be 

minutes, days, years, 
etc.



What cookies are exempt from consent 
requirements?

First-party cookies used to keep track of the user's input, e.g. when filling online forms, shopping 
carts, etc., for the duration of a session or persistent cookies limited to a few hours in some cases.

User-input cookies 

Cookies used to identify the user once he or she has logged in, for the duration of a session.
Authentication cookies

Cookies used to detect authentication abuses, for a limited persistent duration.
User-centric security cookies

Cookies used to store technical data to play back video or audio content, for the duration of a session.
Multimedia content player 

cookies

Cookies which save user choices such as language or font preferences, for the duration of a session 
(or slightly longer).

User-interface customisation
cookies 

Cookies used for load-balancing, for the duration of session.
Load-balancing cookies

Third-party social plug-in content-sharing cookies, for logged-in members of a social network.
Third-party social plug-in 
content-sharing cookies



What cookies are not exempt from consent 
requirements?

Social plug-in tracking cookies

Authentication persistent 
cookies

Third party advertising

First party analytics 

Third party analytics



Other types of tracking technologies

• Server logs:  Website servers can log requests and store information such as: IP address, 
the date and time the browser loaded the page, what page was loaded, and what site or 
page the browser was on before it came to that page (referrer).  Used for web analytics and 
can only be seen by the owners of the website. 

• Web beacons (aka "tags", "tracking bugs", "pixel trackers" or "pixel gifs“):  Small objects 
embedded into a web page, not visible to users. Enables publishers to track email opening 
rates and the location of recipients. Can be used by website owners and third party 
advertisers – web beacons can be included in ads placed on a third party a website or 
services. Advertisers can embed web beacons in their adverts to get an idea of how often 
an advert is appearing.

• Facebook pixel: Well known example allows Facebook to track browsing around the 
internet. Regulators are increasing their focus on this tracking – the Belgium DPA has fined 
Facebook for use of its tracking technology where users are not loggedin.



Relying on “implied” consent

• Some websites continue to rely on “implied” consent for 
placing cookies. 

• A user is presented with a “Cookie Banner” informing him 
or her that cookies and/or similar technologies are in use.  

• The publisher infers/assumes consent from the user’s 
continued use of the website. 

• Some websites that rely on “implied” consent place cookies 
on a user’s device as soon as the user lands on the website. 



Examples of “implied” consent currently in use

• A large retailer

• A streaming 
service 

• An airline 



Position of the ICO, circa 2012

• “While explicit consent might allow for regulatory 
certainty and might be the most appropriate way to 
comply in some circumstances this does not mean that 
implied consent cannot be compliant.”

• “For implied consent to work there has to be some 
action taken by the consenting individual from which 
their consent can be inferred. This might for example 
be visiting a website, moving from one page to 
another or clicking on a particular button. The key 
point, however, is that when taking this action the 
individual has to have a reasonable understanding that 
by doing so they are agreeing to cookies being set.”



Position of the ICO circa 2019



“Implied” consent and the GDPR

• “Implied” consent may well not be compliant with the GDPR.

• Can continued browsing amount to “clear affirmative action”?

• Many existing pop up cookie notices/tools do not allow users to easily 
withdraw consent and do not allow granular consents for different 
processing.

• Some websites place cookies on a users device as soon as the website loads, 
i.e. before the user has moved from one page to another or clicked on a 
particular button.

• Can consent to tracking be “freely given” if it is a condition of accessing a site 
or service? 



PLANET49 Advocate General opinion

• Active consent
o Consent needs to be manifested in an active manner.
o It is not sufficient if the user’s consent is pre-formulated and if the user must actively object 

when he or she does not agree with the processing of data.
o In the latter situation, one does not know whether such a pre-formulated text has been 

read and digested. The situation is not unambiguous. A user may or may not have read the 
text. He or she may have omitted to do so out of pure negligence. In such a situation, it is 
not possible to establish whether consent has been freely given.

• Separate consent
o “For consent to be ‘freely given’ and ‘informed’, it must not only be active, but also 

separate. The activity a user pursues on the internet (reading a webpage, participating in a 
lottery, watching a video, etc.) and the giving of consent cannot form part of the same act.

o In particular, from the perspective of the user, the giving of consent cannot appear to be of 
an ancillary nature to the participation in the lottery.”



ICO fine - Cautionary tale 

• The ICO fined Everything DM Ltd (EDML) £60,000 for sending 1.42 million 
emails without consent. (Sept 2018)

• The firm used its direct marketing system called ‘Touchpoint’ to send emails on 
behalf of its clients for a fee.

• The emails gave the impression they were sent by the clients directly, and 
EDML couldn’t prove that the recipients had ever given consent to receive 
marketing emails from its clients OR itself.

• The investigation revealed that EDML relied on the consent of third parties but 
didn’t take reasonable steps to make sure the data complied with the Privacy 
and Electronic Communications Regulations (PECR).



Paragraphs 15-18 of the Enforcement Notice:

• "Consent" within the meaning of regulation 22(2) requires that the recipient of the electronic 
mail has notified the sender that he consents to messages being sent by, or at the instigation of, 
that sender. Indirect, or third party, consent can be valid but only if it is clear and specific 
enough.

• Organisations cannot generally send marketing emails unless the recipient has notified the 
sender that they consent to such emails being sent by, or at the instigation of, that sender.

• Consent must be freely given, specific and informed, and involve a positive indication signifying 
the individual's agreement.

• Consent will not be "informed" if individuals do not understand what they are consenting to. 
Organisations should therefore always ensure that the language used is clear, easy to 
understand, and not hidden away in a privacy policy or small print. Consent will not be valid if 
individuals are asked to agree to receive marketing from "similar organisations", "partners", 
"selected third parties" or other similar generic description. Further, consent will not be valid 
where an individual is presented with a long, seemingly exhaustive list of general categories 
of organisations.



Consent under proposed ePrivacy Regulation 

• The proposed ePrivacy Regulation deals with the collection of information from a user’s device 
by any method – not just cookies. 

• Any collection of information is prohibited unless (among other things):

o it is necessary for providing a service requested by the end-user;

o the user has given their consent; or

o it is necessary for audience measuring.

• The definition of consent is aligned with the GDPR. 

• Consent cannot be inferred from silence, pre-ticked boxes or inactivity. 

• Early drafts required browser settings to block cookies by default – this has been removed from 
the most recent draft, however.



So - What does “good” look like?

A clear and positive action, e.g. “I ACCEPT”

Granular consent based on purpose

Allows users to easily opt-out

A detailed cookie policy

No cookies without consent

Cookie walls are unlikely to comply with GDPR



Examples of clearer consent mechanisms



Examples of clearer consent mechanisms



Cookie placement – Approach taken by ICO

• ICO banner does not auto-dissolve but cookies are placed 
automatically.

• Visitors are presented with two buttons of equal prominence, “turn 
cookies off” and “I’m fine with this”

• Reject button is placed above acceptance button.

• Banner remains visible until the visitor has selected an option.

• ICO has arguably taken something of a “middle ground” approach.  
Consent to cookies is assumed but website visitors are provided 
with information on use of cookies and a clear and easy route to 
rejecting cookies if they disagree.



The focus on cookie walls

• “Cookie walls” require a website visitor to agree to their internet browsing being 
tracked for ad-targeting as the “price” of entry to the website.

• The Dutch DPA has said cookie walls are not compliant with the GDPR because 
the consent will not be freely given. 

• The Dutch DPA has received complaints from website users and has sent a 
number letters to website publishers.

• Not the same as “ad-blockers” – publishers can still serve generic advertising. 



Cookie walls – ePrivacy Regulation

• Cookies walls are permitted provided the user has the choice to accept an 
“equivalent offer”.

o “Making access to the website content provided without direct monetary 
payment conditional to the consent of the end-user to the storage and 
reading of cookies for additional purposes would normally not be considered 
disproportionate in particular if the end-user is able to choose between an 
offer that includes consenting to the use of cookies for additional purposes on 
the one hand, and an equivalent offer by the same provider that does not 
involve consenting to data use for additional purposes on the other hand.”

• Could this lead to a two-tier internet? 

• It is unclear whether this provision would lead to generic v tailored 
advertising options.



Cookie walls – ePrivacy Regulation

• Not permitted for public services:
o “Conversely, in some cases, making access to website content conditional 

to consent to the use of such cookies may be considered to be 
disproportionate. This would normally be the case for websites providing 
certain services, such as those provided by public authorities, where the 
user could be seen as having few or no other options but to use the 
service, and thus having no real choice as to the usage of cookies.”



Interactive Advertising Bureau (“IAB”) position on 
the ePrivacy Regulation

• The IAB has been watching ePrivacy Regulation developments with concern.  

• In October 2018 the IAB published a position paper commenting on the then draft of the 
ePrivacy Regulation.

• In its position paper, the IAB concludes that: 

o “The proposed ePrivacy Regulation threatens to harm European digital media outlets’ economic model 
by significantly undermining their ability to generate enough revenue to create and provide free online 
content and services, thus also limiting media pluralism and public debate and discourse online.”

o “The free, advertising-funded business model is overwhelmingly preferred by European citizens, 83 per 
cent of whom prefer free content – with advertising – to being required to pay; indeed 68 per cent of 
European internet users say they would never pay for news content online, even if no free content 
were available. This showcases the importance of the data-driven advertising business model to 
European consumers.”



Interactive Advertising Bureau (“IAB”) position on 
the ePrivacy Regulation

• In particular, the IAB has called for the following amendments to the draft regulation:

o “Article 8(1) ePR should be amended to fully align it with the principles-based approach of the GDPR on lawful 
processing, including processing necessary for a legitimate interest where the fundamental rights of a data subject 
are not overriding, instead of a rigid list of specific exceptions to a general consent requirement.” 

o “The ePrivacy Regulation should maintain a clear unqualified permission for private actors to make access to online 
services conditional on the well-informed consent of the user to data processing for advertising purposes that is not 
strictly technically necessary for provision of that service but which is necessary for the monetisation model chosen 
by that service. Any additional requirements, such as having to make available a paid-alternative is to be avoided.”

• In its position paper, the IAB also called for the deletion of the requirement that browser settings 
block cookies by default (unless a user has otherwise specified) from the regulation on the basis that  
services requested by users could not function properly without users changing their browser settings, 
which would cause irritation.  This article was deleted in the February 2019 draft.



Interactive Advertising Bureau (“IAB”) position on 
the ePrivacy Regulation

• The IAB has called on lawmakers to take the time necessary to thoroughly assess and 
consider any new provisions, also bearing in mind experience and observations gained 
since the GDPR’s implementation, rather than pursuing expedited adoption of the 
ePrivacy Regulation. 

• The IAB has also stated that experience with the GDPR has shown the importance of a 
reasonable transition period of 18-36 months to afford businesses enough time to 
assess the new rules and make the necessary changes to their privacy policies, products 
and services, as well as for industry standards to be adapted to enable compliant 
processing.



Direct Marketing Authority (“DMA”) position on the 
ePrivacy Regulation

• The DMA shares the same concerns as the IAB and has publicly outlined its fears.

• Like the IAB, the DMA has called for the introduction of processing on the basis of 
legitimate interests where the fundamental rights of a data subject are not overriding.

• In a statement published on 21 February 2019, the DMA stated:
o “The DMA will continue to work with DCMS and FEDMA in lobbying for a balanced ePrivacy

Regulation. Ultimately, the Regulation puts the success of the UK’s creative industries at risk. 
Considering annual UK exports of advertising services are worth £4.1 billion and every £1 
spent on advertising returns £6 to the economy, resulting in £120 billion to UK GDP, 
policymakers have much to consider.”

o “The DMA has met with the Department for Digital, Culture, Media and Sport (DCMS) 
negotiating team that attends EU Council meetings and they understand the concerns of the 
data and marketing sector. In many instances, they share our fears and this has been reflected 
in proposed UK amendments to the text. For example, the UK proposed that the Regulation 
referenced other lawful bases for processing, including legitimate interest.”



Direct Marketing Authority (“DMA”) position on the 
ePrivacy Regulation

• The Federation of European Direct and Interactive Marketing (“FEDMA”) (which represents the 
DMA’s EU interests) submitted a letter to the EU Council urging a review of direct marketing 
under the regulation. The letter was signed by over 70 other organisations.

• In particular, FEDMA called for a number of amendments, including:
o Removal of the ability for Member States to set a time limit for which marketeers may rely upon the “soft” opt-in 

exemption.  

“…each product has a different purchase cycle and is linked to a different marketing strategy. The opportunity to develop a national 
rule on time limitation would fail the objective of harmonisation of the single market.”

o Removal of the requirement for telephone marketeers to apply a common prefix to all marketing calls.

“[This]would prove to be challenging to implement and require disproportionate effort while providing little added value for 
individuals.  Most European countries already have in place mechanisms enabling individuals to object to telemarketing such as 
Telephone Preference Services or Robinson lists, while others require the data subject’s consent prior to placing a call.“

• FEDMA has also called for clarification so that the ePrivacy Regulation does not require consent for 
B2B marketing.

• FEDMA has successfully lobbied for law makers to remove “presented” advertising from the scope of 
the regulation.



Advertising Standards Authority (“ASA”) and the 
ePrivacy Regulation

• The ASA is responsible for online advertising in the UK.

• Whilst the ASA has yet to formally comment on the evolution of the 
ePrivacy Regulation, it has stated that it will consider its impact on 
the ASA’s CAP Code in due course. 

• In recent years the ASA’s remit has expanded from obviously paid for 
space (e.g. advertisement banners) to all content appearing on a 
website.

• More recently, the ASA’s remit has been extended to influencer 
marketing (e.g. vloggers and Instagrammers). 



Marketing communications:
ePR departures from current law 

Current law (ePrivacy Directive) Draft law (ePrivacy Regulation)

• Marketeers may send electronic marketing communications (e.g. 
emails) related to their own similar goods or services to recipients 
without seeking consent where that recipient has provided contact 
details in the course of “negotiating” a sale (even if a sale wasn’t 
made), this is known as “soft” opt-in.

• “Negotiations for a sale” means the customer should have actively 
expressed an interest in buying products or services.

• Recipient must have also been given the opportunity to opt-out 
from receiving future marketing communications. 

• Each subsequent electronic communication must contain an easy 
method for withdrawing consent, i.e. an unsubscribe button.

• Availability of the “soft” opt-in exemption has been tightened and 
requires that a sale must have actually been made in order to rely 
upon the exemption (as opposed to simply expressing an interest).

• Marketeer must be marketing own similar products or services.

• Customer must be given opportunity to “opt-out” of receiving 
marketing communications when they make a purchase and 
provide their contact information.

• Each subsequent electronic communication must contain an easy 
method for withdrawing consent, i.e. an unsubscribe button.

• As currently drafted, Member States will be permitted to set a 
period of time after a sale within which an organisation may market 
to recipients on the basis of the soft opt-in exemption.



Marketing communications:
ePR departures from current law 

This constitutes a clear diversion from 
current law



Marketing communications:
ePR departures from current law 

Current law (ePrivacy Directive) – Does the 
“soft” opt-in apply?

Draft law (ePrivacy Regulation) – Does the 
“soft” opt-in apply?

Customer logs into a company’s 
website to browse its range

× ×

Customer completes online enquiry 
form asking for more details about a 
product or range

√ ×

Customer sends online enquiry to ask if 
the company can order a particular 
product

√ ×

Enquiry to ask if company is going to 
open more branches in a particular 
location

× ×

Customer purchases goods or services
√ √



Marketing lists 

• Unless the “soft” opt-in exemption applies, GDPR compliant consent must be sought in order to 
send electronic marketing communications to recipients.  Consent must be:

o Freely given.

o Specific.

o Informed.

o An unambiguous indication by way of clear affirmative action.

• To the extent that consent collected prior to GDPR implementation did not meet the new GDPR
standard, marketeers were required to “refresh” consents in order to continue to send out 
electronic marketing communications.

• Whilst a risky endeavour, refreshing consents was (and is) a requirement.  

• Should a recipient not reply to the refresh request, no subsequent electronic marketing 
communications should be sent.

• Continuing to use old mailing lists opens businesses up to enforcement action.

• Action item – revisit business marketing activity generally.
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