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Evolution of Privacy by Design
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Evolution of Privacy by Design

The Journey so far

The PbD journey started in the 90s and as it evolved, it has informed what we know as PbD now

Origin

Concept was originated in 1995 by a joint 
team consisting of the then Information and 
Privacy Commissioner of Ontario, Canada, 

Dr. Ann Cavoukian, the Dutch Data 
Protection Authority and the Netherlands 

Organisation for Applied Scientific Research

Adoption

In 2010, PbD was adopted as an 
international standard by International Data 

Protection and Privacy Commissioners 
which signified PbD as an essential 
component of fundamental privacy 

protection

 Privacy by Design 
means that Privacy 
implications are 
considered at the start or 
re-design of any IT 
system, new product or 
service,   software 
development, process 
change that involves 
personal data. 

 The lifecycle of the 
personal data must be 
accounted for at all times 
through privacy 
enhancing controls 
using data lifecycles and 
data inventories as living 
documents.  The aim is 
to be proactive instead of 
reactive and embed 
privacy into business 
operations.
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Evolution of Privacy by Design

The Future Journey

Why is it important to approach PbD implementation in the right way?

For the first time, PbD becomes a legal obligation under the 
GDPR.  PbD means building privacy into the design, operation 
and management of any given system, project, or design 
specification. 

In the era of ‘big data’, organizations need to be able to use 
personal information to push innovative boundaries but also 
ensure the safeguarding of this data in line with regulatory 
requirements.  PbD, along with data protection impact 
assessments (DPIAs) foster a risk-based approach to 
identifying vulnerabilities at the outset to ensure that controls are 
proactively implemented.
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Privacy by Design 
Implementation
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Privacy by Design Implementation

Approach

The overall approach for implementing PbD focuses on three areas:

•What design process is 
used?

•Who are designing and 
implementing new features 
and changes?

Determine 
measures

Identification 
of process

Establish
new 

routine

•What privacy measures 
can be applied in which 
state of the design 
process?

•Make changes stick

•Use design process 
features

Identify EstablishElaborate
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Privacy by Design Implementation

Approach

Implementing PbD requires knowledge of an organisation’s development and change processes

•What design process is 
used?

•Who are designing and 
implementing new features 
and changes?

Identification 
of process

Identify

Product Backlog
as prioritised by Product Owner

Sprint
10 – 30 days

Owned by 
Scrum Master

Backlog Tasks
expended 
by Development 
TeamSprint Backlog

Potentially Shippable
Product Increment

Daily Scrum
24 hours

• Typical Scrum methodology/process framework for project 
management that is deployed in agile software development 
environments.
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Privacy by Design Implementation

Approach

Implementing PbD requires knowledge of an organisation’s development and change processes

• Typical product development lifecycle showing considerations with regard to embedding privacy in 
the design process
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Determine 
measures

•What privacy measures 
can be applied in which 
state of the design 
process?

Elaborate

Privacy by Design Implementation

Approach

Implementing PbD requires knowledge of an organisation’s development and change processes

Which of these elements…. ….applies in which design process?
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Privacy by Design Implementation

Approach

Implementing PbD requires knowledge of an organisation’s development and change processes

Establish
new 

routine

•Make changes stick

•Use design process 
features

Establish

When the Privacy by Design has been implemented, 
it needs to be embedded and adopted by the 
organisation

• Determine responsibility assignment matrix

• Work together with architects, designers, developers, 
operations 

• Appoint ‘privacy engineers’ that will assist with 
designing privacy into products / services

• Develop policies, guidelines, work instructions

• Employee Training and Awareness



© 2019 Deloitte. All rights reserved

13

Privacy by Design Implementation

Approach

The Governance Puzzle: A core element to successful PbD is a solid governance model outlining key roles 
when it comes to accountability and responsibility.
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Advantages of Privacy by Design
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Advantages of Privacy by Design

While Privacy by Design is now a mandated requirement under the GDPR, it also has its advantages for 
other reasons.

Many organisations like 
Apple, Google and 
WhatsApp have all sought 
publicity with privacy-as-
a-sell positive messaging.

Security by Design is 
already well established.  
We know it is better to do 
security during design 
than to bolt on after the 
fact.
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Advantages of Privacy by Design

While Privacy by Design is now a mandated requirement under the GDPR, it also has its advantages for 
other reasons.

Efficiency 
For a process that is mandatory, 
this is the way to implement it 
with minimal disturbance for the 
business (by embedding in 
existing processes)

Easy DPIAs
Effort of performing DPIA more than 
halved.  Mandatory criteria for a 
DPIA already covered by the PbD
process.

Supported by ‘designers’
Creating support for privacy is often 
necessary – showing all those 
involved in design processes you are 
willing to speak their language, 
helps support tremendously. 
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Advantages of Privacy by Design

Public Attitudes and Expectations

With GDPR having raised public awareness, this 
means that customers and consumers are now 
not only more informed about their privacy 
rights but also about the obligations placed on 
companies that handle personal data. 

In addition to this, there is a growing recognition 
amongst companies that embedding an effective 
Privacy by Design framework can serve to 
enhance products and services, and ultimately 
add value for customers. 

Public debate and media coverage on the 
processing of personal data and advances in 
technology, is prompting an impetus amongst 
companies to be proactive in considering 
privacy requirements. 

Challenges 
such as 
climate 
change and 
data privacy 
are being 
referenced to 
encourage a 
higher 
turnout at the 
European 
Elections
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Advantages of Privacy by Design

“The difficulty of translating legal principles into 
actionable requirements have contributed to 
widen the gap between a legal compliance discipline 
managed by lawyers, on the one hand, and a 
dynamic innovation process driven by business 
managers and engineers on the other hand.” 

- European Data Protection Supervisor, 
Preliminary Opinion on Privacy by Design, 
Opinion 5/2018

The business conundrum of translating privacy by design in principle to privacy by design in practice has 
been widely recognised. The key to effective implementation is to weave Privacy by Design ‘check points’ 
into an organisation’s development and change processes so that privacy becomes part of the business 
fabric.   
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Questions?
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