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These are my own personal views; not those of any other person.

Not giving legal advice; if you want legal advice then seek it specifically 
& separately from your own legal advisor.
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Transparency, security & accountability

Article 5(1) - Personal data shall be:

a) “… processed lawfully, fairly and in a transparent manner…”

…

f) “… processed in a manner that ensures appropriate security of the 
personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures…”

Article 5(2):

“The controller shall be responsible for, and be able to demonstrate 
compliance with, paragraph 1”



Compliance & co-operation

“Taking into account the nature, scope, context and purposes of 
processing as well as the risks of varying likelihood and severity for the 
rights and freedoms of natural persons, the controller shall implement 
appropriate technical and organisational measures to ensure and to be 
able to demonstrate that processing is performed in accordance with 
this Regulation. Those measures shall be reviewed and updated where 
necessary”

Article 24(1)

“The controller and the processor and, where applicable, their 
representatives, shall cooperate, on request, with the supervisory 
authority in the performance of its tasks”

Article 31



Duty to secure – Article 32

1. Take into account the following:
a) state of the art; 

b) costs of implementation;

c) nature, scope, context and purposes of processing;

d) risk of varying likelihood and severity for the rights and 
freedoms of natural persons.

2. Then controller and processor must:
‘implement appropriate technical and organisational 
measures'

3. To:
'ensure a level of security appropriate to the risk’.
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Security measures that:

1. Provide 'pseudonymisation and encryption‘;

2. 'ensure the ongoing confidentiality, integrity, 
availability and resilience’;

3. 'ability to restore the availability and access to 
personal data in a timely manner’;

4. 'a process for regularly testing, assessing and 
evaluating the effectiveness of technical and 
organisational measures’.
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Breach notification to DPC

“In the case of a personal data breach, the controller shall 
without undue delay and, where feasible, not later than 72 
hours after having become aware of it, notify the personal 
data breach to the supervisory authority… unless the 
personal data breach is unlikely to result in a risk to the 
rights and freedoms of natural persons. Where the 
notification to the supervisory authority is not made within 72 
hours, it shall be accompanied by reasons for the delay”.
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What is a personal data breach?

”…a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data transmitted, stored or otherwise processed”

Article 4(12)





1. An employee lost an unencrypted USB device containing personal 
information belonging to a number of colleagues and service users.

2. A  package containing consent forms and an unencrypted USB 
device had been sent using standard postal services

3. Phishing - a staff member had clicked on a suspicious website link 
and entered their credentials resulting in their email account 
becoming compromised.

4. An incident involving the transportation of hard-copy legal files 
containing special-category personal data.

5. A SIM card swap was requested and authorised on a mobile-phone 
user’s account by an unauthorised third party.



Is it a personal data breach (1)?

”…a breach of security leading to 
the accidental or unlawful 
destruction, loss, alteration, 
unauthorised disclosure of, or 
access to, personal data 
transmitted, stored or otherwise 
processed”



Is it a personal data breach? (2)

”…a breach of security leading to 
the accidental or unlawful 
destruction, loss, alteration, 
unauthorised disclosure of, or 
access to, personal data 
transmitted, stored or otherwise 
processed”



Is it a personal data breach? (3)

”…a breach of security leading to 
the accidental or unlawful 
destruction, loss, alteration, 
unauthorised disclosure of, or 
access to, personal data 
transmitted, stored or otherwise 
processed”



Do you need to notify?

”…destruction, loss, alteration, 
unauthorised disclosure…”

“… unless the personal data 
breach is unlikely to result in a 
risk to the rights and freedoms of 
natural persons”.



Are tests combined or sequential?

”…destruction, loss, alteration, 
unauthorised disclosure…”

“… unless the personal data 
breach is unlikely to result in a risk 
to the rights and freedoms of 
natural persons”.



Notification should:

1. describe nature of personal data breach

2. categories and approximate number of data subjects

3. categories and approximate number of personal data 
records

4. name and contact details of DPO

5. describe the likely consequences

6. describe the measures taken or proposed to address 
the personal data breach

• May provide information in phases

• Must document all breaches
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Notification to subject

• If breach '… likely to result in a high risk to the rights and 
freedoms of natural persons…'

• Must communicate to subject 'without undue delay‘.

• Notification should 'describe in clear and plain language' 
the consequences of breach, controller’s response and 
details of DPO.

• Do not have to notify if:

1. used encryption or similar

2. controller’s response has ensured risks to data 'no 
longer likely to materialise'

3. 'would involve disproportionate effort‘

• DPC may require that notification be given to subjects.  
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Article 82

'Any person who has suffered material or non-material damage as a 
result of an infringement of this Regulation shall have the right to 
receive compensation from the controller or processor for the damage 
suffered’.
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Conclusion – you need processes to:

1. Document everything:
i. Article 32;

ii. Article 33; and,

iii. Article 34.

2. Who decides:
i. Is it a security breach;

ii. Is it a personal data breach;

iii. Should you notify the DPC; and

iv. Should you notify subjects?



Thank you

Good afternoon


