Privacy Laws & Business Privacy Officers Network Roundtable

Progress report on the EU Data Protection draft Regulation at

the end of Italy’s Presidency of the European Union
11 December 2014, London
Host: Latham & Watkins, 99 Bishopsgate, London, EC2M 3XF

A Roundtable with

Paulo Silva, Legal Officer, Data Protection Reform Team, DG Justice, European Commission,
Brussels

Rory Munro, Head of the EU and International Data Protection Policy Team, UK Ministry of
Justice, London

David Smith, Deputy Information Commissioner and Director, Data Protection

Douwe Korff, Emeritus Professor of International Law, London Metropolitan University and
Associate of the Oxford Martin School of the University of Oxford

Programme

Each of the issues, as chosen by the participants, will be addressed by any combination of speakers
and the person(s) indicated. The comments under each point reflect those made by participants.
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Registration and coffee

Welcome
Gail Crawford, Partner, Latham & Watkins, London

Introduction to the Privacy Officers Network
Stewart Dresner, Chief Executive, Privacy Laws & Business

A high level progress report on the EU Data Protection draft Regulation negotiations
from the perspectives of Paulo Silva, Rory Munro and David Smith

Dispute resolution and the one stop shop for simplifying organisations’ contact with
DP Authorities and data subjects’ access to remedies in the EU Member State where
they reside/role of the Data Protection Board. (Arts. 51-77 and Art. 4 (13) for definition
of “main establishment”) Which is the lead authority? How will companies choose the one
stop shop if they have operations in many countries?

Introduction by a listed speaker and comments led by Gail Crawford, Partner, Latham &
Watkins

Explicit consent/profiling/right to object to processing/legitimate interests (Art. 6, 7, 20)
Will explicit consent replace implicit consent? Consent requirement and marketing. What is
the situation with legacy lists? In addition, profiling for marketing is seen as a benefit to
customers who prefer targeted and suitable marketing to their circumstances and needs.
Introduction by a listed speaker and comments led by James Milligan, DMA Solicitor,

The Direct Marketing Association (UK) Ltd

Coffee
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Mandatory or optional Data Protection Officers. Legal duties, role and independent
status of DPOs (Art. 35-37)
What are the qualifications required? Introduction by a listed speaker

Enforcement/fines (Arts. 73-79) /Enforcement against companies not based in the
European Economic Area/Conflict of laws, for example, disclosing personal data in
compliance with an order of a court based outside the European Economic Area (Art. 3
and Art. 43a). This puts branches and subsidiaries of companies based in the EU in a difficult
position when they are forced to respond to a request for information from an overseas
authority. Art. 43a states EU law will always take precedence. Discretion for DPAs to
determine the level of fines? Will good conduct and demonstration of accountability count?
How can companies demonstrate their accountability?

Introduction by a listed speaker and comments by Christian Pardieu, GE Corporate, Paris;
and Charlotte Mullarkey, Senior Professional Support Lawyer, Allen & Overy, London

Personal data/Anonymised data/pseudonymised data (Art. 4 (2) and Art. 83)
Introduction by a listed speaker

Interpreting and Applying the EU DP Regulation consistently throughout the EU
Douwe Korff, Emeritus Professor of International Law, London Metropolitan University and
Associate of the Oxford Martin School of the University of Oxford

Lunch

Right of access (Art. 15) What will change? The right of access is being used not for its
intended purposes but as a way of bypassing the court disclosure process. The draft
Regulation again is motive-blind, but there should be a route for a data controller to decline
access where there is clear evidence that other routes of redress are available to the data
subject. This is particularly relevant to unstructured data, such as that held in email systems.
Introduction by a listed speaker and comments by Robert Streeter, Data Protection & Privacy
Officer, News UK

Data minimisation (Art.5) The draft Regulation implies the need for very detailed data
retention policies. Although rules may be more easily applied to structured data (such as a
customer database), it would be expensive and impractical to attempt to delete data on such
a granular basis from unstructured systems, such as email and other communication tools.
Introduction by a listed speaker

Information required to be given to data information to the data subject and Art. 11 -
Transparent information and communication: Privacy policies (Arts. 11 and 14)
Information to individuals. Does the text require numerous consents to be captured
separately? Do the breach notification requirements require organisations to notify customers
whether or not there is any risk? The use of symbols is unlikely to be of much use to the
customer. Art. 14 - /notices are already too lengthy and just not read generally by data
subjects. The draft Regulation will only lengthen the policy/notice, making the concept of
"notice and consent" more ineffective. Alternative approaches?

Introduction by a listed speaker

Freedom of expression/Right to be forgotten (Art. 80) Will the Regulation's approach
follow that of the Google Spain case? What do controllers need to do? Will this Article allow
for disparate freedom of expression regimes across the EU? There is a risk that journalists
and others exercising their freedom of expression right will be unclear as to what is
permissible and what is not in different EU Member States. The inclusion of an exemption
specifically for the purposes of journalism is necessary to ensure that journalists remain free
to exercise their right across the EU.
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Introduction by a listed speaker and comments by Robert Streeter, Data Protection & Privacy
Officer, News UK

Tea

Data protection by design/Data protection by default (Art. 23)/Data Protection Impact
Assessments (Art. 33) These requirements have the potential to add unnecessary layers of
bureaucracy onto systems development and projects. Some assessments may be made by
discussion and therefore not be documented and informally done so by email. Will the draft
Regulation require formal, bureaucratic processes? In what circumstances will less formal
procedures be sufficient?

Introduction by a listed speaker

Breach notification and the appropriate test for whether breaches should be notified
(Art. 31 and 32)
Introduction by a listed speaker

Data Processor Responsibilities and Binding Corporate Rules for data processors
Introduction by a listed speaker

Other issues?
Next steps for the EU Data Protection Regulation

Close
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