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GDPR — a useful tool and
status changer for DPOs

Beverley Flynn reports on the changing status of Data Protection
Officers under the EU General Data Protection Regulation.

he EU General Data Protec-
tion Regulation (GDPR) is
coming to the UK and, with
it, the requirement for public author-
ities and certain other organisations
(whether data controllers or data
processors) to appoint a data protec-
tion officer (DPO) to assist with
compliance. Although the use of

DPOs is established in certain juris-
dictions, the mandatory DPO model
is new for the UK.

Whilst some UK organisations
have had an in-house voluntary
DPO function for some time, the
concept of a mandatory officer will

Continued onlp.3|

Companies prepare for new
regime as GDPR beckons

Organisations readiness varies and they cite the importance of top-
level support. Laura Linkomies reports.

PLE&B roundtable facilitated
the exchange of ideas and
experience on GDPR com-

pliance and readiness. It was clear
that while some organisations are
quite advanced in their preparations,
others have focused only on certain
areas and are waiting for more

guidance from the ICO and the EU

Article 29 DP Working Party.

The first topic to be discussed was
data mapping, which has been widely
regarded as a tool to get ready for the
GDPR’s accountability requirement.
While the general notification
requirement has been abolished,
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Guidance emerges on
GDPR but not on Brexit

The EU Art. 29 Data Protection Working Party issued guidance for
comment last December on GDPR implementation on the right to
data portability, Data Protection Officers, and on identifying a con-
troller or processor’s lead supervisory authority.

UK-based companies with international clients and associate compa-
nies are becoming increasingly busy preparing for the GDPR .
But those UK-based companies whose data processing is limited to
personal data of UK data subjects are still unclear about how the law
will apply to them in the period after the UK leaves the European
Union.

The reason is that there is no clarity yet as to what the UK future data
protection framework will look like for organisations with operations
wholly in the UK. The Information Commissioner, Elizabeth
Denham, is nevertheless planning GDPR guidance on children’s per-
sonal data and consent, and the ICO has updated its GDPR guidance
on its website to reflect guidance from the EU Art. 29 Data Protection
Working Party {p.13}. She considers that Brexit should not mean Brex-
it for data protection, and has been advising the government accord-
ingly. Matt Hancock, Data Protection Minister, has confirmed to Par-
liament that the GDPR will apply in the UK starting in May 2018, but
is keen to make wide use of the derogations available {p.12). Consulta-
tions are promised on the main changes. We will alert you when details
emerge.

In the meantime, companies_are advised to put a DPO in place or
appoint an external adviser {p.1}. But what about the UK’s EU ade-
quacy ? Will the UK have to apply for such an assessment in the
future and join the queue after Japan and South Korea? The new
Investigatory Powers Act may cause problems on that front due
to the extensive surveillance powers it permits if necessary and
proportionate.

Our knowledgeable UK correspondents bring you news, analysis and
compliance tips regarding security aspects and liability for companies
of the Internet of Things, data protection damages and data
breaches under the GDPR (p.14]}.

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports

Do you wish to contribute to PLEB UK Report? Please contact
Laura—TEimkomes; —Editor —(tel—=447 (0)20 8868 9200 or
email:|laura.linkomies@privacylaws.com) to discuss your idea, or
offer to be interviewed about your organisation’s data
protection/Freedom of Information work.
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DPOs ... from[p.1]

be new particularly for small and
medium-sized businesses. Businesses
that need a mandatory DPO will need
to ensure that any existing DPO role is
in line with the GDPR requirements.
The distinction between a mandatory
or voluntary DPO may also mean that
it takes some time for the industry to
embed these changes and appreciate
the value and advantages of each role.
In addition, there is potential for more
widespread use of external DPOs
(either
organisations) — again, a concept

individual consultants or
already used in other jurisdictions.

The recent EU Article 29 Data
Protection Working Party guidance
entitled “Guidelines on Data Protec-
tion Officers” (Article 29 Guidance)
gives some further granularity to the
position. The Article 29 Guidance
reflects the move towards an account-
ability-based compliance framework
and specifically states that DPOs will
be at the heart of the new legal frame-
work and facilitate compliance. So
how might the GDPR affect the role
of DPO?

GDPR REQUIREMENT —
VOLUNTARY OR MANDATORY?
Data controllers and data processors
must appoint a mandatory DPO in
any case where:

1. the processing is carried out by a
public authority or body, except
for courts acting in their judicial
capacity;

2. the core activities of the data con-
troller or data processor consist of
processing operations which, by
virtue of their nature, their scope
and/or their purposes, require reg-
ular and systematic monitoring of
data subjects on a large scale; or

3. the core activities of the data con-
troller or data processor consist of
processing on a large scale of spe-
cial categories of data (i.e. sensitive
personal data) or personal data
relating to criminal convictions
and offences.

UK legislation could also require
organisations to appoint a DPO in
other circumstances.

The Article 29 Guidance helps
clarify the meaning of “core activi-
“regular  and

ties”, systematic

monitoring” and “large scale” which is
useful. Core activities are considered
to be operations necessary to achieve
the data controller or data processor’s
goals. For example: in the case of a
hospital, processing health records for
patients” healthcare would count as a
core activity. For a security company
carrying out surveillance on behalf of
shopping centres, the surveillance
would be a core activity. Ancillary
support functions necessary or essen-
tial to an organisation simply to sup-
port the core activity of the business
itself would not normally be consid-
ered core, for example, payroll and IT
support. At this stage, the Article 29
Guidance does not give precise num-
bers but does give some helpful exam-
ples of what might be considered
“large scale”. This includes the track-
ing of data subjects via travel cards, the
processing of geo-location data of an
international fast food franchise’s cus-
tomers for statistical purposes by a
data processor specialising in that
service and the processing of personal
data for behavioural advertising by a
search engine.

The first step for in-house DPOs
will be to decide whether the manda-
tory DPO requirement applies, or
whether the DPO has the option of
retaining a voluntary status. The Arti-
cle 29 Guidance makes clear that
where a data controller is required to
appoint a mandatory DPO, it does not
follow that the data processor is also
required to do so. In practice, it may
be that more data processors may be
required to appoint mandatory DPOs
if they specialise in large-scale data
management. For the first time,
processors will be directly affected by
the legal requirements.

Even if the mandatory requirement
does not apply, the Article 29 Guid-
ance positively encourages the volun-
tary appointment of DPOs. The inter-
esting aspect for those sitting as
voluntary DPOs is the extent to which
the GDPR requirements can or do
apply and will impact on their role.

BUDGET AND FUNDING — A
USEFUL TOOL

The GDPR may well be a useful tool,
as it includes various legal mechanisms
to preserve the DPO’ independence
and efficacy. In particular, organisations

will need to ensure that:

1. their DPO is provided with the
necessary resources and access for
the DPO to perform tasks and
maintain  knowledge (this may
involve training);

2. the DPO reports to the highest
management level of the organisa-
tion;

3. DPOs are not given instructions
regarding the exercise of their tasks
and can act in an independent
manner;

4. DPOs are not
penalised simply for performing
their tasks; and

5. there is no conflict of interest with
the DPO’s other duties.

Failure to observe the rules in rela-

dismissed or

tion to DPOs could attract fines of up
to €10 million or 2% of worldwide
annual turnover, whichever is higher.
This may be a useful tool in the
armoury of those DPOs that are seek-
ing to secure budget, implement proj-
ects, obtain resources and looking to
fulfil ongoing training needs.

SENIOR MANAGEMENT BUY-IN
A possible frustration for those nomi-
nally in charge of data protection can
be a lack of resources or a senior spon-
sor. The GDPR introduces the concept
of a mandatory DPO positon, thus
securing the legitimacy of the role and
adding further gravitas. The GDPR
text together with the Article 29 Guid-
ance also provides useful further writ-
ten detail, which DPOs can point to in
order to ensure that they:

1. are invited to participate regularly
in both senior and middle manage-
ment meetings;

2. are present when decisions affect-
ing data protection implications are
made;

3. are someone whose opinion carries
weight, and if their advice is not
followed, relevant parties docu-
ment the reasons for not following
it

4. are promptly consulted in the case
of a breach;

5. are actively supported by senior
management possibly at board
level;

6. have sufficient time to devote to
their
shared roles;

activities  particularly  in

7. are given adequate financial
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MANAGEMENT

resources and infrastructure;

8. have their official designation com-
municated to the organisation;

9. have access to continuous training;
and

10. are given access to support within
the organisation.

DPO PERSONAL LIABILITY

There has been some concern that the
DPO may be personally responsible
for non-compliance with the GDPR.
The Article 29 Guidance makes clear
that mandatory DPOs are not per-
sonally liable and that it is still the
data controller or data processor that
bears the ultimate risk.

WHO CAN BE A DPO?
Appointing an external DPO:
Whilst the current trend of many
organisations is to appoint one inter-
nally, choosing the external DPO
model can also be an option when
carefully. The

provider may be either an individual

managed external
consultant or an organisation. How-
ever, they must have sufficient levels
of (i) expertise and (ii) professional
qualities, with knowledge of both the
business sector and the relevant
organisation to enable them to fulfil
their role. External DPO’s may be a
useful resource for small to medium-
sized entities, where the use of data
protection officers has not been
addressed, or so far been allocated on
a nominal basis.

Shared and single DPOs: A group
of  undertakings/companies  can
appoint a single DPO so long as the
DPO is easily accessible from each
establishment, i.e. the DPO is accessi-
ble by data subjects, the Supervisory
Authority and internally to the organ-
isation as a whole. Being able to com-
municate in the language of the desig-
nated Supervisory Authority and the
data subjects will be helpful here. A
DPO can then make use of others
within the organisation or have a
team. Note, in the case of a team,
there can be certain requirements to
give details of the DPO. For example,
there is a general requirement to pub-
lish the contact details of the DPO
(which need not include a specific
name). However, in the case of a
breach, the name of the DPO must be

given to the Supervisory Authority.

Educational qualifications: There
are no specific educational require-
ments, but the DPO must be able to
fulfil the criteria set out below. For
existing DPOs in their jurisdiction and
existing organisation, this is unlikely to
be an issue.

Expertise: The level of expertise
must be commensurate with the nature
and sensitivity of the personal data. For
example, if the processing involves sen-
sitive personal data or systematic trans-
fers outside the EEA, this would need
to be taken into account.

Professional qualifications: Although
no specific exam or certification
requirements are currently specified, it
is relevant that the DPO has expertise
in national and Furopean data protec-
tion laws and an understanding of the
GDPR. This is in addition to the
knowledge of the business sector and
the organisation itself.

Ability to fulfil tasks: Although a
given in most job descriptions, this is
understood to mean having the requi-
site personal qualities and also having
the ability and position within the
organisation.

Conflicts of interest: It is also a
requirement that the DPO fulfils its
tasks so as not to result in a conflict of
interest. This means the DPO must be
able to act in an independent manner,
although this in itself does not neces-
sarily prevent a team approach. The
DPO may have other roles in the
organisation provided it does not lead
to such a conflict. Notably, the Article
29 Guidance specifically suggests that
DPOs should not hold a position
which could lead them to determine the
purpose and means for processing per-
sonal data. As a rule of thumb, the Arti-
cle 29 Guidance suggests that senior
management positions such as Chief
Operating Officer, Chief Financial
Officer or Head of Marketing or HR or
IT may give rise to conflicts of interest,
but this is dependent on the organisa-
tional structure.

Enhanced rights against dis-
missal: Once the GDPR comes into
effect, mandatory DPOs will have
enhanced rights against dismissal and
legal rights to access to resources and
training. Therefore, it appears that the
enhanced workload that the GDPR
brings with it may not be without
some benefits to DPOs.

THE ROAD AHEAD

Having personally experienced being
in the position of both internal and
external Data Protection Officer, are
there any benefits to a company in hav-
ing an external DPO? Certainly cost-
sharing can be a financial benefit which
can bring with it greater efficiency and
cost savings. The advantage that an
external DPO can bring is an element
of independence, which is a require-
ment being sought under the new
regime to avoid the inevitable conflicts
of interests which an internal appointee
may face.

Under the new framework of the
GDPR, DPOs must have sufficient
knowledge of the business and may
need to be involved at significant deci-
sion-making stages. This means that
the logistics of a shared external DPO
with sufficient knowledge of the busi-
ness has the potential to be challeng-
ing. For example, all parties will need
to be aware that the external DPO
needs time to adjust to local company
culture and its organisational struc-
ture. Ultimately the aim must be to
encourage the business to facilitate the
DPO’s integration, and involve the
DPO at all levels whether HR, sales,
marketing or IT.

The road ahead is not likely to be an
immediately straightforward one, but
potentially there will be plenty of DPO
roles in the workplace and market - and
companies will quickly become accus-
tomed to having a useful DPO to bring
expertise and legal compliance to every
aspect of their business.

Beverley Flynn is head of Data Protection
at law firm Stevens & Bolton LLP and has
experience in-house as a data protection
officer.
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Roundtable ... from[p.1]

organisations still need to have a clear
picture of the kind of data they
process. They have to be accountable,
especially should they become subject
to an Information Commissioner’s
Office (ICO) audit. One organisation
explained that they routinely carry out
data mapping every year. Each team
has to review and update the previous
report. Senior information risk owners
have to know where the data is. The
organisation monitors incoming and
outgoing data flows — at least 40,000 of
them. Data has been gathered on a
spreadsheet and the intention is to put
it on the company Intranet. Each team
retains a copy and there is a copy cen-
trally, which can be accessed on the
Intranet if teams need to make changes.
The organisation is now assessing
the legal bases for data sharing. Confi-
dentiality audits are also being done.
This approach to mapping cannot be
developed overnight. It has to be
embedded in the culture of the organi-
sation. Last year was the first time staff
did it properly without too much
prompting. Each team has a spread-
sheet. The company looked into pur-
chasing data mapping software but this
would have cost the same as hiring one
more person, so did not purchase spe-
cialist software. Now they are looking
into an Information Asset Manage-
ment System, which may not fulfil all
requirements but has potential.

data, partly sensitive, ordinary per-
sonal data, and data that is not easily
identifiable. Data is mapped and each
system is given a risk score. That is
how they understand which systems
are most risky and need to be looked at
first. The challenge is knowing what
the regulator wants to see. And what
about the customer? Because of the
complexity of the systems, and how
they interrelate to each other, it is
extremely complicated. Some regula-
tors expect to see more than the prag-
Another  participant
thought that if the data mapping exer-

matic  ones.
cise is too detailed, it will never finish.
The DPA may want a high level view
but in practice there won’t be detailed
questions unless there is a complaint or
an audit.

Another company said that they
have this challenge internally as not all
data is protected sufficiently. They
know data is in the system, and they
can encrypt it, but in reality they
cannot fully secure it as the same data
can also be elsewhere. They need to be
able to produce the documentation
you would expect to see in a
notification to the DPA.

CONSTRUCTING A PLAN TO
ENSURE CONSISTENCY

It seems that the cost of putting in place
new processes and procedures has been
a surprise to many. Organisations may
have detailed plans but the difficulty is

in putting them into practice. One of

The cost of putting in place
new processes and procedures has
been a surprise to many.

Data mapping can sometimes
reveal a possibility to process data fur-
ther than was originally planned. Some
companies now want external consult-
ants to do data mapping. A better way
is to make people identify and develop
their own corporate cultures. Data
mapping can be used as a tool to see
what data there is and what needs to be
done in the future.

A company said that they have
2,500 systems, and more than 100 dif-
ferent types of data files. Data has been
classified into four systems; sensitive

the difficulties is how to engage the

whole company. Some companies
appoint Privacy Champions across the
organization. The Champions need
training and support as privacy is an
add-on to their day-to-day job. But
how to build a network between them?
Organisations need to make data pro-
tection relevant to the Privacy Champi-
ons. Sometimes the Champions are
required to provide metrics to monitor
opt-in rates, Internet usage, or sensitive
data being sent outside of the company.

But trying to use metrics is a very

difficult area as one is soon drowning in
a sea of numbers.

There was a discussion about using
software, and what would be the best
product. The problem seemed to be that
the products that participants had
looked at required the company to make
constant updates, and sometimes (when
monitoring many jurisdictions) a small
change in a compliance programme gave
an elevated compliance rating for that
country. It is good if there are tools but
some companies’ management thinks
that everything should be able to be
done internally.

LEARNING FROM THE GLOBAL
PRIVACY OFFICER

Dealing with many jurisdictions, and
trying to implement data protection
laws at global level, is a challenge for any
DPO.

A global company that regularly
manages cross-border data transfers said
that the biggest challenge was to manage
the expectations of US colleagues and
clients when there is an urgent need for
data from elsewhere in the world. In
Europe and Asia Pacific there is excellent
local knowledge and a strong voice, and
fortunately the American counterparts
listen to them. Embedding these rules
into the company culture requires much
work, such as e-learning. We should do
more to educate our colleagues on a con-
tinuing basis. Another participant said
that the US is concentrating on telco
issues, not much on privacy. It was
thought that cybersecurity is getting too
much attention just now — data security
is just part of data protection.

CULIIVATING POTENTIAL ALLIES

Fines and negative media attention get
people’s attention. One person said
that the DPO is regarded as everyone’s
ally. Information security experts sit on
the same committee with the DPO.
They are keen on the GDPR as they
see it as a way O get more resources.
The DPO also works with internal
audit, which is mainly box ticking but
data protection is often more about
making a judgement call. The impact of
the GDPR is not on compliance, but
on the people who are processing the
data in the business. It is important to
work with colleagues from different
departments to help them reach their
targets and think of what the company
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as a whole wants to achieve in the
future.

It was thought that the new Informa-
tion Commissioner, Elizabeth Denham,
will bring with her a new data protection
culture and companies may be faced
with more detailed questions. She has
also spoken in favour of directors’ liabil-
ity which will now be established under
the Digital Economy Bill.

Management are far more likely to
listen to the DPO if they need support
with a particular problem and the DPO
can help them to solve it. In some com-
panies there was no problem getting
data protection onto the board agenda.
Now business groups are preparing for
it and reporting to the DPO. The ques-
tions that come back are very specific, so
on some issues there is a need to wait for
guidance from the regulator. A com-
pany culture of much autonomy in dif-
ferent business areas makes it easier for
business units to understand that it is
their problem if an incident happens in
their area.

ATTENTION FROM MANAGEMENT
It is vital to know how people work -

top management will want to know
what the impact will be on the business.
Implementing GDPR is an operational
matter, not merely a compliance project
so a DPO should work together with IT
and legal departments.

Non-executive directors now under-
stand this is an issue, and cyber is getting
much attention. Audits can be really
helpful, as they flag any red areas.

It was thought that cyber security
gets much more attention from boards
than other DP issues. DPOs also need to
take onboard what the board members
say - maybe they have a valid point.
Even if not, DPOs have to adjust their
message so that they get what they want.
Do not take things personally, leave your
expertise behind, and just present that
one slide if that is all they want to see.

In some companies, the US head-
quarters totally ignore the GDPR. They
think it is about data security. Data pro-
tection is a hard slog - you just have to go
with what works work with each group.

By contrast, other firms provide sup-
port, and the DPO does not have to go to
multiple levels of management to achieve
results. This is a reputational issue more

than just scaring people about fines.

OBTAINING RESOURCES

A company that was previously heavi-
ly fined recruited a DPO for the first
time after the incident. But now there
is a need for help with the GDPR.
How to justify it? The compliance
team is huge, but only one person
works on data protection. The Privacy
Champions do not work for the DPO.
The other participants thought that
clever firms understand the current
demand for experienced DPOs. They
may leave if not happy with the
resources provided.

This roundtable was hosted by BT in
London on 23 November.
The EU Art. 29 Data Protection Working
Party on 16 December 2016 produced
guidance on GDPR implementation on
the right to data portability; Data
Protection Officers; and on identifying a
controller or processor’s lead supervisory
authority.
Seelec.europa.eu/newsroom/just/item-

- = —

EU Commission proposes e-Privacy Regulation

The EU Commission published a pro-
posal for a regulation on 10 January
2017 to revise the existing e-Privacy
Directive, with the aim to harmonise
regulation across the EU in this area.
The EU Commission aims to have the
Regulation adopted by May 2018 but it
needs to be debated and adopted both
by the European Parliament and
Council.

Wilson Sonsini Goodrich & Rosati
lawyers Sarah Cadiot and Laura de
Boel write that the proposal has a wide
scope as it would apply to all providers
of electronic communications services,
including over-the-top service
providers (OTTs) such as instant mes-
saging and web-based email.
there
changes to cookie provisions: “The

Importantly, would  be
Proposal maintains the requirement to
obtain prior informed consent for
using cookies and similar technologies
(e.g., spyware, web bugs, hidden iden-
tifiers, tracking tools, device finger-
prlntmg) unless using such technolo-
gies is necessary for:

1. the sole purpose of carrying out the
communication; or

2. providing an information society
service requested by the individu-
als.”

“However, the Proposal slightly
eases the rules by recognizing that con-
sent could be obtained via browser set-
tings and by creating an exemption
from the consent requirement for first
party analytics. In addition, the Pro-
posal requires browser providers to
allow individuals, during the initial
setup, to configure their browser to
prevent the use of cookies and similar
technologies. Individuals should be
informed of this option and asked to
select a setting upon installation.”

In addition, there would be stricter
rules on direct marketing by email.
“The e-marketing rules are extended to
apply to all communications means
(e.g., automated phone calls, instant
messaging application, social media
messaging, SMS, MMS, Bluetooth,
emails). Direct e-marketing to individ-
uals requires prior informed (opt-in)

consent, unless communications are
sent to existing customers regarding the
company’s own similar products or
services and the customers receive
means to opt-out at the time of data
collection and in each marketing com-
munication.”

The EU says that the proposal cre-
“Once

consent is given for communications

ates new business opportunities:

data, both content and/or metadata, to
be processed,
operators will have more opportunities

traditional telecoms
to use data and provide additional serv-
ices. For example, they could produce
heat maps indicating the presence of
individuals to help public authorities
and transport companies when devel-
oping new infrastructure projects.”
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Privacy breach damages: High
Court provides some insight

Awards in the TLT case range from £2,500 to £12,500 per person. Brian Johnston reports.

he Court of Appeal judgment in
Vidal-Hall et al v Google opened
the door to claims for “mere dis-
tress” (PLEB UK, May 2015, p. 1)). The
High Court judgment in TLT and others
v Secretary of State for the Home
Department! has now provided some

valuable insight into how damages for
such claims will be calculated and adds to
the growing body of case law in this area.

BACKGROUND

The case arose from the accidental publi-
cation of personal data by the Home
Office as part of a process known as the
family returns process. This refers to the
means by which children who have no
right to remain in the UK are returned
to their country of origin. As part of this
process, the Home Office publishes
quarterly statistics identifying only the
number of families affected and the out-
come in each case.

In October 2013, the Home Office
published the statistics on the UK
Border Agency website by making avail-
able a spreadsheet with two tabs. The
first tab contained the anonymous statis-
tics as intended. The second tab however
contained a substantial amount of per-
sonal data, including the name of the lead
family member; his or her age and
nationality; whether they had claimed
asylum; the office which dealt with their
case, from which the general area in
which they lived could be inferred; and
the stage which they had reached in the
family returns process. The error was
discovered almost two weeks later and
the spreadsheet taken down. It was dis-
covered that the details of 1,598 lead
applicants had been downloaded on 27
occasions by 22 different IP addresses in
the UK and by one in Somalia, and the
spreadsheet had been uploaded to a
website in the US where it was accessed
86 times.

The Information Commissioner’s
Office and those affected were notified
in December 2013 and January 2014
respectively. Following this, a small
number of those affected brought claims

for misuse of private information and
breaches of the Data Protection Act
1998 (DP Act).

JUDGMENT

The Home Office conceded the publica-

tion constituted misuse of private and

confidential information, and to pro-
cessing of personal data in breach of the
first, second and seventh principles set
out in Schedule 1 to the DP Act. It was
also accepted that, subject to proof,
damages are recoverable for mere dis-
tress “unless the judgment [in Vidal-

Hall] is overturned or qualified by the

Supreme Court”.

The judgment made determinations
on four contentious issues:-

1. It was held that the identities of the
children of the lead applicant could
be recovered despite not being
directly identified in the spreadsheet.
Given that the children’s’ identities
could be readily inferred by anyone
with knowledge of the family from
the name of the lead applicant and
the general area in which they lived,
the information published in the
spreadsheet also constituted the chil-
dren’s personal data. The same rea-
soning applied to the misuse of per-
sonal and confidential information.

2. The only applicable minimum
threshold that applies to the distress
experienced is the de minimis thresh-
old. This was not at issue on the facts
of this case.

3. The court rejected any comparisons
with “cases involving the deliberate
dissemination of private and confi-
dential information for gain by
media publishers or individuals
engaged in that trade, such as Max
Clifford”. The claims in this case are
to be considered closer to cases in
which claimants have suffered psy-
chiatric injury from an actionable
wrong, and awards for breaches of
the DP Act should not be out of kil-
ter with awards for less severe psy-
chiatric and psychological injury.

4. The court confirmed that damages

could be awarded for loss of the

right to control personal and confi-

dential information (following the
judgment of the Court of Appeal in

Gulati v MGN Ltd). However, this

was merely a factor to be taken into

account rather than constituting a

separate head of damage.

The court went on to consider the
facts of each claim and awarded damages
ranging from £2,500 to £12,500. The
judgment is a very useful illustration of
the importance of evidence and the fac-
tors the court will consider in assessing
relative strengths and weaknesses of
such claims.

CALCULATING DAMAGES
Consistent and truthful evidence of
distress experienced: The judgment
provides a useful comparison of the
impact that consistent and truthful evi-
dence will have on an award of damages.

Three of the claimants were TLT
(husband), TLU (wife) and TLV (daugh-
tet, 16 at the time of the judgment). The
judge highlighted the importance of the
truthful and unexaggerated nature of the
evidence provided by the claimants
notwithstanding the upsetting nature of
what they had to recount. In particular,
the judgment notes both TLT and TLU
“have significant computer skills and an
understanding of how the Internet
works” and how information can be
easily disseminated and accessed. In con-
trast, the claims and evidence of the
remaining three claimants PNA, PNB
and PNC did significantly less to
impress the judge. In particular, each of
the claimants’ witness statements had
been identical to TLT and TLU’s, includ-
ing concerns about the nature and extent
of further possible dissemination of the
posted information by particular users.
On questioning however they did not
know what an IP address was or its rela-
tionship to specific users. The judge dis-
regarded such evidence entirely in
making the award.

Rationality of the fears will be
taken into account:In awarding
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£12,500 to each of TLT and TLU, the
judge noted in particular that TLU had
been told a member of her family had
been taken into custody by Iranian
authorities and she had a genuine and
“not far-fetched” belief that the Iranian
intelligence agencies may have gained
access to the asylum application data,
and consequently feared for the safety of
their relatives in Iran. Similarly, PNB, a
Tamil refugee from Sri Lanka, had suf-
fered harrowing experiences of deten-
tion, torture and rape at the hands of the
Sri Lankan army. She escaped and suf-
fered acute shock as a result of the post-
ing of her information online. In addi-
tion, for two-and-a-half years she has
had to endure the “nagging fear” of the
Sri Lankan authorities because they
might have accessed the spreadsheet with
her details on it and could locate her.
PNB was awarded £6,000. In contrast
however, PNC feared her ex-pimp and
associates may track her down as a result
of the posting of her information online.
The judge did not consider there to be a
rational basis for this in contrast to state
agencies, and judged that it was “fanciful
to suggest that any private individual
might have searched the HO’s website in
October 2013, to look for references to
particular named individuals”.
Examination of the distress
personally experienced: Whilst an indi-
vidual’s claim may be subject to the
same facts, the courts will look closely
at individual circumstances before
making an award. TLV’s award of dam-
ages was reduced by £9,500 as, in the
judge’s view, she was “protected by her
youth and by the care which her parents
took to shield her from knowledge of
what was happening”. From a civil
damages perspective this also supports
arguments that it is not always in the
interest of the individual to be made
aware of the breach and that it may in
fact be more prudent to take steps to
“protect” or “shield” individuals. This
was further endorsed by the judge
rejecting an argument on the part of the
claimants’ that the Home Office was
not entitled to consider various options
for dealing with the incident including
affected
before determining its course of action.
A breach of confidence and loss of
trust will be considered: If an individ-
ual’s trust in an organisation has been

not notifying individuals,

damaged that may be a consideration.

PNA was a refugee of Pakistan who was
suffering from a major depressive disor-
der associated with post-traumatic stress
as a result of an abusive relationship.
PNA had divorced and obtained a
restraining order against her husband.
The judge found that PNA should be
compensated — her duty of confidence
had been breached and she could no
longer trust authorities (in addition to
fear of reprisals from her husband and
relations). PNA was awarded £3,000 in
this instance. It is easy to see how this
breach of trust may arise in many other
scenarios where organisations have given
commitments to protect personal
information.

Even a brief period of shock or dis-
tress may suffice: Sustained distress
and/or, fear is not required to sustain a
claim. Notwithstanding PNC’s irra-
tional fear of her ex-pimp and associates
tracking her down, the judge held she
had suffered an “unpleasant shock” at
the discovery. The judge noted that
whilst this shock lasted only for a few
months at most, this was sufficient, and
she was entitled to be awarded £3,000.

Awards should align with those for
moderate psychiatric and psychologi-
cal injury: Throughout the judgment
the judge was careful to note that the
awarding of damages were “not out of
kilter with the lower level of awards for
psychiatric and psychological injury of a
moderate kind”.

THE FUTURE OF PRIVACY CLAIMS

Firstly, the High Court judgment in
TLT provides a useful insight into the
factors that shall be taken into account
in determining damages to be awarded
for unintentional breaches (there was no
suggestion in this case that there had
been a deliberate misuse of the informa-
tion). Whilst the backgrounds and expe-
riences of the claimants in TLT are dis-
tressing and in some cases extremely
harrowing, it is easy to see how distress
could also arise in other more day-to-
day scenarios. One only has to look at a
number of recent security instances
involving banks, online dating sites, tel-
cos and Internet service providers to
appreciate the relative ease in which cir-
cumstances could arise where individu-
als could suffer shock and even fear
should information about their private
lives become  publicly  available.
Likewise, TLT also shows that the

courts will scrutinise such claims and
look closely at the facts presented before
awarding damages to a claimant.

Secondly, it remains to be seen how
the High Court would calculate damages
where there had been a breach arising
from conduct amounting to more than a
mere error. Some insight has been pro-
vided in the 11-13 July, London County
Court case of Brown v Commissioner of
Police of the Metropolis and Chief Con-
stable  of  Greater = Manchester
Police, (Claim Nos. 3YM 09078 and
A53YP250). The judge, in his decision of
7 October 2016, emphasised the diffi-
culty in assessing damages, noted that
global damages (i.e. no specific award for
a breach of the DP Act or misuse of pri-
vate information) will be determined
solely on the specific circumstances in
front of the court and rejected the con-
cept of a “£10,000 starting point” that
had been suggested by the claimant.

Finally, given that the government
has now committed to the European
Union General Data Protection Regula-
tion (GDPR) becoming part of UK law,
it appears unlikely that even a Supreme
Court judgment overruling Vidal-Hall
will have much impact on the growing
prevalence of claims for distress or
“non-material damages” (using the ter-
minology of Article 82). Indeed, the
GDPR will very likely increase the fre-
quency of such claims given that indi-
viduals will be permitted to bring claims
against controllers and processors and
may be permitted to mandate not-for-
profit organisations to bring such
actions on their behalf.

Brian Johnston is an Associate at

Bristows LLP.
Email: brian.johnston@bristows. com|

Bristows is the author and publisher of
The Data Protection Top Ten in
cooperation with  Privacy Laws &
Business. There is a free related event on
22 February (PL&B’s 30th Anniversary
month) starting at 5.30pm. at Bristows’
auditorium, London. To register, email

lglenn@privacylaws.com|
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Is your Internet of Things device
The Weakest Link?

Organisations should adopt transparent privacy policies and ensure that strict privacy and
security settings apply automatically once a customer acquires a new loT device.
By Nicola Fulford and Rebecca Michael.

owards the end of October
2016, Dynamic Network Serv-

ices, Inc. (Dyn) fell victim to
one of the world’s largest Distributed
Denial of Service (DDoS) cyberattacks
which brought down major Internet
sites across Europe and the US, includ-
ing Twitter, Netflix and Spotify. Dyn
provide a domain name system (DNS)
service?; a vital part of the Internet’s
infrastructure.

The attack was coordinated prima-
rily using an extremely powerful and
disruptive type of malware known as a
“Mirai” botnet that is capable of carry-
ing out large-scale cyberattacks. Mirai
botnets infect (or “take over”) hun-
dreds of thousands of Internet of
Things (IoT) devices, such as digital
cameras and Digital Video Recorders
(DVRs), which are then coordinated by
the hacker into bombarding a server
with junk messages until it becomes
overloaded and collapses under the
strain (hence the term Denial of Serv-
ice). The affected IoT devices are usu-
ally protected by little more than fac-
tory-default usernames and passwords
which are easy to guess and often
cannot be changed, and, notably, do
not have security software installed on
them. The Dyn assault clearly demon-
strates that the IoT eco-system is only
as strong as its weakest link, meaning
that every poorly secured device that is
connected online potentially affects the
security and resilience of the Internet
globally?.

With research analyst, Gartner, pre-
dicting that nearly 21 billion IoT
devices (excluding PCs, tablets and
smartphones) will be in operation by
20204, the need to address the security
risks around IoT devices must be a pri-
ority. Perhaps the biggest risk of all
relates to the security of data stored on
each IoT device. Data (including per-
sonal data) is the life blood of IoT, and
IoT devices

collect, process and

exchange huge quantities of it using

electronics, software, sensors and
network  connectivity which are
embedded within them. IoT devices
then use this data to anticipate user
needs and provide customers with per-
sonalised services and convenient solu-
tions. However, many household IoT
devices similar to the ones hacked
during the Dyn attack simply have not
been designed with security or inter-
connection in mind, and the privacy
and security aspects of IoT devices are
often overlooked in the rush to get

them to market.

IMPACT OF DATA PROTECTION BY
DESIGN UNDER THE GDPR

The EU General Data Protection Reg-
ulation (GDPR) will apply in the UK,
from 25 May 2018 and will, no doubt,
force manufacturers of IoT devices to
take the issue of data security much
more seriously than they have done to
date. Businesses will be required to
comply with the “data protection by
“data protection by
default” concepts included in the new

legislation5 .

design” and

The concept of Privacy by Design
already exists under the current law as a
means of assisting organisations
comply with their obligations under
the Data Protection Act 1998 (DP Act),
but it is not a legal requirement as such.
The GDPR gives this concept a statu-
tory footing and will apply to all busi-
nesses involved in developing and
designing products (including IoT
devices), applications

which involve the processing of per-

services and

sonal data. They will be subject to a
specific legal obligation to take into
account data privacy at the outset
during the initial design stages of a
project, as well as throughout the
whole lifecycle of the relevant product
or service. Organisations looking to
procure such a product or service from
a supplier will equally need to check
that those obligations have been met by

the supplier concerned.

One of the main benefits of com-
plying with this obligation from an
operational perspective will be that
organisations will be able to build
better, more efficient products than the
potentially products
which may result from addressing pri-

cumbersome

vacy as an afterthought. Designing
projects and processes with privacy in
mind will undoubtedly increase aware-
ness of privacy and data protection
across an organisation and make it
much more likely that the organisation
will be legally compliant. In order to
successfully comply with this obliga-
tion, organisations will need to secure
buy-in from key internal departments
(such as the IT, Information Security
and Marketing teams), and have the
backing of the Board in terms of time,
commitment and financial investment.
Consumer trust in the way organi-
sations treat personal data will be given
a much needed boost if businesses
adhere to the new legal requirement
and also the approved certification
mechanisms created under Article 42 of
the GDPR in order to demonstrate
compliance with the data protection by
design and default principles. A recent
ICO survey® showed that only one in
four UK adults trust businesses with
their personal data’; a view which must
be challenged head-on in order to allow
the IoT market to reach its full poten-
tial. Indeed, one of Elizabeth Denham’s
fundamental objectives during her five-
year term as Information Commission
is to build a culture of data confidence
in the UK. In her first speech as Infor-
mation Commissioner in September
20168, she directed the following com-
ment at businesses: “The impetus is on
you. The exponential opportunities of
data give you a position of power and
with that comes great responsibility. If
you want to innovate using personal
information, you need to take that
responsibility seriously”. Notably, she
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warned that it is for businesses to stand
ready to demonstrate legal compliance.

Organisations will be further incen-
tivised to take data security more seri-
ously due to the significantly higher
fines which could be imposed under
the GDPR for data security breaches.
Controllers (and processors) could be
liable for administrative fines of up to
€20 million or, up to 4% of the total
worldwide annual turnover of the pre-
ceding financial year, whichever is the
greater. These eye-watering figures
alone will provide a sharp incentive for
businesses to pay attention to their
compliance strategies, and no doubt
grab the attention of any company
boardroom.

In addition, negative publicity and
damage to reputation are likely conse-
quences of any data security breach
which, in turn, will reduce a company’s
market value. It is likely, then, that we
will start to see company investors
insisting on organisations putting in
place appropriate privacy safeguards
and restrictions (in compliance with the
GDPR) in order to minimise risk to
brand reputation and, of course, to
protect their investment.

LIABILITY FOR DATA SECURITY
BREACH

IoT devices can range from fitness and
healthcare wearables (e.g. Fitbit; med-
ical-device wearables) to smart home
devices (e.g. Amazon FEcho; Nest
Cam), and, as a result, the data being
collected by them can, in some
instances, be highly personal and sensi-
tive?. This therefore raises the question
of which party would be liable in the
event that personal data related to an
ToT device is misused, accessed unlaw-
fully, lost or corrupted?

The issue of liability in the case of
an IoT data security breach is highly
complex due to the interconnected
nature of IoT devices and the multiple
(often geographically disparate) stake-
holders involved in their operation.
The IoT device manufacturers them-
selves, retailers, data aggregators, appli-
cation developers, and network opera-
tors may all attract liability. It will be
particularly confusing for a consumer
who is the subject of a data breach
looking for a source of recourse. In
some instances, it may even be impossi-
ble for a consumer to identify which

party is at fault for a data security
breach, a worrying thought for a con-
sumer who has entrusted an organisa-
tion with large amounts of (sensitive)
personal data.

That said, if the data security breach
in question has been clearly caused by
an organisation (controller or proces-
sor) which falls within the territorial
scope of the GDPR, it will, under that
legislation, be required to notify both
the relevant supervisory authority (i.e.
the ICO in the UK) and the affected
data subjects “without undue delay”.
This obligation will apply in the case
where the personal data breach is likely
to result in a high risk to the data sub-
jects concerned!C. As a result, it will be
clear to the relevant data subjects where
liability rests, and they will be able to
enforce the remedies available to them
under the GDPR, including the right to
an effective judicial remedy against the
controller or processor and the right to
compensation.

In the case where the cause of the
affected breach is simply not known or
cannot be easily established, it would
be fairly logical for a consumer to try
and bring a claim against the retailer
which sold the relevant IoT device to
him or her on the basis that there is a
contractual nexus between the parties.
This, in itself, is likely to raise concerns
for those parties in the interconnected
IoT chain who have a more customer-
facing relationship with consumers.
Should they, from a customer service or
reputational perspective, assume liabil-
ity to a consumer when in all likelihood
they will not be at fault themselves?
And what would be the position if
improvements to the security of a
device have been delivered through
patches or further releases and a con-
sumer failed to install them? Would the
consumer be at fault in this instance
and, therefore, not entitled to seek
redress from the retailer or manufac-
turer? Retailers should in any case
ensure they have adequately backed-off
their liability to the IoT device manu-
facturer (and other relevant parties),
and take out appropriate insurance.

Likewise, the IoT device manufac-
turer should, in turn, ensure that it puts
in place contracts with each relevant
stakeholder, application
developers, third-party suppliers of

including

software and electronics, and the

consumers themselves, which (amongst
other things) clearly set out how
liability will be divided between the
parties, and include appropriate liabil-
ity caps and exclusions (to the extent
they may be permitted by applicable
law). This contractual network may
work in a relatively simple IoT eco-
system, however, as the number of
devices explodes and the ecosystem
gets ever more complex, it will become
increasingly =~ unmanageable  and
impractical.

Perhaps the best way of avoiding or
minimising liability for security data
breaches in the first place is to address
the security risks around IoT devices
by complying with the data protection
obligations and applicable certification
mechanisms set out in, or developed
under, the GDPR; and, more generally,
by complying with European or inter-
national minimum IoT security stan-
dards, as and when they have been
developed and adopted. By doing so,
the security of the IoT eco-system will
increase, making it less vulnerable to
attack as a result.

ACTION POINTS FOR COMPANIES

DEVELOPING IOT DEVICES

When developing an IoT device, com-

panies should consider adopting the

following action points:

1. Obtain early buy-in from various
key departments across the busi-
ness (IT, Information Security,
Legal, Marketing), and ultimately
the Board, for introducing organi-
sational measures, policies and pro-
cedures and making the increased
investment in the product neces-
sary to comply with the DP Act /
GDPR requirements.

2. Undertake a Data
Impact Assessment prior to the

Protection

launch of an IoT device in order to
understand where the risks to per-
sonal data lie, and how they can be
mitigated both technically and
practically. It is also important for
businesses to be clear on what data
will be collected, what the business
intends doing with the data, who
any data will be shared with and
why, and so on.

3. Implement appropriate technical
and organisational measures in
order to protect personal data
processed by an IoT device,
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including by implementing the

principles of data protection by

design and default. These measures

could, for example, include:

* minimising the personal data
processed  (‘data
tion’);

minimisa-

¢ pseudonymising personal data
as soon as possible;

® being transparent about how an
organisation will process per-
sonal data;

e enabling the data subject(s) to
monitor data processing; and

e enabling the organisation to
create and improve security
features.

4. Organisations should, from a

practical perspective:

e ensure that the strictest privacy
and security settings automati-
cally apply once a customer
acquires the new IoT device
and no manual changes to the
privacy settings are required by
the user (privacy by default’
principle); and

e implement best industry prac-
tice password policies; and
require that consumers change
passwords on a regular basis
and install security patches
promptly when released (or,
ideally, automate this for secu-
rity-related updates only).

5. Put in place a transparent privacy
policy  which
accurately sets out what data will

clearly  and

be collected by the organisation,
how it will be used and to whom it
will be transferred. Given the fact
that many IoT devices have limited
or no user interface to display
lengthy text and may collect data
about multiple data subjects, man-
ufacturers will need to consider
how best to notify consumers of

1 The headline is a reference to Anne
Robinson / the BBC’s game show, The
Weakest Link.

2 The DNS ( Domain Name System) is
essentially the “phone book” of the
Internet which translates a web
address (such as
http://www.privacylaws.com) into the
correct Internet Protocol address to
contact (e.g. 109.228.21.80) in order to
allow the relevant website to be
displayed in a user’s browser (e.g. the
Privacy Laws and Business
homepage).

3 As aptly described by the Internet
Society in the article “The Internet of
Things (IoT): An Overview;
Understanding the Issues and
Challenges of a More Connected
World”, October 2015; Karen Rose,
Scott Eldridge, Lyman Chapin.

4 Gartner press release, 10 November

2015 at www.gartner.com/newsroom|
[id731653171

its privacy policy, and any
subsequent updates to it.

Nicola Fulford is a Partner and Head of
Data Protection and Privacy, and
Rebecca Michael is a Commercial
Technology Senior Associate at Kemp
Little LLP.

Emails: Nicola. Fulford@kemplittle. coml
B Wi = i I

5 Both concepts of “data protection by
design” and “data protection by default”
are codified in Article 25 of the GDPR.

6 1CO commissioned Annual Track 2016
report, carried out by Citizenme.

7 High street banks are, according to the
ICO report, the most trusted, with
Internet brands being the least trusted.

8 Speech delivered by Elizabeth
Denham, Information Commissioner,
on 29 September 2016, entitled
“Transparency, trust and progressive
data protection”.

9 Data recorded on loT devices can also
be used in ways vastly different from
that originally imagined. For example,
data recorded by an Amazon Echo
device has been recently requested
from Amazon by police authorities in
Arkansas, US, to investigate what data
may have been recorded while a
murder was taking place in the
suspect’'s home.

10 Articles 33 and 34 of the GDPR.

Denham reduces charities’ fines

The ICO announced on 6 December
that it has fined The Royal Society for
the Prevention of Cruelty to Animals
(RSPCA) and British Heart Founda-
tion (BHF) £25,000 and £18,000
respectively.

The Information Commissioner,
Elizabeth Denham, has exercised her
discretion in significantly reducing the
level of the fines, taking into account
the risk of adding to any distress caused
to donors by the charities” actions, par-
ticularly in the context of potential fur-
ther penalties in the sector as a result of
ongoing investigations.

The RSPCA and BHF were part of
a scheme called Reciprocate where they
could share or swap personal data with
other charities to get details of prospec-
tive donors. Typically the data included
names, addresses, last donation date
and amount, Gift Aid status and

whether they were a regular donor, the
ICO says. Both charities gave donors
the chance to opt out of allowing their
data to be shared with “similar organi-
sations” but the ICO found this
description to be vague. The ICO
found the charities did not provide
people with enough information to
make a decision to opt out.

The organisations secretly screened
millions of their donors so they could
target them for more money, the ICO
says. The charities also traced and tar-
geted new or lapsed donors by piecing
together personal information obtained
from other sources, and traded personal
details with other charities creating a
massive pool of donor data for sale.

“Our investigations suggest that
the activities we’ve fined the RSPCA
and the British Heart Foundation for
are also being carried out by some

other charities.”

“This widespread disregard for
people’s privacy will be a concern to
donors, but so will the thought that the
contributions people have made to
good causes could now be used to pay a
regulator’s fine for their charity’s

misuse of personal information,”
Denham said.
o See L ~the-1 -

o The enforcement notices, dated 5

December 2016, are atlico.org.uk/medial

laction-weve-taken/mpns/1625539/bhf-|
lpn-20161209pdff  and  [licoorguk/
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UK government keen to apply
‘GDPR flexibilities’

The government will consult stakeholders on key measures, Data Protection Minister says.

By Laura Linkomies.

f you think that preparations for
the new UK data protection

regime, to follow the EU Data Pro-
tection Regulation (GDPR), and for
Brexit have gone all quiet, the Data
Protection Minister, Matt Hancock,
assures organisations that this is not the
case. Speaking in Parliament on 12
December, Hancock said that the gov-
ernment expects the UK to be still in
the EU when the GDPR will apply
from May 2018.

“It is right to update our data pro-
tection regime not only because we will
still be in the EU, but because it is time
to update it, given the enormous
changes that have taken place.”

It is clear though that the govern-
ment wants to make the most of the
areas where EU Member States are
allowed national interpretation: “We
were clear in the negotiations on the
GDPR that any new data protection
legislation needs to meet the need for
high standards of protection for indi-
viduals’ personal data while not placing
disproportionate burdens on busi-
nesses and organisations. The UK was
successful in negotiating a more risk-
based approach to the GDPR, allowing
for greater flexibility in relation to the
regulation’s mandatory requirements,
such as on data protection impact
assessments and data protection offi-
cers. We want a scheme that works
effectively, protects data and is flexible
to ensure that our data economy
thrives. Therefore, we were successful
in negotiating a reduction in some of
the red tape and bureaucracy for ordi-
nary businesses whose primary activi-
ties are not data processing but who
have data that need to be protected. We
succeeded in the negotiations to give
greater discretion to the UK’s Informa-
tion Commissioner in the way it
enforces breaches of the regulation.”

Hancock was asked a series of ques-
tions about implementation of the
GDPR: “We now need to press ahead
with implementation. It will become

directly applicable in UK law on 25
May 2018, but a lot of preparatory
work needs to be done in the mean-
time, both in government and by busi-
nesses throughout the country. We are
now working on the overall approach
and the details of that implementation.
Details of any new legislation in this
area will be made in due course and
announced in the normal way, but... we
are considering these matters in great
detail as we speak.”

Hancock said that businesses have
already done much work to prepare for
the new regime, but there is much more
to do to ensure that their processes and
practices are aligned with the GDPR.
“The Information Commissioner is
providing regular updates on the steps
that organisations and individuals
should take to prepare for the new legal
framework and will continue to pro-
vide guidance over the next few
months. We plan to consult with stake-
holders on key measures where we
have the opportunity to apply flexibili-
ties.... in the regulation to maximise
and to protect our domestic interests
and to get the balance right between
delivering the protection that people
need and ensuring that the regulation
operates in a way that ensures that the
UK’s data economy can be highly suc-
cessful. For example, one measure will
be on what the age of consent should be
for children who wish to access infor-
mation services. We want a data protec-
tion framework that works best for the
UK and meets our needs. Those con-
sultations will be forthcoming.”

Hancock explained that on the ques-
tion of adequacy, it is an international,
not just an EU-wide matter. “We have
made progress in our argument within
the EU that data localisation rules are
not appropriate. That is a live issue in
the EU at the moment. There is also
work to be done between now and
2018 to make sure that we achieve a
coherent data protection regime and
that data flows with the EU are not

interrupted after we leave. The Gov-
ernment are considering all options for
the most beneficial way of ensuring
that the UK’s data protection regime
continues to build a culture of data
confidence and trust that safeguards
citizens and supports businesses in a
global data economy.”

“Without having been able to pre-
judge the publication of consultations
and of legislative plans, I hope that I
can reassure [the hon. Gentleman and
the tech industry in the UK] that we are
doing all we can to ensure that our
future data standards are of the very
highest quality, including their interna-
tional links, and that we get the balance
right between ensuring the high levels
of protection that individuals and
companies need and ought to expect
with the appropriate levels of flexibility
to make sure that our data economy
can be one of the strongest in the
world.”

DiGitaL EcoNoMY BILL

The Bill, which had its second reading
in the of Lords on 13
December!, would introduce new data

House

sharing powers in order to improve
public services.

The minister told MPs last Decem-
ber that the Bill is drafted according to
the Data Protection Act, not the
GDPR. “It is not possible to draft leg-
islation in anticipation of future legisla-
tion; that is not how the body of legis-
lation works. If and when legislation is
proposed to amend an existing system
such as the Data Protection Act, one
expect 1t to
amendment to the Digital Economy

would include an
Bill, should this Parliament enact it, in
order to make it consistent. That is how
legislation is made in the UK. It is nei-
ther possible nor logically sensible to
legislate in anticipation of future legis-
lation, even if we fully expect it to come
into force. All of the existing statute
and the Digital Economy Bill, which is
currently before the other place, are
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drafted with reference to the existing
regime because the Bill will come into
force before the expected future regime
comes into existence in 2018.”

The Ministerial Support Team at the
Department for Culture, Media and Sport
wrote to PL&B on 21 December 2016:

“The Department is unable to speculate on
the UK’s negotiating strategy, however, as
part of plans for the UK’s exit from the EU,
we will consider carefully how best to
maintain our continued ability to share,
receive and protect EU data with other EU
Member States.”

“The Information Commissioner’s Office
(ICO) will continue to play a vital role in this

The full debate is at: hitp:ZZbit Iy/2ITNX|

transitional period, in helping organisations
prepare as best they can for the
implementation of the regulation. DCMS
officials continue to maintain close contact
with the ICO during the transitional period.”
“The UK is signed up to the 1981 Council of
Europe Convention 108, which is currently
being amended. The UK has been active
during these negotiations to ensure the
amendments continue to be balanced;
through protecting the rights of an individual
but at the same time not creating additional

1 There is no date yet for the
Committee stage in the House of
Lords

burdens for business. The UK’s compliance
with the terms of this Convention will
continue for as long as it remains a
signatory to it, including after it has left the
EU.”

For a copy of PL&B’s recommendations
and questions to Matt Hancock, Data
Protection Minister, and the response from
the ministerial support team, please email

lglenn@privacylaws.coml

|ICO updates its GDPR guidance

The ICO has added some information
to its GDPR guidance document, indi-
cating the areas where the EU Article
29 Data Protection Working Party will
issue guidance, and areas on which the
ICO is currently concentrating.

The ICO aims to publish guidance
in early 2017 on contracts and liability,
consent and children’s data.

“As we develop the Overview we
will treat it as a living document,
expanding the text as necessary to
cover particular points as they develop.
The Overview currently follows the
structure of the GDPR; we will add
further sections to cover cross cutting
issues as necessary e.g. data sharing or
profiling,” Information Commissioner,
Elizabeth Denham said.

The EU Article 29 Working Party
(WP29) is planning the following

guidance:

1. Consent
Transparency
Profiling

High risk processing
Certification
Administrative fines
Breach notification

NS E D

Data transfers.

“Where we decide it is appropriate
to go ahead and develop ICO guidance
on issues not currently being consid-
ered by the WP29, we will incorporate
it into the Overview. This guidance
may take some content from existing
DP Act guidance, where it is still rele-
vant. In the event that the WP29 decide
to consider a topic we have already
worked on we will be in a position to
provide input based on the products we
have already developed, whether that is

guidance or background policy think-
ing as mentioned below,” Denham said.

The ICO is currently considering
whether it can provide any further
detail over and above the Article 29
Working Party guidelines on Data
Protection Officers.

o See updated guidance at lico.org.uk/

kreform/

o Denham’s lecture on GDPR and
accountability, addressed to the Institute
of Chartered Accountants in England
and Wales, with an emphasis on their role
as intermediaries who can influence good
practice for their clients, was delivered 17
January, and is at lico.org.uk/about-the-|
lico/news-and-events/news-blogs-and-|
lspeeches/2017/01/gdpr-and-|
laccountability/

o events diary
\Y
The GDPR and Retailing:
Consent, Profiling and
Disruptive Technologies
4 May 2017
London
This one-day conference held in
conjunction with DWF LLP, London will
consider topics including:
® The impact of Brexit on GDPR
® Consents under the GDPR
® Tracking in the Physical and Digital Worlds
® |CO Keynote: Helping online and offline

retailers prepare for data protection
reform
® Roundtable discussion
® Disruptive technologies in the retail
sector, and some of the challenges they
pose for responsible retailers
® When to litigate
Speakers include: Elaine Fletcher, Director,
DWEF LLP; David Cole, Managing Director,
fast. MAP; Garreth Cameron, Group
Manager, Business and Industry,
Information Commissioner’s Office;
Dominic Stinton, Partner and Cyrus New,
Associate Partner, Data Reply; Andreas
Klug, Global Head of Privacy
and Group Privacy Officer, Worldpay;
Timothy Pitt-Payne, QC, 11KBW;
John Benjamin, Partner, DWF LLP;

Valerie Taylor, Consultant, Privacy Laws &
Business.

See WWW.prvacylaws.com/Events/Other
Lne-GER-gnd-refaiing-Consent-

profiing-and-disrupfive-technologies/

PL&B 30th Anniversary
International Conference:
Promoting Privacy with Innovation
3-5 July 2017

St. John’s College, Cambridge

Join the world’s longest running
independent international privacy
conference.

Early bird 20% discount available until
14 February

WWW.Drvacyiaws.com/annualconierencel
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Lessons from the Dutch data
security breach regime

The sanction-heavy EU General Data Protection Regulation, with its mandatory breach
notification regime, will be upon us in less than 18 months, and businesses are well
advised to start planning now. By Rebecca Cousin and Cindy Knott.

0 assist organisations preparing
and implementing a plan to
ensure that they will be compli-

ant with the EU General Data Protec-
tion Regulation (GDPR), this article
looks at what lessons can be learnt
from the mandatory data security
breach regime in the Netherlands, as
well as practical lessons from previous
incidents which we have advised on.

THE GDPR’S BREACH
NOTIFICATION REGIME

The GDPR’s mandatory breach notifi-
cation regime deals with breaches of
security leading to the loss, destruc-
tion, alteration, unauthorised access to
or disclosure of personal data (referred
to as “breaches” or “data breaches” in
this briefing and as “personal data
breaches” in the GDPR).

Under the EU Data Protection
Directive (95/46/EC), there is no
mandatory notification requirement
for data breaches. However, in the UK,
the Information Commissioner’s
Office has advised data controllers to
notify it of any serious data breaches
they suffer and, at the same time, to
consider whether a notification needs
to be made to the affected individuals.

Under the GDPR, a data controller
must:
¢ Notify the relevant DPA of a per-

sonal data breach without “undue

delay” and, where feasible, within

72 hours of becoming aware of the

breach, unless the breach is unlike-

ly to result in a risk to the “rights
and freedoms” of the relevant indi-
viduals. If a notification is not
made within 72 hours, the data
controller must provide the DPA
with reasons for the delay; and
e Notify the relevant individuals of a
personal data breach without
“undue delay” where that breach is
likely to result in a high risk to
their “rights and freedoms” except
where the personal data concerned

is unintelligible, for example
through encryption, or steps have
been taken to ensure the relevant
risk will not materialise, or notifi-
cation would involve dispropor-
tionate effort.

The GDPR thus takes us from a
voluntary to a mandatory regime,
requiring breaches that meet a certain
threshold to be notified to the rele-
vant Data Protection Authority
(DPA) and in some cases to the
affected individuals too.

A failure by a controller to notify
the DPA or the affected individuals of
a breach will not only result in DPA
scrutiny and bad PR, but also in a fine
of up to 2% of the controller’s annual
global €10 million
(whichever is higher).

turnover oOr

However, if a failure to notify is
considered to be linked to the underly-
ing data breach, the two combined may
fall under the aggregate maximum cap
of 4% of annual global turnover or €20
million (whichever is higher).

THE DUTCH DATA BREACH

REGIME

In January 2016, the Netherlands

introduced a mandatory breach notifi-

cation regime. At Slaughter and May’s
annual Data Protection and Privacy

Forum in November, we held a series

of roundtable sessions on the practical

lessons businesses could derive from
mandatory regimes such as in the

Netherlands.

The Dutch breach notification
regime requires data controllers to:

* Notify the Dutch DPA of a per-
sonal data breach where there is a
considerable chance of serious

adverse effects on the privacy of

individuals. Although the legisla-
tion does not specify a maximum
time period for notification, the

Dutch DPA’s guidelines indicate

that notification to the regulator

should be made within 72 hours;

and
e Notify data subjects where there is

a considerable [likelihood of the

breach adversely affecting the pri-

vacy of the relevant individuals.

Whilst the wording in the Dutch
legislation differs from the GDPR, in
practice there are sufficient similarities
between the two regimes for the Dutch
experience to foreshadow the new
GDPR requirements. This is due in
part to guidance issued by the Dutch
DPA on how the law should be
applied, resulting in the threshold for
breach notification being lower than
expected.

The biggest challenges that had
arisen for businesses under the Dutch
regime were:

Timeframe for analysis: Identify-
ing sufficient information for analysis
within the timeframe was the key chal-
lenge. In some cases it had appeared
that a notification would be required
only for the IT team to identify at the
last minute that the personal data
which was thought to meet the thresh-
old was not affected by the security
breach. Likewise, ensuring that poten-
tial breaches are escalated swiftly rather
than being viewed, for instance, simply
as an IT issue has caused problems.

Uncertainty as to the threshold
for notification: Given the risk based
approach built into this threshold, it is
hard to draw a clear line as to what is
or is not notifiable. In the early days of
the Dutch regime, businesses had
taken a cautious approach and most
likely over reported. With the benefit
of their experiences through 2016,
businesses are now refining what they
report.

Dealing with outsourced
arrangements: Most businesses out-
source at least some of their activities
and this puts even greater pressure on
obtaining the necessary (and accurate)
information within the

period.

requisite
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The information required for the
notification: As a practical point, the
Dutch form of notification requires
very detailed information to be
included. Businesses have learnt that it
is best to notify the DPA without all
the information initially as they can
follow up with the missing items.

Under the GDPR the issues set out
above are likely to arise for all data con-
trollers. Some companies in the UK
(i.e. those who are subject to manda-
tory notification under the Privacy and
Electronic ~ Communications (EC
Directive) Regulations 2003 (PECR))
have already experienced similar chal-
lenges to companies in the Nether-
lands, with the notification timings
under PECR being tighter at 24 hours.

There are a number of lessons
which can be taken from the Dutch
experience and the PECR regime. The
remainder of this article therefore looks
at what actions businesses should take
to put themselves in the best position
possible by May 2018.

DATA SECURITY BREACH

PROTOCOL

Businesses will need to have in place a

robust data security breach protocol

(“breach protocol”) allowing them to

respond swiftly to any breach they suf-

fer, limit damage caused by that breach
and comply with the GDPR’s strict
time constraints for notification.

However, there is no need to rein-
vent the wheel in devising such a proto-
col — existing processes or structures
can be usefully leveraged or repurposed
to accommodate data breaches. For
example, companies with crisis man-
agement plans, business continuity
plans or product recall plans may well
be able to repurpose existing processes,
which has the added benefit of the
overall protocol appearing familiar.

Drawing on discussions at Slaugh-
ter and May’s Data Protection and Pri-
vacy Forum and the lessons from our
experience in advising on data breach
incidents, we consider the following
elements to be of particular importance
in any breach protocol:

e A cross-disciplinary  response
team: This team should include all
appropriate departments such as the
privacy team IT, PR, Investor Rela-
tions, Legal, Compliance, Internal

and HR. This

Investigations

e Notification

ensures that all relevant considera-
tions are taken into account in for-
mulating the response to any partic-
ular incident. We have seen too
many incidents where some of the
team have only been brought in at a
late stage to the detriment of the
overall response.

e Means of communication: Con-

sider having an email group set up
in advance so that all relevant mem-
bers of the response team are noti-
fied and kept informed of any data
breaches. This may already be set
up for crisis management teams and
could be used equally for breach

incidents.

¢ Internal escalation: Given the tight

notification deadline, it is also
important that breaches are esca-
lated up the chain to the appropriate
people in a timely manner. Setting a

low threshold for the
reporting of breaches will help

internal

ensure all relevant incidents are con-
sidered for notification as well as
helping businesses comply with the
related GDPR requirement to keep
alog of all personal data breaches.

thresholds:
nesses need to determine their
thresholds for notification of
breaches to DPAs and individuals.
Data audits, which many compa-

Busi-

nies are currently conducting, and
data privacy impact assessments can
provide useful information to help
assess ahead of time which systems
(if breached) or data (if exposed) are
likely to require notification. Com-
panies should also consider agree-
ing consistent standards for notifi-
cation across sectors as this has
proved useful in the Netherlands.

e Decision making: The breach pro-

tocol should be clear as to which
individuals or functions have the
authority to make the final call on
whether a breach is notifiable; too
many stakeholders may result in
prolonged deliberations and result-
ing delays.

e Stock exchange rules: The breach

protocol needs to cover whether the
rules relating to the listing and trad-
ing of a company’s shares require a
formal announcement of the data
breach. If so, this will typically
drive the timing of the public
response, as the notification should

not be made to the DPA until the
stock exchange notification is made.
In practice, therefore, the different
announcements and notifications
should be lined up to be made
simultaneously.

e Sector rules: The protocol should
also factor in rules specific to certain
sectors such as those under PECR
for telecommunications providers,
incoming requirements under the
EU Network

Security Directive for digital service

and Information

providers or operators of essential
services and the Financial Conduct
Authority (FCA) Handbook for
FCA-regulated companies.

e Other data privacy breach
regimes: Relevant breach notifica-
tion requirements under non-EU
regimes will also need to be factored
in to the breach protocol.

AN ANNUAL EXERCISE TO TEST
YOUR RESPONSE TO A BREACH
Whilst such an exercise is time and
resource-consuming, it will allow the
business to remind itself of, and identi-
fy faults or areas for improvement in,
its breach protocol. From speaking to
companies who have already done this,
there are always useful lessons that
arise from such exercises.

TIMEFRAME FOR NOTIFICATION
FROM DATA PROCESSORS

The GDPR requires data processors to
notify data controllers of data breaches
without undue delay. However, many
data controllers go further than this
and specify a set timeframe — at Slaugh-
ter and May’s Data Protection and Pri-
vacy Forum, 50% of attendees were
planning on requiring processors to
notify them within 24 hours of becom-
ing aware of any personal data breach
to ensure they could themselves meet

the 72 hour deadline for DPA
notification.

THIRD PARTY SERVICES
AVAILABLE ON-DEMAND

The swiftest and most effective

responses to security breaches are
often provided by, or with the help of,
seasoned third party professionals. It
would therefore be prudent to engage
and retain on an on-demand basis, for
example, data forensics experts who
can identify and plug any holes left by
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any hack and a call centre to deal with
questions from individuals. There is
unlikely to be sufficient time to
choose, approach and contract with
such third parties after or at the time
of a breach.

TEMPLATE DOCUMENTS

Consider producing template notifica-
tions to individuals, staff, external
communications and any regulatory
announcements. Likewise template
call centre scripts could be produced

in advance. Whilst they will need to be

customised at the time, having a
template to start from - which all
interested parties have signed off on in
advance — can save precious time.

NOTIFICATION FORM

Finally, it is important for the relevant
member of the team to be familiar
with the DPA’s notification form and
the process for submitting it! as this
can otherwise cause unnecessary delay.

Rebecca Cousin is a Partner and Cindy
Knott is a Data Protection Professional
Support Lawyer at Slaughter and May,
London

Emails:
[Rebecca.Cousin@SlaughterandMay.com|
[Cindy Knott@SlaughterandMay.com|

1 Report a breach to the ICO at

E £

Investigatory Powers Act brings
wide-ranging spying powers

The law may face a legal challenge at European level. By Pulina Whitaker.

he new Investigatory Powers

Act 2016 (the IPA), which

mostly entered into force on 1
December gives UK intelligence and
law enforcement bodies sweeping sur-
veillance powers. The IPA was intro-
duced in response to recommendations
that David Anderson QC made, in his
capacity as the Independent Reviewer
of Terrorism Legislation, to a review of
existing laws relating to regulatory
powers. The government contended
that the new legislation was needed to
respond to evolving threats within a
changing communications environ-
ment, especially regarding cybersecu-
rity and terrorist threats.

DATA RETENTION

In broad terms, the IPA permits intelli-
gence and law enforcement bodies to
require Internet Service Providers to
collect, retain, and disclose broad cate-
gories of communications data in cer-
tain circumstances. The IPA allows the
Secretary of State to require communi-
cations companies to retaln communi-
cations data for a period that must not
exceed 12 months. The power is exer-
cised by giving a retention notice to the
company. A retention notice, which
may relate to more than one company,
will require the retention of specified
data for the period of the notice, which
must not exceed 12 months. This
could be

means that companies

ordered to retain, for a limited period,
records of every website and messaging
service accessed from any device used
by citizens based in the UK. Provided
that a warrant has been obtained by the
Secretary of State, companies could
also be ordered to submit bulk data
sets to government bodies or to allow
mass surveillance of their customers’
data, such as by allowing the govern-
ment to see messages sent or received
on smartphones.

Section 61 of the IPA requires
requests for communications data to be
made on a case by case basis by “rele-
vant public authorities”. The UK’s
Information Commissioner (Data Pro-
tection Authority), the National Crime
Agency, the police forces, the Financial
Conduct Authority and the Serious
Fraud Office are amongst the bodies
listed as “relevant public authorities” in

the IPA.

PROTECTION FOR CITIZENS
After much Parliamentary debate and
lobbying by privacy rights groups, the
government’s final version of the IPA
includes some measures designed to
protect individuals’ rights of privacy.
The government has stated that the
final version of the IPA adequately
protects UK citizens” personal data
because the legislation creates:
e a “double-lock” for the most intru-
sive mass surveillance powers, so

that warrants issued by a Secretary
of State also require a senior judge’s
approval;

e apowerful new Investigatory Pow-
ers Commissioner, who will over-
see how the powers are used;

® new protections for journalistic and
legally privileged material, and a
requirement for judicial authorisa-
tion for acquiring communications
data that
sources; and

identify  journalists’

e tough sanctions for those who
abuse their powers, including crim-
inal offences.

EUROPEAN DEVELOPMENTS

In April 2014, in Digital Rights Ire-
land, the European Court of Justice
(ECJ) declared that the Data Retention
Directive was invalid on the ground
that by requiring traffic and location
data to be retained, there was an
unlawful “interference” with rights of
privacy and data protection. This was
because the requirements were too
broad and not limited to retention of
data that was strictly necessary.

In the seminal decision of Maximil-
lian Schrems v. Data Protection Com-
missioner, the EC] in October 2015
struck down the “Safe Harbor” frame-
work which had allowed US certified

organisations to receive personal data

exported from the European Economic

Area to the US (PLEB Internationall
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[October 2015, p.1). In doing so, the
ECJ was heavily influenced by Edward

Snowden’s revelations relating to US
law facilitating the mass surveillance of
personal data relating to citizens of the
EU.

Just a few days after the IPA
became law, however, the EC] pub-
lished its decision, which is binding on
the UK, in Tele2 Sverige AB v. Post-och
telestyrelsen and Home Office v. Tom
Watson and Others stating that EU law
precludes national laws prescribing
general and indiscriminate retention of
data. The EC]J has declared that
national laws must clearly state that
data retention requirements for certain
reasons, such as national security, must
be limited to that which is “strictly nec-
essary”. This decision once again opens
up the risk of a legal challenge to the

UK’s attempts to require companies to
retain data. Arguably, the IPA has
many of the protective and limiting
measures mentioned in the Tele2 case,
following extensive debate in Parlia-
ment, but a risk remains that the valid-
ity of the IPA may be challenged in the
EC].

For as long as the UK remains in
the EU, concerned citizens may bring a
legal challenge regarding the UK’s
compatibility with EU data protection
law, particularly in light of the forth-
coming General Data Protection Regu-
lation, which will take effect in May
2018. Once the UK triggers notice to
leave the EU, any future data transfer
framework agreed on between the two
is likely to consider the scope of the
powers granted to the UK government
under the IPA.

Finally, some have expressed con-
cern that by requiring communications
companies to collect this data in the
first place, the government is increasing
rather than decreasing the data protec-
tion and security risks for UK busi-
nesses and citizens. Such data sets will
likely be highly valuable and sought
after by cyber-criminals. This new law
may therefore encourage them to try to
find ways to access such data.

Author: Pulina Whitaker is a Partner at
Morgan Lewis & Bockius LLP
Email:

I . > . I

CJEU rules on UK data retention

The Court of Justice of the European
Union (CJEU) has ruled on the com-
patibility of UK Data Retention and
2014
now been

Investigatory  Powers  Act
(DRIPA), which has
replaced by the Investigatory Powers
Act (TPA, seelp.16).

The CJEU considered the compati-
bility of such legislation with the e-Pri-
vacy Directive, Articles 7 and 8 of the
Charter of Fundamental Rights of the
European Union and the decision in
the Digital Rights Ireland case which
invalidated the Data Retention Direc-

tive (PLEB International December
2014, p.23)

It is now for the English Court of
Appeal to determine whether the
domestic law is in conformity with the
CJEU’s guidelines, Hogan Lovells LLP
lawyers say: “The powers conferred by
DRIPA certainly exceed the bound-
aries of EU law, but DRIPA remained
in force only until the end of 2016
under a ‘sunset clause’. Much more

problematic is the Investigatory
Powers Act 2016 (IPA), which has
recently obtained royal assent and
extends DRIPA’s powers.”

The CJEU ruled that:

e General and indiscriminate retention
of personal data is contrary to EU law.

® Personal data may only be retained
where strictly necessary for the pur-
poses of combatting serious crime.

® Access to retained personal data
must be confined to what is strictly
necessary and subject to appropri-
ate privacy safeguards, including
prior authorisation by a judge or
other independent body.

“Since the powers conferred by the
IPA are wider and more intrusive than
those under DRIPA, as it stands, the
IPA is likely to be unlawful according
to the law of the European Union.
However, it is possible that once the
UK leaves the EU, this issue will be
moot, since the UK will no longer be
subject to the CJEU’s jurisprudence.

Therefore, it may be tempting for the
UK government to ignore the CJEU’s
Watson decision for the time being on
the basis that the CJEU will eventually
become irrelevant from a UK law per-
spective, especially given that the IPA
was subject to much parliamentary
debate and scrutiny.”

If the UK needs to seck an EU ade-
quacy decision after Brexit, surveil-
lance laws like the IPA must be taken
into adequacy is
“IPA would likely prevent

account when
assessed.
UK law from reaching the standard of
adequacy,” Eduardo Ustaran, Victoria
Hordern and Elizabeth Campion of

Hogan Lovells write.

and lterrorismlegislationreviewer)
watson/|

Consultation starts on drone usage

The Department of Transport is cur-
rently consulting on the safe use of
drones in the UK. In addition to avia-
tion and public safety issues, the govern-
ment also raises the question of privacy.

“In comparison with safety con-
cerns, the government currently has

less quantitative evidence that drone
users are inadvertently or purposefully
breaking privacy and data protection
laws,” the government says.

“Drones must be used in a way that
complies with the requirements of the
DP Act. Drone operators using camera

drones in a similar way to CCTV
should be aware of the surveillance
camera code of practice.” The consulta-
tion is open until 15 March.

° See

luk=econom
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ANALYSIS

If a hard Brexit takes place, what
happens to overseas transfers?

What if the Article 50 button is pressed and there is no subsequent agreement between the
UK and the European Commission within the two-year timeframe? By Chris Pounder.

n other words, what happens if
Ithere is a very Hard Brexit? The
assumptions I am therefore making
are as follows:
e there is no deal re Brexit and the

UK is completely outside the EU;

e the UK has implemented a form of
the GDPR;

¢ the European Commission has not
made an assessment of adequacy for
the UK; and

e there is a requirement to transfer
personal data between FEuropean

Union (EU) and the UK (and/or

vice-versa).

Given the Prime Minister’s speech
on 17 January, there is now a consider-
able risk of the above; matters could get
very acrimonious and messy. Indeed,
Theresa May’s speech can be inter-
preted as blaming the EU in advance of
the actual negotiations (the EU failed
to give the UK a “good deal” thus forc-
ing the UK to accept a “no deal” over a
“bad deal” and become a tax-haven to
attract more foreigners with lots of
money). In short, those controllers
who transfer personal data between

that have a customer database only of
those who are resident in the UK. All
such controllers need to do is to com-
ply with the new UK data protection
law based on the GDPR when it comes
into force (e.g. adopt new fair process-
ing notices as per the ICO Code of
Practice; follow UK version of GDPR
rules re onward transfers of personal
data to other third countries).

One assumes the government will
maintain its commitment to implement
the GDPR, but one does not know
what will happen.

Post-BrexiT UK 1S NOT
AUTOMATICALLY ADEQUATE
The fact that the UK has implemented
the GDPR does not mean the UK
offers an adequate level of protection
in accordance with Article 45. The UK
does not qualify for adequacy if it has
implemented the GDPR; the European
Commission assesses the UK’s data
protection law to see if it is adequate
(or if a sector in the UK offers an ade-
quate level of data protection).

Such an assessment is likely to take

I am not confident that the UK
will obtain an assessment
of adequacy.

UK and EU should do

contingency planning.

some

NO NEED TO WORRY ABOUT
BREXIT

Data controllers who do not fall within
Article 3(2) of the GDPR do not have
to worry about Brexit (e.g. a controller
that is based in the UK but is not offer-
ing services to data subjects residing in
the EU). Examples of such controllers
include many UK public bodies that
do not share personal data with Euro-
pean counterparts and many UK based
small and medium-sized businesses

some time especially if there is an acri-
monious Brexit divorce. In addition, I
am not confident that the UK will
obtain an assessment of adequacy.

CONTROLLERS THAT NEED TO
WORRY ABOUT HARD BREXIT
Assume that a controller or processor
in the European Union is transferring
personal data to a UK based con-
troller/processor. Following a hard
Brexit, the controller in the EU has to
consider the GDPR rules associated
with a transfer of personal data to a
third country (as a Brexit UK is a

third country).

The controller or processor in the
EU will look at the provisions in Arti-
cles 44-49 and choose one option for
transfer to the UK controller or
processor. These

assumed absence of a UK adequacy

options (in the

determination) are:

e Use European Commission stan-
dard contract terms or other terms
approved by a supervisory author-
ity (Article 46(2)(c) & Aurticle
46(2)(d)).

e Have a legally binding and enforce-
able contract if the transfer is
between public bodies (Article
462)a).

e Implement Binding Corporate
Rules (Article 46(2)(a) & Article 47).

e The particular transfer qualifies for
an exemption from the need to
assess adequacy (via something like
the current Schedule 4; Article 49)
but this is more likely to be case-
by-case data transfers for a very few
data subjects.

¢ Follow a Code of Practice approved
by the relevant European supervi-
sory authority associated with
transfers (Article 40).

e Approved Certification Scheme for
transfers (Article 42).

If there are joint data controllers
(e.g. one in the UK and one in the EU),
I would raise the issue with any busi-
ness-related controller in Europe who
is transferring to the UK to select what
options are appropriate to the business.

I would also ensure that the respon-
sibilities relating to such joint data con-
trollers (in Article 26) are identified in
any transparency processing notice is
in place (Articles 13 and 14).

If an organisation in the UK is a
data processor who has a client con-
troller in the EU, the processor should
raise the transfer options issue with
their clients in the EU. In addition, the
European based controller will also
need to be sure of the Processor provi-
sions in the GDPR are satisfied (e.g.
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Articles 28-30).

If such UK data processors do not
raise this issue, their controller clients
on the Furopean mainland certainly
will have to do so at some time before
May 2018. I think it is better for the
UK processor to show that it is “on the
ball” rather than risk fallout with its
clients.

Finally, include any onward trans-
fers to other Third Countries in your
arrangements if they occur.

REPRESENTATIVE (ARTICLE 27)

A UK controller offering services into
the EU is likely to need a “representa-
tive” established in the EU. I say “like-
ly” because public bodies processing in
the EU do not need to appoint a repre-
sentative (Article 27) as they are largely
examples of controllers that do not
offer services into Europe (see Article
3(2)).

The representative has to be
appointed in a Member State where the
data subjects are located and has to be
mandated to deal with issues on behalf
of the controller (note: only one repre-
sentative in one Member State; the
Member State where most data subjects
reside springs to mind).

However, low risk “occasional pro-
cessing” that does not involve Sensitive
Personal Data (Articles 98&10) does not
need a representative (e.g. a UK

University attracting foreign students
and collecting personal data at an event
held in a European city).

So does my organisation, Amber-
hawk, need to find a representative?
After-all we are a data controller and
have customers who come from
Europe to our courses on the GDPR or
for data protection officers want to be
qualified in the UK’ Data Protection
Act. My answer is “No” because we do
not offer training services designed to
attract Europeans residing in the EU;
the fact that such Europeans choose to
attend is incidental. In my view, the fact
that Amberhawk has a website in the
UK that can be used by data subjects
residing in European Union does not
trigger Article 3 unless our website has
specific services designed to target such
data subjects (e.g. Amberhawk were to
offer courses in German Data Protec-
tion Law).

What about UK citizens residing in
Europe (e.g. a UK-based controller
promoting services designed for UK
ex-pats domiciled in Spain?). The
answer is a representative will be
needed (in Spain) as the test in Article
3(2) relates to the fact that data subjects
reside in the EU, not that the data sub-
jects are EU or UK citizens.

Could another organisation (e.g. in
the same group or a processor based
in the EU) be designated your

“representative”? The answer is “yes”,
but that representative should know it
is fully liable for the actions of the con-
troller/processor in the UK and might
have to pay any fine (see Recital 80; last
sentence).

Finally include any onward transfer
to other Third Countries in your
arrangements if they occur.

CAVEATS

Please ensure you check the above
against national implementation or
future guidance of the GDPR when
they are implemented as Member State
variants might arise. Also, please
recognise that some supervisory data
protection authorities might consider
that the UK does not offer an adequate
level of protection and will investigate
transfers to the UK in any event. There
is a lot to work through; so do it now.

Chris Pounder is Director at Amberhawk
Training Ltd.
Email: lchris.pounder@amberhawk.coml

Cyber security review recommends linking data
protection with cyber security

The government’s Cyber Security Reg-
ulation and Incentives Review says that
there should a clearer link between
data protection and cyber security,
including through closer working
between the Information Commis-
sioner’s Office and the new National
Cyber Security Centre (NCSC).

The government says that it could
be useful to extend the ICO’s power to
impose mandatory audits on the public
sector to all organisations processing
personal data. The Department of
Media Culture and Sports plans to con-
sider this as part of its imminent review
of ICO powers, enabling any changes
to be introduced in time for GDPR
implementation, the review states.

The government seeks to improve

cyber risk management in the wider
economy through its implementation
of the forthcoming General Data Pro-
tection Regulation (GDPR). “The
breach reporting requirements and
fines that can be issued under GDPR
will represent a significant call to action
for industry. The approach the UK
takes to implementing the GDPR pres-
ents an opportunity to incentivise sig-
nificant improvements in cyber risk
management.”

Evidence from
research and stakeholder engagement
suggests that breach reporting and the
proposed high fines will be a particu-
larly strong incentive for companies to

government

take action on cyber security.
“The ICO will continue to increase

its capacity and capability on cyber
security and will work in close partner-
ship with the new NCSC at both a
strategic and operational level to ensure
effective operation of the GDPR. As
part of this, government will be sup-
porting the ICO and NCSC to agree
clear information security principles to
underpin guidance for organisations
and enforcement. These principles are
also likely to be appropriate to protect
other sensitive information.”

* The review was published on 21
December 2016  and is at

koww. gov.uk/government/uploads/systel
/uploads/attachment_datalfile/579442|
Crher Securiiy Reaulili I
lives Reviewpdf
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Information Commissioner
demands FOI extension

Freedom of Information at 250 took place on 8 December in London to celebrate the 250th
anniversary of Sweden’s and Finland’s Freedom of the Press Act, an opportunity to look
back and into the future. Stewart Dresner reports.

he ICO will submit a report to

Parliament later this year argu-

ing the need to extend the Free-
dom of Information Act (FOIA) to
apply to outsourcing in the public
sector. This would bring private sector
companies providing services to public
sector organisations under the Act.

“When a public service departs
from a public body under an outsourc-
ing contract, I do not believe that the
requirements of FOI should melt away
as the contractor takes over,” Elizabeth
Denham, Information Commissioner,
said.

The Campaign for Freedom of
Information has also, for several years,
been calling for extension of the FOIA
to public service contractors in a bal-
anced and proportionate way, based on
the size of the function that is being
performed. With small and medium
sized contracts, the public authority
could retain responsibility for comply-
ing with the right to information.

In her speech, Denham also made
the case for a “Duty to document” —
something she advocated in her native
Canada for British Columbia (see

\IPLEB UK Report, November 2015)
[p.14-16)

“A positive, legal obligation to doc-

ument actions and decisions is my
answer to the challenge of decisions
taken by text, by instant message, by
email.”

“If public authorities are placed
under an effective ‘duty to document’
regime, then we are telling them to
write down their decisions, to note
their reasons and most importantly to
write things down well,” Denham said.

Asked whether she would take on
government departments with poor
FOI compliance, she responded: “I
think that central government though
has got away with... behaviour that
needs to be adjusted and we need to
focus on some of the central govern-
ment departments... There may be

some areas where I need to go in and do
some more audits. I know which
organisations we need to focus on...
We’re already doing an audit I just

won’t say where.”

IDEAS BEHIND FREEDOM OF
INFORMATION

Thomas Hughes, Executive Director,
ARTICLE 19, hosting and introducing
the event, declared that information is
the oxygen of democracy. Information
is essential for: individuals to partici-
pate effectively in decision-making;
holding governments to account for
their performance and oversee good
governance; combatting corruption
and wrong-doing; the conduct of
investigative journalism; enabling peo-
ple to access information about them-
selves, for example, health records and
financial planning for the long term;
effective  business  practices and
economic growth.

There has been fast growth of the
right to information laws in recent
decades. 13 countries had FOI laws in
1990 and 107 countries have such laws
now. Including countries with right to
information executive orders rather
than legislation, the total with FOI
provisions is 136 countries or 88% of
world’s population.

ARTICLE 19 published the
Public’s Right to Know in 1999 which
stated that right to information laws
should be guided by principles,
including:

1. maximum disclosure

2. public bodies should be under
an obligation to publish key

information

3. public bodies should

promote open government

actively

4. exemptions to the right to informa-
tion should be strictly drawn and
be subject to harm and public
interest tests

5. requests for information should be
processed rapidly and fairly, and an

independent review of any refusals
should be

individuals

available to all

should not be

allowed to deter individuals from

6. excessive cost

making requests

7. meetings of public bodies should be
open to the public

8. any law inconsistent with these
principles should be amended or
repealed, and

9. whistle
protected.

should be

blowers

THE ROUTE TO THE FOI ACT IN
THE UNITED KINGDOM

Des Wilson, Founder of the Campaign
for Freedom of Information, explained
that “in 1984, secrecy was more of a
disease in the UK than in any other
major democracy. This was under-
pinned by the draconian Official
Secrets Act which covered everything,
making it almost impossible to get
information.” Leading US consumer
campaigner, Ralph Nader, advised him
to campaign on Freedom of Informa-
tion, fundamental to all other cam-
paigns because the facts are in the
hands of the opponents.

Wilson campaigned to ban lead in
petrol. The government’s Chief Med-
ical Officer has advised the government
that the health of hundreds of thou-
sands of children was being damaged
by lead in petrol. But the government
kept the document secret. After the
document was leaked to Wilson and
published, the government’s obstruc-
tion to the campaign immediately col-
lapsed and it then changed its policy by
banning lead in petrol.

Wilson continued: “Secrecy is the
enemy of accountability; it weakened
decision-making; covered up areas;
helped suppress
obscured the sources of power and

dissenting  views;

influence. Justice was obstructed and
inefficiency, error and waste was ram-
pant. Secrecy was absolutely the
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enemy of the quality of public and

civic life in this country.”

The FOI campaign strategy was to:

1. make freedom of information rele-
vant to everyone in the country to
encourage public support.

2. obtain support for a campaign
before it started from many
campaigning organisations.

3. lock in the opposition who wanted
the publicity. It was relatively easy
to encourage the opposition and
gain their commitment so they
could not backtrack when in
government.

4. concentrate on attacking govern-
ment with a series of five Private
Members’ Bills with narrow objec-
tives, for example, the right to open
local council records, on health and
safety, and environmental threats.

Although the FOI Act was passed

in 2000 and entered in to force in 2005
“the fight against secrecy never ends,”
Wilson said. “Secrecy is a disease like
cancer. No matter how much progress
they make in one direction, it comes
back in another. A Freedom of Infor-
mation Act in itself does not end
secrecy. It no more eliminates a desire
for and the practice of secrecy than the
criminal law eliminates crime... A FOI
creates a right to know, not a guarantee.
That guarantee has to be our surveil-
lance and vigilance. With freedom of
information and freedom of speech,
you have the two pillars of a genuine
democracy.”

This event was at held on 8 December
2016 at the Free Word Centre, London to
celebrate the 250th anniversary of
Sweden’/Finland’s (together at the time)
Freedom of Information Act — translated
in full as “His Majesty’s Gracious
Ordinance Regarding the Freedom of
Writing and of the Press””

bitly2gi42Qd
lbitly/2gCK3RHI

Translations and background information
to the 1766 law

franslafion.pdf

lpeferforsskal.infol

Freedom of Information Act
under constant threat

Maurice Frankel, Director, Campaign for Freedom of Information, states that the FOIA has
been under constant threat. Stewart Dresner reports.

aurice Frankel explained that

Tony Blair, as a Labour

Prime Minister, attempted to

restrict the Act within 18 months of it

coming into force in 2005. The Conser-

vative-Liberal Democrat Coalition

government (2010 — 2015) discussed

ways to restrict it but did not introduce

them. The present Conservative gov-

ernment set up an independent com-

mission to find ways to restrict its
scope.

There

attempts to restrict the scope of the

have been unsuccessful
Act, such as removing Parliament itself
from its scope (despite the victory for
transparency represented by the publi-
cation of MPs’ expenses), policy dis-
cussions, cabinet papers, universities
(prompted by the universities them-
selves) and risk assessments. Now even
NHS safety investigations are under
this pressure. There is never ending
pressure to restrict and reverse the
progress we have made, and we now
expect a substantial attack on the Act
every 18 months or so, Frankel said.

There has also been a successful
attempt to remove the top three royals
from the scope of the Act.

SoME FOI SUCCESSES

Surprising and interesting has been the
progress that has been made in other
ways, Frankel said. As a result of the
Guardian’s attempt to get hold of
Prince Charles’ correspondence with
ministers, the Supreme Court has
imposed serious restrictions on the
ministerial veto. Fortunately, this has
not been used very often.  The
Supreme Court has made it harder to
use, and now the Supreme Court has
ruled out its use altogether in relation
to environmental information because
of the European Union directive that
does not in effect permit a veto.

CHANGES AHEAD FROM EUROPEAN
CourT OF HUMAN RIGHTS

There has been a separate set of cases
involving Article 10 of the European
Convention of Human Rights,! and
the right of freedom of expression.

(“This right shall include freedom to
hold opinions and to receive and
impart information and ideas without
interference by public authority...”)
“This right has long been a nirvana
dream of lawyers, who have sometimes
frustrated me by trying to run cases on
Article 10 grounds when there may
have been safer and easier ways to win
them - but they always want to win the
prize that securing a ruling that Article
10 applies!”, Frankel said.

In another case, the UK’s Supreme
Court ruled that there was not con-
vincing evidence from the Strasbourg-
based Court of Human Rights’ Grand
Chamber. They have not been per-
suaded that Art. 10 provided a right to
impart and receive information, which
conventionally has been treated as an
anti-censorship measure, stopping gov-
ernment preventing one party commu-
nicating with another party.

Frankel explained that in Novem-
ber [2016], the Grand Chamber ruled
on this point, and the Campaign for
Freedom of Information were one of
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the interveners in this case, although
Article 19 (the organisation) did the
heavy lifting in terms of the research.
They found that Article 10 does apply,
and provided exactly the case that the
Supreme Court said it needed in order
to accept the right of access here. They
found that where the subject matter
was in the public interest, where the
requester was fulfilling a social watch-
dog role, which was not just press, his-
torians, authors, NGO’s and so on, but
extended to include the significant
development of bloggers, the Court
found that Article 10 did in fact create
the right to obtain information from
government.

“The case in question involved
overruling the Hungarian Supreme
Court which had ruled that particular
information that had been requested
was the personal information of public
defenders whose role the NGO was
trying to put under scrutiny.”

It is difficult to see an English court
being able to resist the argument that
Article 10 now provides this right of
access.  This has profound conse-
quences for the FOIA, Frankel stated.

THE IMPACT OF THE ART. 10
CASE ON ABSOLUTE EXEMPTIONS
Frankel explained that absolute exemp-
tions in the Act (i.e. those not subject
to a public interest test) are very diffi-
cult to sustain in this form because to
withhold information regardless of
whether disclosure causes harm would
not meet the test of necessity and pro-
portionality that Article 10 requires. So
we are going to see challenges to the
exemptions for court records and
statutory tribunal documents; and for
the absolute exemptions on:

a) the effective conduct of public
affairs which, in relation to Parlia-
ment but no-one else, is absolute
and cannot be challenged on public

interest grounds
b) the absolute exemption for corre-

spondence relating to the monarch

and the next two in line to the
throne

c) a very important exemption for
information whose disclosure 1is
prohibited by law.

“All come under challenge from
Article 10, and I imagine the first few
cases have already come in and in a few
months’ time the cases will be winging
their way to the ICO.”

OTHER CHALLENGES

Other imminent challenges from Arti-

cle 10 are likely to be:

1. the cost limit which allows requests
to be refused when the cost of find-
ing the information has reached a
particular threshold which cannot
be exceeded no matter how impor-
tant the information is

2. the ministerial veto, and

3. the role of bodies not directly sub-
ject to FOI such as public sector
contractors, security services and a
range of other bodies. However,
that will be a route separate from
the ICO because those bodies are
not within the Information Com-
missioner’s jurisdiction.

CHANGES AHEAD FROM THE
UK’s FOI COMMISSION
“There are two points left over from
the last attempt to restrict the Freedom
of Information Act which was the
Freedom of Information Commission
under the chairmanship of Lord Burns.
The first is possible legislation to
reform the ministerial veto, which will
reverse the restrictions the Supreme
Court imposed on it, but limit it to the
decisions of the Commissioner and not
the tribunal and courts.”

“The second point is that the FOI
Commission proposed to remove the

right of appeal against the Commis-
sioner’s decisions to the first tier tribu-
nal. This is by far the most serious
threat to the legislation and we would
be most unhappy to see that removed.
This is because 20% of appeals by
requesters to the Tribunal are upheld in
part or in full, and no one has
attempted to answer what will happen
to those 20% of successful appeals once
that right of appeal is removed, if it is
removed.”

In fact, although the ICO deals
with a staggeringly high case load,
mostly effectively, they are not uni-
formly effective, Frankel thought.
Sometimes the investigation is not
thorough enough or they are too pre-
pared to accept what public authorities
say. In a tribunal case in July 20162 the
Commissioner argued that she “sees no
compelling evidence to challenge the
public authorities” account of why it
did not hold the information.” By con-
trast, the Tribunal found that the
authority’s position was “bare assertion
in the face of inherent improbability™.

Frankel said: “This is because we
are getting a more detailed forensic
examination taking place at the Tribu-
nal stage than the Commissioner can
afford to provide for all the cases that
go through her office. We would lose
significant disclosures and that would
create a serious problem if that goes
through.

unhappy and it remains the one piece of

We would be extremely

work from the Commission’s agenda
that remains a threat to the wellbeing of

the FOI Act.”

1 ¥ I Tavils i
IConvention ENG.pdfl

2 The case is EA/2015/0240, Mr Joe
Fernandez and Information
Commissioner.

New online FOI tool launched in Scotland

The Scottish Information Commis-
sioner has launched a new online Free-
dom of Information (FOI) appeal
service. Requesters can use it to appeal
if their requests are refused or they are
unhappy with the way their requests
were handled by public authorities.
The online tool gives users real-time

help and advice to make sure the Com-
missioner can start investigating their
case as quickly as possible.

While the number of appeals to the
Commissioner increased by 14% in
2015/16, appeals from the voluntary
sector accounted for just 1% of the
Commissioner’s total appeals, down

from 4% the previous year. Only
three FOI appeals were received from
voluntary organisations in 2015/16,
compared to 19 last year and 25 three
years ago.

o The service is accessible at

icknoaledeainf ]
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NEWS

ICO now in charge of consumers opting out
from marketing phone calls

The ICO is now running the Tele-
phone Preference Service (TPS) which
provides individuals with the oppor-
tunity to opt out from telephone mar-
keting. The move supports the ICO’s
active stance in enforcing the Privacy
and Electronic Communications Reg-
ulations (PECR) against nuisance
calls.

The TPS was previously run by
Ofcom. Further changes are planned
to the PECR this spring to impose
personal liability for company direc-
tors for nuisance calls. The ICO has a
reporting tool on its website to assist
individuals to make complaints about
nuisance calls. Last year, 140,000 con-
cerns about nuisance marketing were
reported to the ICO - that is about
370 aday.

Information Commissioner, Eliza-
beth Denham, who has been advocat-
ing director personal liability (PLEB]
[UK_November 2016 p.3), said:
“Transfer of the TPS to us will mean
complaints about rogue cold callers

will be passed even more efficiently to
our enforcement officers. That will
give us more information about the
culprits and help in our bid to come
down hard on the law breakers and
stop nuisance calls.”

The ICO responded rapidly to its
new duties and on 17 January, the ICO
fined IT Protect Ltd £40,000 for call-
ing people who were registered with
the TPS. This is the first fine for nui-
sance calls issued by the ICO since it
took over management of the TPS in
late December 2016.

Steve Eckersley, ICO head of
enforcement, said: “Ironically, this
firm was making nuisance calls to
people to sell them a call blocking
device. But by phoning people regis-
tered with the TPS it broke the law
and that’s why we’ve issued this fine.

“Our investigation was aided by
members of the public reporting the
nuisance calls they’d received from IT
Protect to us. They told us the firm
had preyed on the elderly and misled

people by giving the impression they
were working with BT.”

Recently, the ICO fined Nouveau
Finance £70,000, Silver City Tech
£100,000 and Oracle Insurance Bro-
kers £30,000, all for sending spam
texts. Assist Law was fined £30,000 for
calling individuals even if they were
registered with the Telephone Prefer-
ence Service.

In addition, Key Insolvency Serv-
ices has been served an enforcement
notice after they called individuals
subscribed to the Telephone Prefer-
ence Service.

Nouveau Finance and Silver City
Tech have been issued with enforce-
ment notices after they sent spam
texts. There are another 175 cases
under investigation.

* See lico.org.uk/action-weve-taken/|
and  kwww.gov.uk/government/news/|

Direct marketers call for prison sentences for
the most severe cases of nuisance calling

The Direct Marketing Association
(DMA) calls for custodial sentences to
be introduced for those that repeatedly
breach data protection laws by making
illegal nuisance calls. The government
is committed to make directors person-
ally responsible for breaches under the
Privacy and Electronic Communica-
tions Regulations (PECR). Directors
could become liable for fines up to
£500,000. While the new measure for
personal director responsibility is a
step in the right direction, the DMA
says, it is calling for government to go
one step further and bring in custodial
sentences for the worst breaches of data
protection law.

According to figures from consumer
organisation, Which?, the ICO has col-
lected just four out of 22 fines in full that
it issued over the past 12 months, with
many companies going into liquidation
to avoid paying, the DMA says.

Chris Combemale, CEO at the
DMA, said: “It should come as no sur-
prise that individuals willing to skirt the
law when it suits them are also ready to
do the same to avoid paying their debts.
That’s why the powers of the ICO have
recently been extended to also allow it
to fine the directors that set up multiple
companies to avoid justice. We whole-
heartedly support the extension of fines
to the individuals that are behind the
rogue businesses, but for the worst and
repeat offenders we believe the penalties
should extend to custodial sentences as
well. The Justice Secretary has the
powers, which were introduced in the
wake of the phone hacking scandal, but
it’s now time they were used.”

“Unfortunately, the new rules
invoked by the government for personal
director responsibility relates only to
breaches under PECR and not the Data
Protection Act 1998 (DP Act). The root

of the problem is bad data, with illegal
nuisance calls and spam texts being a
symptom of rogue companies breaking
the law by using this bad data,” the
DMA says.

“That’s why the DMA is asking for
custodial sentences for the worst
breaches of data protection law to get to
the root of the problem, echoing calls
from the ICO, which also supports the
introduction of custodial sentences. The
Justice Secretary has power under the
Criminal Justice and Immigration Act
2008 to introduce a new statutory
instrument, but it requires a positive
vote in both Houses of Parliament to
allow custodial sentences for breaches of

Section 55 of the DP Act.”
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