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We reviewed the weaknesses of the Safe Harbor from the start, as a political compromise, 

and underlined that Safe Harbor has always been a voluntary commitment, with an 

incomplete and imperfect “match” to European data protection laws and enforcement 

authority. If an organisation signs up to it, the Federal Trade Commission (FTC) can 

theoretically take action that a participant has committed an unfair or deceptive practice. The 

FTC is a five-member commission with narrowly defined statutory authority to enforce 

against unfair and deceptive trade practices, wholly separate from the U.S. Department of 

Commerce which simply administers the registration process. The FTC has no authority over 

financial services, insurers, or common carriers (such as telecoms), and as a budgetary and 

historic matter, directs its enforcement priorities to matters impacting U.S. consumers. The 

FTC does take frequent and aggressive enforcement action in the areas of privacy and data 

security against U.S. companies, and has tacked on some Safe Harbor-related findings in 

enforcement actions against Facebook, Google and Facebook. However, as a general 

matter, they do not conduct substantive reviews or audit compliance with Safe Harbor 

framework. Enforcement actions against other companies have been limited to very obvious 

instances of non-compliance, such as falsely posting in a privacy policy that a company had 

signed up to the framework, or allowing a certificate to lapse. In short, the FTC is not similar 

to a European data protection authority in many ways, and of course, with regard to the 

CJEU decision, has no jurisdiction or say in matters pertaining to U.S. Government access 

to communications or other personal data of through law enforcement or intelligence 

gathering methods. 

 

We covered the Schrems vs. Facebook case (which is actually named Schrems vs. Ireland’s 

Data Protection Commissioner by the Court of Justice of the European Union - CJEU), and 

considered actions you can now take to ensure that your transfers of personal data to the 

US will continue to be on a firm legal basis. 

 

Highlights of the meeting and subsequent developments on the following day are: 

 

1. Organisations have the option to withdraw at any time from the Safe Harbor 

framework, by notifying the U.S. Department of Commerce. Even if an organisation 

elects to withdraw from Safe Harbor in light of the Schrems-Judgement, from a 

regulatory enforcement standpoint in the US, the organisation would be accountable 

to the Federal Trade Commission as the enforcement authority, and potentially 

affected data subjects, for data collected during the period the organisation was listed 

as participating in the framework. For its part, during this time of uncertainty as 

discussions about Safe Harbor 2.0 continue, the U.S. Department of Commerce is 

still accepting and processing Safe Harbor applications and renewals. 

 

2. The CJEU invalidated the Safe Harbor as a basis for transferring personal data to the 

US but the protection offered by Safe Harbor certified members to the personal data 

which they process still remains a legal duty. 

 

3. Even if your organisation uses the EU standard model clauses or Binding Corporate 

Rules as a legal basis for transferring personal data to the US, there is no guarantee 

that the US National Security Agency and other law enforcement agencies will not 

access the data. National security is a matter of national competence and, therefore, 

not within the competence of the European Union. 



 

4. At present, there are no cases where the EU standard model clauses have been 

challenged before the CJEU. The adequacy Decisions of the European Commission 

for these clauses are likely to stay as they are and be recognised by the EU Data 

Protection Regulation as well when it is finally agreed. Only the CJEU can invalidate 

them or the European Commission can withdraw the underlying Decisions. However, 

Data Protection Authorities (DPAs) might challenge whether data importers are fully 

compliant with the EU model clauses, because of the broad powers of law 

enforcement agency in the US and the lack of remedies by EU data subjects. 

 

5. The DPAs of German States (Länder) Schleswig-Holstein, Berlin, Hamburg and 

Bremen remain the most critical of data transfers to the US. They also challenge the 

use of model clauses or consent going forward. Other DPAs in Germany, like Hesse 

and Bavaria are more reluctant to challenge these instruments.  

 

6. National DPAs in the EU Article 29 Working Party occupy different places along the 

critical spectrum. Given the different views of DPAs in Europe, it is difficult for the 

Article 29 Working Party to agree on a clear and specific common approach. A 

plenary session took place on 15 October and the Article 29 Working Party claimed 

in a Statement on 16 October:  

 

 “it is absolutely essential to have a robust, collective and common position on 

the implementation of the judgment” 

 

 “the question of massive and indiscriminate surveillance is a key element of 

the Court’s analysis…..such surveillance is incompatible with the EU legal 

framework and that existing transfer tools are not the solution to this issue” 

 

 “the current negotiations around a new Safe Harbour could be a part of the 

solution” 

 

 “transfers that are still taking place under the Safe Harbour decision after the 

CJEU judgment are unlawful” 

 

  “Standard Contractual Clauses and Binding Corporate Rules can still be 

used” 

 

 "if by the end of January 2016, no appropriate solution is found with the US 

authorities and depending on the assessment of the transfer tools by the 

Working Party, EU DPAs are committed to take all necessary and appropriate 

actions, which may include coordinated enforcement actions"  

 

7. It is difficult for non-U.S. individuals to conduct litigation against a Safe Harbor 

certified members in the US because of the problems in demonstrating harm, 

quantifying a financial damage and justifying the venue, i.e the correct court for this 

type of case. 

 

8. Most EU Member States do not permit collective (class) actions and data subjects 

will also face the problem of not being able to claim actual damages under the 

relevant national laws. However, the German legislator plans to pass a law so that 

consumer organisations can participate in a wide range of data protection cases. At 

present, these organisations can only challenge terms and conditions (including 

consent clauses).  

http://ec.europa.eu/justice/data-protection/article-29/press-material/press-release/art29_press_material/2015/20151016_wp29_statement_on_schrems_judgement.pdf


 

9. DPAs can withdraw their approval for a company’s Binding Corporate Rules 

declaration, although we are not aware of any DPAs which have threatened to do so.  

 

10. The US Congress could theoretically amend the law to permit EU data subjects to 

take action in the US, but there are no signs of that happening at present, particularly 

in ways that go to the heart of the Schrems-Judgement and ensuing CJEU decision. 

The present legislative initiative on the issue (the proposed Judicial Redress Act) 

extends to citizens of EU countries the same rights US citizens have to seek redress 

in court under the Privacy Act, which applies to US Government data practices. The 

current drafts of the bill, however, do not apply to data collected or held by US 

intelligence services. Therefore, the extension of rights and access to court will not 

solve the issues raised by the CJEU. Rather, its impact will pertain to criminal, 

medical, financial, or educational records. This is a bona fide and meaningful 

extension of rights, but if it happens, it won’t fix all gaps in access or redress 

identified in the Schrems-Judgment. And it’s a particularly bad moment in time 

politically to hope for expedited committee consideration, or votes on the floor of 

House or Senate.  With the new deadline suggested by the Article 29 Working Party, 

there is momentum certainly among the sponsors and other key constituencies to get 

the bill passed in the next few months. 

 

11. The European Union’s 13 Recommendations on Safe Harbor of November 2013 

based on the European Commission’s review of the Safe Harbor program might not 

fully satisfy the requirement the CJEU expressed in the Schrems-Judgment.  

 

12. The strong Statement dated 7th October 2015 by Switzerland’s Data Protection 

Commission on recommended action following the CJEU decision is: 

 

“If data has to be stored externally, it should wherever possible be stored by 

European providers on servers in Europe. Swiss businesses and authorities that use 

products and services provided by American companies should enter into additional 

agreements to secure better protection for the persons concerned and their data.”  

 

13. The international scene is constantly changing, for example: 

 

 Hungary recently approved Binding Corporate Rules (PL&B International 

Report October 2015, p.10).  

 Salesforce responded quickly to the CJEU decision by immediately shifting to 

EU standard model clauses. 

 Germany’s federal parliament passed a new data retention law on 16 

October 2016. If the second chamber (Bundesrat) representing the German 

States (Länder) does not object, it will probably come into force before year 

end.  

 

14. Privacy Laws & Business will soon announce the programme for a Roundtable with 

the European Data Protection Supervisor at the EDPS’s office in Brussels on 9 

March 2016. Register your interest by e-mailing glenn@privacylaws.com with 

“Roundtable with the EDPS” in the subject line. 

 

 

Latham & Watkins and Privacy Laws & Business will continue to monitor these issues and 

publish comments on L&W’s Global Privacy Blog and PL&B’s 

www.privacylaws.com/Publications/enews/ 
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