
Children’s Privacy Protection Network

Terms of reference

1. Background

The protection of children’s interests is an area of significant debate and increasing public policy and media attention. Many countries and regions have now developed laws and regulations regarding privacy, but in the main these have tended not to single children out as deserving of special protection or to provide practical, workable solutions. Nevertheless, the way in which children’s privacy issues are treated does require consideration of a number of special factors. In addition, in many countries, children are increasingly becoming important economic actors, with significant purchasing power and distinct economic behaviour. With the availability of accessible technology, children are also interacting with the world around them in increasingly sophisticated ways, both with commercial organisations and peer to peer networks.  

With these considerations in mind, the Children’s Privacy Protection Network (“CCPN”) was established by a number of predominantly commercial organisations involved with regular communication and/or interaction with children, with the intention of creating a forum for discussion and the development of best practices and practical guidelines for the appropriate protection of children’s privacy by those who interact with children.

2. Membership

The CPPN is primarily a practitioner’s group. Membership is open to all commercial and not-for-profit organisations (including legal and other providers of professional services) with a legitimate interest in the protection of children’s privacy within the course of their business. However, the CPPN is not open to Governmental or regulatory bodies or authorities, advocacy or lobbying groups, or academic institutions. Such bodies or groups may however be invited to participate in the CPPN activities and meetings as non-members to provide expert advisory input on a case by case basis. Such attendance is by invitation from the members only, on a consensus basis. 

3. Objectives of CPPN

To develop and promote, among its membership, best practices with regard to the protection of children’s privacy. This includes:

3.1
Sharing and developing best practices;

3.2
Developing codes of practice and self-regulatory approaches to children’s 

privacy issues;

3.3
Identifying practical problems and practical solutions to children’s privacy 

issues;

3.4
Sharing knowledge;

3.5
Promoting the work of the CPPN to regulatory authorities, governments and 

other stakeholders with regard to children’s privacy;

3.6
Supporting or commissioning research in children’s attitudes and experience 

with privacy related issues.

The CPPN’s focus is not to lobby, make public pronouncements or liaise with Governmental or regulatory authorities on behalf of its members. However, there are likely to be occasions when the members of the CPPN agree that they would like to engage with external stakeholders, such as children’s charities, regulatory authorities, NGOs or other organisations, in order to discuss the work of the CPPN and to promote the work done. Any such interaction should be by consensus only.
4. Scope
The work of the CPPN should be universally relevant to organisations involved with regular communication and/or interaction with children, and particularly those with a commercial focus. Consequently, the intention is to produce output that can be applied across multiple markets and jurisdictions, although the emphasis will inevitably reflect the focus of the individual participants. 

In addition, the scope should focus on the issues that arise when children interact with these organisations through purchasing, communicating or participating in child related activities. Again, this will reflect the business interests of the participants.

The scope of envisaged activities and issues is set out below:

4.1 Marketing to children, for instance: 

4.1.1
Addressing the type of marketing communications to children that are 

appropriate and the best practices that should be employed to ensure this is conducted appropriately and responsibly;

4.1.2
Research into the impact of different marketing communications and 

content on children at different ages;

4.1.3
Assessing whether and how viral marketing campaigns should be used 

with children.

4.2
Transparency and comprehension of privacy statements and practices, for 


instance:

4.2.1
How do children respond or understand information about privacy?

4.2.2
How can the use of multi-layered notices enhance children’s 

awareness of privacy issues?
4.3
Collecting consent from children, for instance:

4.3.1 
Looking at the practical issues of gaining consent from children;

4.3.2 
Should there be different criteria for different age bands, and what are 

the appropriate age bands?

4.3.3 
Should there be different criteria depending on different levels of 

interaction of children, and what are these levels?

4.3.4 
Should there be requirements for refreshing consent and, if so, what 

should these requirements be?

4.4 
Assessing whether the consent of parents or guardians is required and 


addressing the issues associated with collecting this consent, for instance:

4.4.1 
Looking at the practical issues of gaining consent from parents;

4.4.2 
What measures need to be employed to verify that a person purporting 

to be a parent is indeed the child’s parent? 

4.4.3 
Can and should others be given the power to give consent on behalf of 

children, such as teachers, when children access the internet from the 

classroom;

4.4.4 
To what extent should parents take responsibility for their children’s 

privacy?

4.5 
Age of capacity

4.5.1 
How do existing rules on legal capacity relate to the exercise of privacy 

rights?

4.5.2 
Gather knowledge of practices applied by different countries and 

privacy authorities;

4.6 
Child protection measures

4.6.1 
What measures can be adopted to protect children from spam, scams 

and phishing?

4.7 
Participation in programmes, interactive services and games, for instance:

4.7.1 
How should children’s privacy be managed when children appear in the 

media?

4.7.2 
What measures should be employed to protect the privacy of children 

when using interactive services, participating in community services, 

such as chat rooms, or using peer to peer networks, e.g. multi-player 

gaming?

4.8 
Industry research

4.8.1. 
Gather knowledge of relevant codes of practice and behavioural 

research with regards to children already available

5. Meetings and administration

Meetings are held approximately bi-monthly in the UK, each meeting to be a half day session. Teleconference facilities are generally made available for those members who are not able to attend in person. Members are required to host meetings on a rotating basis, and to bear the costs of the meeting accommodation and refreshment. 
Privacy Laws & Business provides the secretariat and administrative support. Members shall be required to pay an annual fee to cover the costs of administration. Details of the fees are available on the Privacy Laws & Business website at [www.privacylaws.com/CPPN]
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